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ABSTRACT

In this paper we consider privacy-preserving multimedia con-
tent identification for a cloud based Bag-of-Feature (BoF)
framework. We analytically model how geometric informa-
tion can be used as a shared secret and derive the trade-
off between identification capability, privacy and computa-
tional load. In addition we suggest a descriptor ambiguization
method that introduces uncertainty to the server with respect
to the true interest of the data users.

Index Terms— Content identification, bag-of-features,
privacy, geometric secret sharing, descriptor ambiguization.

1. INTRODUCTION

Privacy preserving content identification and nearest neigh-
bour search are active fields of research in numerous medi-
cal applications, privacy-sensitive multimedia collections and
biometrics. Furthermore, there is a huge trend in outsourcing
storage and services to cloud-based systems such as Amazon
AWS. Sensitive data may obviously be encrypted but this step
significantly complicates basic services such as the ability to
search. Although possible in principle, cryptographic primi-
tives, such as homomorphic methods, that enable basic search
or fuzzy similarity matching are complicated, computational
heavy for all parties and scale poorly on large databases [1].

As an example, a practical scenario involving these issues
is a (medical) researcher who wishes to find similar images
from external sources where neither parties want to disclose
all data to each other or to the server.

Our system model, seen in Fig. 1, includes three principle
parties. The data owners that provide the original content
and render services from an external provider or simply, the
server. The data users wish to search through the collection.
Following biometric primitives [2], no original data is stored
in the cloud, nor does the user send (biometric) templates as
query.

We model the main privacy threats in our content iden-
tification system as follows: (T1) the reconstruction of the
original query image from the derived query features which
are actually sent; (T2) the reconstruction of database entries
from the stored features on the server and (T3) the ability of
the server to learn what a particular user is searching for.

Data owner

Data owner Data owner Data user

2

)

Private data

Public data

| Honest-but-curious identification engine

Fig. 1: The diagram of private identification in cloud systems.

Furthermore, we define the following system bench-
marks: the search complexity for the server, the memory com-
plexity for the storage of features, the communication load for
a single query and the algorithmic complexity at client side.

In this paper we will consider the basic Bag-of-Feature ar-
chitecture for identification. Such systems are widespread and
combine relatively low complexity with good performance.
Crucially for our applications, BoF based identification is rea-
sonably robust to geometrical distortions while also applica-
ble to semantical matching.

The basic principle is to use a set of local features encoded
into a fixed-length representation using a codebook. A query
is resolved in two stages: list decoding on server-side to effi-
ciently return a list of candidates followed by a re-ranking in
which geometrical matching between original features from
the query and the initial candidates is performed by the data
user.

In this paper we will theoretically analyse a basic BoF
based identification system and determine how privacy can be
provided using geometric information as a shared-secret and
by using query obfuscation. Our goal finally is not to propose
a perfectly secure cryptographic solution but rather to under-
line the importance of geometric information and demonstrate
a link to secret key sharing.



2. EXISTING PRIVACY PRESERVING
APPROACHES

Without pretending to be exhaustive in our analysis of the
state-of-the-art, one can distinguish several main approaches
that address the privacy-preservation problem: (a) identifi-
cation based on homomorphic encryption [3, 4], (b) secure
embedding or fingerprinting [5, 6, 7, 8, 9] (c) attribute based
encryption [10, 11].

Methods based on homomorphic encryption
Homomorphic methods allow computations between vectors
in the encrypted domain ensuring that the server neither sees
the original data nor query. Such methods are however com-
putational intensive, the search for similar items is exhaustive
and cipher texts are larger than the original data vectors caus-
ing a significant bandwidth and storage burden [3, 4].

Methods based on quantized embedding
More practically oriented signal processing and computer vi-
sion methods dealing with privacy protection are based on so-
called secure embedding or fingerprinting.

Secure embedding is based on the mapping and encoding
of images or features into some space. The basis vectors of
this space can be generated at random from some secret key
or can be learned. The image features are represented in this
space and then assigned or quantized to some reconstruction
points. The trade-off between the accuracy of the computa-
tion in this space, the amount of information that has to be
shared with the server and its ability to reconstruct the query
determines the privacy protection.

Algorithms based on random basis vectors produce a
quantized version by, = Qg (Wgx), where Qg (.) denotes
the quantizer and Wy stands for the dimensionality reduc-
tion transform generated from the key K. Some methods
might also use an overcomplete transform to select L com-
ponents. The quantizer might be scalar or vector, but mostly
it just is a binary scalar quantizer. The design of privacy pre-
serving quantizers is considered in [7]. The quantization of
the L most reliable components is proposed in [6] with si-
multaneous randomization of the weak components. Methods
for general randomization with low-search complexity, also
known as bounded distance decoding, are addressed in [5].

Finally, methods based on learned basis systems or code-
books are mostly developed in the scope of the BoF frame-
work. Several authors consider different techniques of pro-
tecting these codebooks by partially protecting the informa-
tion needed for codebook construction [8, 9].

The main advantage of embedding or fingerprinting meth-
ods is a possibility to perform fast search using Hamming dis-
tances or product vector quantization. The information loss
harms performance but insures that recovery of the query and
database is not feasible. Additionally, in the case of identifica-
tion, when the number of images M ~ 2NC where N is the
dimensionality of the feature in Euclidean space and C' stands

for the identification capacity [2], i.e., the ability to error-
less identify the sought item, the condition of the Johnson-
Lindenstrauss lemma, when RY — RZE, with L > sth s
0 < e < 1, is not satisfied due to the exponential behaviour of
M with N. This loss might be significant in practical situa-
tions. Therefore the above methods can only be applied when
the embedding codebook is small or when using list decoding

to retrieve a list of possible candidates.

Methods based on attribute coding

These privacy preserving techniques apply encryption to
stored images or features based on a secret or attribute ex-
tracted from identical content. When the query is in proximity
to the database entry, the attribute is also close and the decryp-
tion, potentially partially with errors, might be performed.
Encrypting and processing meta-data obviously lightens the
computational burden, but still requires the client to attain and
process the complete database attribute list [10].

3. SECRET SHARING OF DESCRIPTORS’
POSITIONS AND PROBE AMBIGUIZATION

The proposed framework is based on recent results [12, 13]
demonstrating that local descriptors along with their positions
in the originating images can be used successfully to recon-
struct visually similar and recognizable images. The original
geometric information is however vital for this attack to suc-
ceed.

The basic principle of this framework is to split the raw
local descriptors into two parts where the payload of the de-
scriptor X4 can be shared in the public domain and the orig-
inating geometrical positions x, are kept private and shared
only between authorized parties as shown in Fig. 2.

A user only sends a query consisting of local descrip-
tors y4 to the server without any geometric information. The
server uses a BoF retrieval framework to return a list of can-
didates based on descriptor similarity together with encrypted
geometrical information. The user then has to perform the fi-
nal re-ranking locally. It is assumed that the data user will
contact the data owner directly bypassing the cloud server to
obtain the authorisation to access the geometrical data for the
content of interest.

It is important to point out that a pair (x4,y,) is consid-
ered to be a shared secret between the data owner and data
user, which is not available to the server. Note that y, is a
noisy version of x, which can be considered as imperfect side
information, used in many communication and security sys-
tems based on common randomness.

Summarising, we consider the identification system as a
search tool that returns a list of database entry indices that
are close to the query y given some similarity metric. The
size of this list determines the ambiguity of the server and the
residual workload the data user has to execute to finalise the
query.

The cardinality of the list can be further increased via am-
biguization. Here the user intentionally adds false descriptors
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Fig. 2: Secret key sharing using geometrical information.

to the query, results from which he later filters out. The pro-
posed framework is schematically presented in Fig. 3.

The following aspects will be analysed: (a) what is the
server ambiguity, i.e., cardinality |£(y4)[; (b) how does ge-
ometrical information y, enhance accuracy and reduce the
ambiguity of the data user, i.e., cardinality |L(y4,y4)| and
(c) is it possible to efficiently ambiguize a query in terms of
an enlargement of | £(y 4, )| but without significant loss of per-
formance and an increase of complexity for the data user;

4. STATISTICAL FUNDAMENTALS

4.1. Performance, complexity and privacy protection

We will consider a basic model of BoF based content identifi-
cation with and without geometrical information to establish
the cardinality of a retrieved list for the server and authorized
data user. For this purpose, we will partially use the results
presented in our previous work [14].

We assume that the database contains M items indexed
by w € {1,---,M}. Each item x(w) = (xq(w),x4(w))
is represented by its features/descriptors x4(w) = {x}(w)},
1 < w < M, with each descriptor x4(w) € X% and the
geometrical coordinates of each descriptor within the image
x, (1) = {(pl, (w), pl, ()}, for 1 < i < Jj(w) with Jy (1)
to be the number of descriptors in the image with the index w.

The problem is to decide whether a query or probe y =
(¥a,¥g) identifies a related item in the database or to reject
the probe, if no similar item can be found. The probe is also
represented by a vector of descriptors y; = {y’(j}, and by the
vector of coordinates of each descriptor y, = {(p} ,pf,)}.
for 1 < k < Jy with J, # Jx(m) for the general case.

The identification procedure consists of two stages. In the
first stage, the server finds a list of items L(y,) based on the
best match of local descriptors in the probe y, and the cor-
responding descriptors of items stored on the server (Fig. 3).
The server returns the list £(y ) along with the corresponding
descriptors {x4(w)} and their encrypted coordinates within
the images { Ex [x4(w)]} for all w € L(yq) to the querying
party. In the second stage, the data owner decrypts the geo-
metrical information and the data user matches the descriptors
of the probe with the descriptors from the returned list geo-
metrically, i.e., it performs a so-called re-ranking, based on
¥ 4. The resulting list of re-ranking is denoted as L(yq4, y,).

The relationship between the returned lists £(y4) and
L(ya4,yq) plays a very important role for both performance,

complexity and privacy protection of content identification
systems.

From the performance perspective, the system should pro-
duce a list of indices £(y4) whilst ensuring that the correct
index w is always on this list and an empty set, if the probe y
is not related to any item in the database. System performance
is evaluated by the probability of missing a correct item (Py;)
and probability of falsely accepting an unrelated item y as re-
lated to some item in the database (Pr). The corresponding
average list of items is estimated as E{|L(y)|} = M Pr.

From the complexity perspective, the cardinality of the re-
trieved list should be as small as possible as all items will be
exhaustively matched based on geometry by the data user.

Finally, from the privacy point of view, it is desirable that
the retrieved list size does not reveal information on the en-
tries of interest to the data user. That is why it should be
sufficiently large, resulting in a reasonable amount of ambi-
guity for the server. To prevent a sensitivity analysis based
on the returned list £(yq), the data user should submit a cor-
responding probe consisting of properly randomized descrip-
tors to produce a list L(yg4,) with |L(yar)| > [L(ya)l-

Note that the authorized data users are in a more privi-
leged position than the server in terms of prior information on
the searched item. Therefore, it is expected that the ambiguity
of the server about the item of interest in terms of the returned
list cardinality is larger or equal to those of an authorized data
user who additionally possess information on the positions of
descriptors, i.e., |L(ya,¥g)| < [L(ya)l-

To estimate the actual size of |L£(yq)| and |L(yq,yg)|, we
consider the BoF framework that is used to return a list of the
most likely candidates with (near) identical descriptors. The
core idea behind the BoF systems consists in a local feature
based representation of each image aggregated into a fixed
dimensional vector. Such a representation should ensure fast
search of e-NN or £-NN.

The similarity between the descriptors used for the aggre-
gation is measured by computing the distance between them
as d(y* x(w)). The performance of the descriptor based
identification is measured in terms of their ROCs defined by
the probabilities of miss Pf} = Pr{d(x%, Y%) > eL} and
probability of false acceptance PY = Pr{d(x’, Y¥) < ¢L}
where € is the threshold.

4.2. Statistical model of BoF identification

Encoding of database images: We only consider hard as-
signment to investigate the system performance under mini-
mum memory storage requirements . The encoding matrix

is Cy(w) = (cX(w), -, ¢t (w)) € R7*H®) where
each column c’(w) stands for the code representing the en-
coding of the descriptor x/j(w), 1 < i < Jy(w) with re-
spect to the visual codebook Cx = (x}, - - ,xJ) which con-

sists of J visual words. In the case of hard assignment,

IThe hard/soft assignments represent a trade-off between the memory
storage and decoding complexity.
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Fig. 3: Private image identification architecture for cloud systems.

Ci(w) € {0,1}7*%(®) with the elements ¢, (w) = 1 for
Jxh=x4(w).

To cope with the different number of descriptors in
the probe .J;, and database images Jx(w), we will use
the BoF framework where all descriptors are converted to
a fixed-length vector using max-pooling. The enrolled
fixed-length sparse code for the image w is dy(w) =
(dX(w),--- ,d!(w))T € {0,1}” which is obtained as:

e, (w). (1)

max
1<i< J(w)

Encoding of probe: Given a probe y consisting of J,
descriptors, the encoding matrix for the probe is defined as

Cy = (¢, ,c;,]y) e {0,1}7N, with ¢}; = 1for j €
L(yk) with the list L(y%) = {j € {1,---,J} : d(x],¥%) <
eL}, where € is the threshold.

The fixed-length vector corresponding to the probe im-
age is: dj = max;<p<yj, c’y“j. The statistics of matrix C, are
defined by the probabilities of descriptor miss P]@ and false
acceptance PIQ .

List-based identification based on encoded descrip-
tors: The final decision is based on a list decoder that pro-
duces a list of possible candidates:

L(yq)={we{l,--- ,M}:t(w) >71J.}, 2)

where J, stands for the equivalent length J. = min{Jy, Jy}
and t(w) = d7 (w)dy stands for the similarity score between
two vectors, for example the cosine distance metric, if the
vectors are normalized by their norms ||d«(w)|| and ||dy||.
Note that when the correspondence between the descriptors
from two images is established, in the case of an authorized
data user, one can estimate the upper bound on the system
performance by evaluating the similarity between two matri-
ces as t(w) = Cx(w) ® Cy, where ® denotes the Frobenius

inner product 2.

4.3. Performance analysis

The performance of the content identification system is esti-
mated based on a list decoder, which is characterized by the
probability of miss [14] under the correct hypothesis H.,,:

Py = Pr{T(w) < 7J|Hy,} < 277Plow) (3
where D(7||#(w)) denotes the divergence and the probability
of false acceptance, under the wrong hypothesis #,, is:

Pp = Pr{T(m)> 7Je|Hu} <27 7Pl0@) (4
which results into the average list of candidates E{|L(Y)|} =
M Pp. The threshold should satisfy §(w) = 1—(1—P5)(1—
PR)Y»~land 0 < O(vw') < 7 < O(w) < 1. The pa-
rameters for the search without geometrical information and
f(w') =1 — (1 — PR)?s and for the perfectly synchronized
case: O(w) = PL and O(w') = PF.

In some applications, it is interesting to keep both
probabilities of errors small. In this case, one can fol-
low the strategy to minimize the maximum probability
of error under optimal 7 and e defined as (7,é) =
arg min, . max{ Py (7, €), Pr(7,€)}.

We first fix e and estimate 7. In the case of max pool-
ing and perfect synchronization, the above maximization is
achieved when Pp;(7,€¢) = Pg(7,€). The equality of (3)
and (4) leads to the equality D(7]|6(m)) = D(7||0(m')) that
yields: ,
log 11700((2))

AT &)
0(m)(1—0(m/’
log Gt s}

7A':

2In the synchronized case, the matrices are of the same size.
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Fig. 4: Performance for max-pooling (a) and synchronized
(b) systems with ORB descriptors.

5. EXPERIMENTAL RESULTS

In this section, we will investigate the impact of geometrical
information on the accuracy of identification as well as the
role of ambiguization.

We first demonstrate the accuracy of our statistical model
using ORB descriptors in the scenario shown in Fig. 4 us-
ing the INRIA holidays dataset [15] with parameter e ensur-
ing that P{} = 0.3 and PP = 0.001 and J, = J, = 50
taken as an operational point on the ORB ROC curve [14].
The developed model and experimental results show a very
good match. Finally, as expected, the sufficient statistics for
the synchronized case are better separated leading to superior
performance.

5.1. Impact of geometrical information

We assume that the server does not posses geometrical in-
formation of the descriptors whilst the authorized user does.
The upper performance limits are obtained for the optimized
parameters € and 7. The resulting performance is shown in
Fig. 5a. The gap in performance between the authorized user
and the server is drastic. Practically, it means that if there
are M = 1 Mio entries in the database, the server list size
is |£(yq4)| = 10 while the data user can re-fine this list to
|L(yd,¥q)| = 1 with vanishingly small probability of error.
From a practical point of view, the complexity of refinement
for this example corresponds to 10® geometrical matches on

the side of the data user which is small and acceptable for
portable devices such as smart phones.

Finally, the communication load between the server and
data user can be computed, taking the compression of de-
scriptors and encoding of geometrical coordinates into ac-
count. One can estimate the amount of bytes to be com-
municated for Jy = 500 descriptors per images and with
the retrieved list size |L(yq)| = 10%: (a) ORB de-
scriptor: 1000 candidates x 2KB(geometry)x 12KB (descrip-
tors) = 23 MB, (b) compressed SIFT descriptor: 1000
candidates x 2KB(geometry) x3.9KB (descriptors) = 7.6MB
and (c) CHOG descriptor with the compressed geometrical
information: 1000 candidates x4KB(geometry+descriptor) =
3.9MB. These estimates look promising and reasonably mod-
est in comparison to the homomorphic encryption load.

5.2. Impact of ambiguization

The probe identity can be protected further via ambiguiza-
tion. In our case, contrary to the existing randomization solu-
tions that degrade the probe by adding noise or applying di-
mensionality reduction, the proposed method adds controlled
randomness that can be filtered out by an authorized party.
For demonstration purposes, we assume that J;, = 50 and
the data user sends his probe with Jy = 50 correct and 100,
200, 300, 400 and 500 randomly added descriptors degrading
the performance of the server as shown in Fig. 5b. The list
size E{|L(yra)|} =~ M Pp increases with Pr and J, caus-
ing corresponding growth of the communication rate. At the
same time, the informed data user filters out the indices of
those images obtained from the randomly added descriptors
and achieves the performance identical to that of a informed
synchronized system.

6. CONCLUSION

In this paper, we demonstrate the importance of geometrical
information for privacy preserving identification in a BoF ar-
chitecture. This information can be considered as an attribute
or shared secret. The ability of the server to reliably estimate
and recover the original data without this geometrical data is
very limited. In addition, the proposed ambiguization based
on the addition of random descriptors at user side, does not
impact the search quality.

In future research, we plan to extend our method to more
advanced encoding methods that handle feature aggregation.
This work was partially supported by the SNF project No.
200020-146379.
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