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Abstract—In this paper, we address the problem of modeling a
printing-imaging channel built on a machine learning approach
a.k.a. digital twin for anti-counterfeiting applications based on
copy detection patterns (CDP). The digital twin is formulated
on an information-theoretic framework called Turbo that uses
variational approximations of mutual information developed for
both encoder and decoder in a two-directional information
passage. The proposed model generalizes several state-of-the-
art architectures such as adversarial autoencoder (AAE) [1],
CycleGAN [2] and adversarial latent space auto-encoder (ALAE)
[3]. This model can be applied to any type of printing and imaging
and it only requires training data consisting of digital templates
or artworks that are sent to a printing device and data acquired
by an imaging device. Moreover, these data can be paired,
unpaired or hybrid paired-unpaired which makes the proposed
architecture very flexible and scalable to many practical setups.
We demonstrate the impact of various architectural factors, met-
rics and discriminators on the overall system performance in the
task of generation/prediction of printed CDP from their digital
counterparts and vice versa. We also compare the proposed
system with several state-of-the-art methods used for image-to-
image translation applications. The code and extended results of
the simulation are publicly available1.

Index Terms—Copy detection patterns, machine learning, dig-
ital twin, information theory, variational approximation.

I. INTRODUCTION

In recent years copy detection patterns (CDP) [4], [5]
attracted a lot of attention as an anti-counterfeiting technology.
At the same time, a lot of research was done to investigate the
different factors impacting the authentication accuracy of CDP.
However, the production of datasets of real CDP is a costly
and timely process. It requires the printing and acquisition
of original CDP and the production and acquisition of fakes,
preferably on equipment close to the industrial one. The factors
of cost, time and needed domain knowledge considerably
constrain the study of the anti-counterfeiting aspects of CDP.

The lack of accurate mathematical models of complex
production and acquisition systems leads to a need to collect a
huge amount of data for each particular case, reduces the sys-
tem scalability to new products, production technologies and
imaging devices, and makes the optimization process difficult,
time-consuming and expensive. Moreover, the optimization of
this system is complicated by a non-differentiable nature of
existing models and their non-stochastic nature that does not
reflect real practical situations.
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The knowledge of the physical printing-imaging channel
plays a very important role in anti-counterfeiting systems
and is crucial for both the defender and the attacker. On
the side of the defender, the knowledge of a model for this
channel can (a) enable the overall optimisation of the whole
authentication system by end-to-end training of encoders,
decoders and decision modules, (b) simulate and predict the
intra-class variabilities and (c) help generate synthetic samples
of both originals and fakes that can be used to efficiently train
decision module’s classifiers.

The attacker can also benefit from such a model by (a)
optimising the estimation of digital templates from the phys-
ical samples in the scope of copy attacks and (b) developing
adversarial samples for the physical domain.

At the same time, the design of digital twins of printing-
imaging channels is not a trivial task. To simplify it somehow,
one can consider printing and imaging systems separately.

Besides some works [6], [7] addressing the physics of
specific production systems, there is no generalized theory on
how to model even straightforward printing systems charac-
terized by a high level of stochasticity and nonlinearity. The
printing process model of each printing technology, such as
off-set, digital off-set, inkjet or flexo, representing the most
significant interest for practical applications, is very complex
and domain-specific. Moreover, such a model should consider
not only hardware but also software particularities of drivers
that significantly impact the printed outcome. Altogether,
it requires a lot of domain-specific know-how and makes
the model development for each printing system very time-
consuming. Furthermore, the validation of the model is also
expensive and might require tuning many parameters.

Not less important is the modelling of the acquisi-
tion/imaging process. Besides some remarkable exceptions [8],
[9] that present the models of noise in the CCD and CMOS
imaging devices and practical methodologies of their valida-
tion, the simulation of the interaction between the incident
light and reflecting object surface is not a trivial task [10].
The imaging device hardware components and drivers’ settings
such as type of sensor, resolution of sensors, optics, ISO, shut-
ter time, denoising, white color balancing, compression, etc.,
greatly impact the output image features. Finally, similarly to
the models of production systems, there is no guarantee that
the imaging model will be interpretable and differentiable and
thus suitable for the envisioned ML tasks.

In this paper, we aim at addressing these challenges and
shortcomings by following machine-learning framework and
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<latexit sha1_base64="vtvJZKXwbJt5sXE3fULrBRjKWeQ=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8cK9gPaUDbbSbt0swm7G6GE/ggvHhTx6u/x5r9x0+agrQ8GHu/NMDMvSATXxnW/ndLa+sbmVnm7srO7t39QPTxq6zhVDFssFrHqBlSj4BJbhhuB3UQhjQKBnWByl/udJ1Sax/LRTBP0IzqSPOSMGit1+kGYTWeVQbXm1t05yCrxClKDAs1B9as/jFkaoTRMUK17npsYP6PKcCZwVumnGhPKJnSEPUsljVD72fzcGTmzypCEsbIlDZmrvycyGmk9jQLbGVEz1steLv7n9VIT3vgZl0lqULLFojAVxMQk/50MuUJmxNQSyhS3txI2pooyYxPKQ/CWX14l7Yu6d1W/fLisNW6LOMpwAqdwDh5cQwPuoQktYDCBZ3iFNydxXpx352PRWnKKmWP4A+fzBxKOj2g=</latexit>y

<latexit sha1_base64="pfjCfwqc+4V19t17C4UfsZs1xOc=">AAACHHicbZDLSsNAFIYnXmu9RV26GSxCBSmJFnVZdOOygr1AG8pkOmmHTi7MnAgl5EHc+CpuXCjixoXg2zhJK2rrDwMf/zmHOed3I8EVWNansbC4tLyyWlgrrm9sbm2bO7tNFcaSsgYNRSjbLlFM8IA1gINg7Ugy4ruCtdzRVVZv3TGpeBjcwjhijk8GAfc4JaCtnnka9ZKuT2Ao/WScHuNvhjQt5+x6P75mSI+KPbNkVaxceB7sKZTQVPWe+d7thzT2WQBUEKU6thWBkxAJnAqWFruxYhGhIzJgHY0B8Zlykvy4FB9qp4+9UOoXAM7d3xMJ8ZUa+67uzHZUs7XM/K/WicG7cBIeRDGwgE4+8mKBIcRZUrjPJaMgxhoIlVzviumQSEJB55mFYM+ePA/Nk4p9VqneVEu1y2kcBbSPDlAZ2egc1dA1qqMGougePaJn9GI8GE/Gq/E2aV0wpjN76I+Mjy8GW6KM</latexit>

p
y
,t
(y

,t
)

<latexit sha1_base64="WVAiGq0mo7LBNOY9recizShEq8E=">AAACA3icbZDLSsNAFIYn9VbrLepON4NFqJuSSFGXRTcuK9gLtCFMppN26GQSZiZCCAE3voobF4q49SXc+TZO0iy09YeBj/+cw5zzexGjUlnWt1FZWV1b36hu1ra2d3b3zP2DngxjgUkXhywUAw9JwignXUUVI4NIEBR4jPS92U1e7z8QIWnI71USESdAE059ipHSlmseRW46CpCaiiBNsqxRsOdrPnPNutW0CsFlsEuog1Id1/wajUMcB4QrzJCUQ9uKlJMioShmJKuNYkkihGdoQoYaOQqIdNLihgyeamcM/VDoxxUs3N8TKQqkTAJPd+YrysVabv5XG8bKv3JSyqNYEY7nH/kxgyqEeSBwTAXBiiUaEBZU7wrxFAmElY6tpkOwF09eht55075otu5a9fZ1GUcVHIMT0AA2uARtcAs6oAsweATP4BW8GU/Gi/FufMxbK0Y5cwj+yPj8AQAvmGU=</latexit>

p
y
(y

) <latexit sha1_base64="vtvJZKXwbJt5sXE3fULrBRjKWeQ=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8cK9gPaUDbbSbt0swm7G6GE/ggvHhTx6u/x5r9x0+agrQ8GHu/NMDMvSATXxnW/ndLa+sbmVnm7srO7t39QPTxq6zhVDFssFrHqBlSj4BJbhhuB3UQhjQKBnWByl/udJ1Sax/LRTBP0IzqSPOSMGit1+kGYTWeVQbXm1t05yCrxClKDAs1B9as/jFkaoTRMUK17npsYP6PKcCZwVumnGhPKJnSEPUsljVD72fzcGTmzypCEsbIlDZmrvycyGmk9jQLbGVEz1steLv7n9VIT3vgZl0lqULLFojAVxMQk/50MuUJmxNQSyhS3txI2pooyYxPKQ/CWX14l7Yu6d1W/fLisNW6LOMpwAqdwDh5cQwPuoQktYDCBZ3iFNydxXpx352PRWnKKmWP4A+fzBxKOj2g=</latexit>y

<latexit sha1_base64="hQ9yCT80ccDCZCYbjCOZbXsAmyk=">AAACGHicbVDLSgMxFM3UV62vqks3wSLUTZ2Roi6LblxWsA9oh5JJM21o5kFyRxjG+Qw3/oobF4q47c6/MdOOoK0HQk7OuZfce5xQcAWm+WUUVlbX1jeKm6Wt7Z3dvfL+QVsFkaSsRQMRyK5DFBPcZy3gIFg3lIx4jmAdZ3KT+Z0HJhUP/HuIQ2Z7ZORzl1MCWhqUz8JB0ocxA6Jvj8BYejhO0+qMO24Sp/gR/zwgPR2UK2bNnAEvEysnFZSjOShP+8OARh7zgQqiVM8yQ7ATIoFTwdJSP1IsJHRCRqynqU88puxktliKT7QyxG4g9fEBz9TfHQnxlIo9R1dmI6pFLxP/83oRuFd2wv0wAubT+UduJDAEOEsJD7lkFESsCaGS61kxHRNJKOgsSzoEa3HlZdI+r1kXtfpdvdK4zuMooiN0jKrIQpeogW5RE7UQRU/oBb2hd+PZeDU+jM95acHIew7RHxjTbzSGoR4=</latexit>

p✓y(y|t)
<latexit sha1_base64="zV7bicEwN/CQkuBAmz3E6B+Cr18=">AAACFnicbVDLSgMxFM34rPU16tJNsAh1YZmRoi6LblxWsA9oS8mkmTY0mRmTO0IZ5yvc+CtuXCjiVtz5N6bTCtp6IOHknHvJvceLBNfgOF/WwuLS8spqbi2/vrG5tW3v7NZ1GCvKajQUoWp6RDPBA1YDDoI1I8WI9ARreMPLsd+4Y0rzMLiBUcQ6kvQD7nNKwEhd+/i2m7SjATe3JDBQEkOaFjPu+Qmk+B7/PEbpUdcuOCUnA54n7pQU0BTVrv3Z7oU0liwAKojWLdeJoJMQBZwKlubbsWYRoUPSZy1DAyKZ7iTZWik+NEoP+6EyJwCcqb87EiK1HknPVI5H1LPeWPzPa8Xgn3cSHkQxsIBOPvJjgSHE44xwjytGQYwMIVRxMyumA6IIBZNk3oTgzq48T+onJfe0VL4uFyoX0zhyaB8doCJy0RmqoCtURTVE0QN6Qi/o1Xq0nq03631SumBNe/bQH1gf33pIoDE=</latexit>

q�t
(t|y)

<latexit sha1_base64="E88fvNAeJysiJS5UDCsqk+1QB8Y=">AAAB+3icbVDLSsNAFL2pr1pfsS7dBIvgqiQi6rLoxmUF+4AmlMlk0g6dTMLMRAwhv+LGhSJu/RF3/o2TNgttPTBwOOde7pnjJ4xKZdvfRm1tfWNzq77d2Nnd2z8wD5t9GacCkx6OWSyGPpKEUU56iipGhokgKPIZGfiz29IfPBIhacwfVJYQL0ITTkOKkdLS2Gy6irKA5G6E1NQP86woxmbLbttzWKvEqUgLKnTH5pcbxDiNCFeYISlHjp0oL0dCUcxI0XBTSRKEZ2hCRppyFBHp5fPshXWqlcAKY6EfV9Zc/b2Ro0jKLPL1ZBlRLnul+J83SlV47eWUJ6kiHC8OhSmzVGyVRVgBFQQrlmmCsKA6q4WnSCCsdF0NXYKz/OVV0j9vO5fti/uLVuemqqMOx3ACZ+DAFXTgDrrQAwxP8Ayv8GYUxovxbnwsRmtGtXMEf2B8/gD1apUN</latexit>

ỹ

<latexit sha1_base64="S2L1wBgETsDOOdkPs1ZHViNeneE=">AAACFHicbVBLS8NAEN7UV62vqkcvwSJUhJJIUY9FLx4r2Ae0pWy2k3bp5sHuRAghP8KLf8WLB0W8evDmv3HT5qCtHyz7zTczzMznhIIrtKxvo7Cyura+UdwsbW3v7O6V9w/aKogkgxYLRCC7DlUguA8t5CigG0qgniOg40xvsnznAaTigX+PcQgDj4597nJGUUvD8lkfuRhBEqbDpI8TQKp/j+JEekmcpml1FjiuDk6H5YpVs2Ywl4mdkwrJ0RyWv/qjgEUe+MgEVapnWyEOEiqRMwFpqR8pCCmb0jH0NPWpB2qQzI5KzROtjEw3kPr5aM7U3x0J9ZSKPUdXZiuqxVwm/pfrReheDRLuhxGCz+aD3EiYGJiZQ+aIS2AoYk0ok1zvarIJlZSh9rGkTbAXT14m7fOafVGr39UrjevcjiI5IsekSmxySRrkljRJizDySJ7JK3kznowX4934mJcWjLznkPyB8fkDUN+gPg==</latexit>

p̃✓y(y)
<latexit sha1_base64="V+ePkqN0uiq6zsLpkOmH2oqS4Dw=">AAAB+XicbVDLSsNAFJ3UV62vqEs3g0VwVRIp6rLoxmUF+4AmlMl00g6dTMLMTaGE/IkbF4q49U/c+TdO2iy09cDA4Zx7uWdOkAiuwXG+rcrG5tb2TnW3trd/cHhkH590dZwqyjo0FrHqB0QzwSXrAAfB+oliJAoE6wXT+8LvzZjSPJZPME+YH5Gx5CGnBIw0tG1vQiDzIgKTIMwgz4d23Wk4C+B14pakjkq0h/aXN4ppGjEJVBCtB66TgJ8RBZwKlte8VLOE0CkZs4GhkkRM+9kieY4vjDLCYazMk4AX6u+NjERaz6PATBYR9apXiP95gxTCWz/jMkmBSbo8FKYCQ4yLGvCIK0ZBzA0hVHGTFdMJUYSCKatmSnBXv7xOulcN97rRfGzWW3dlHVV0hs7RJXLRDWqhB9RGHUTRDD2jV/RmZdaL9W59LEcrVrlziv7A+vwBUtuUHw==</latexit>

t̂

<latexit sha1_base64="qjjbCjKBKWZuIbAqy+miT/FPVGE=">AAACEHicbVC5TsNAEF1zhnAZKGksIkRoIhtFQBlBQxkkckixZa0362SV9cHuGCmy/Ak0/AoNBQjRUtLxN6wdF5DwpF29eTOjmXlezJkE0/zWlpZXVtfWKxvVza3tnV19b78ro0QQ2iERj0Tfw5JyFtIOMOC0HwuKA4/Tnje5zvO9Byoki8I7mMbUCfAoZD4jGJTk6if2GEN6n7mpHY+Z+gMMYxGkkGVZvQg8XwWnrl4zG2YBY5FYJamhEm1X/7KHEUkCGgLhWMqBZcbgpFgAI5xmVTuRNMZkgkd0oGiIAyqdtDgoM46VMjT8SKgXglGovztSHEg5DTxVma8o53O5+F9ukIB/6aQsjBOgIZkN8hNuQGTk7hhDJigBPlUEE8HUrgYZY4EJKA+rygRr/uRF0j1rWOeN5m2z1roq7aigQ3SE6shCF6iFblAbdRBBj+gZvaI37Ul70d61j1npklb2HKA/0D5/AOQ2nmM=</latexit>

q̂�t
(t)

<latexit sha1_base64="8PUOp1mPFQHldrrRvPlFJo4C4VU=">AAACMXicbVBLSwMxEM76rPW16tFLsAj1UnalqOCl6KXeKvQlbS3ZNNuGZh8ks0JZ9i958Z+Ilx4U8eqfMNtWqK0fhHzzzQwz8zmh4Aosa2ysrK6tb2xmtrLbO7t7++bBYV0FkaSsRgMRyKZDFBPcZzXgIFgzlIx4jmANZ3ib5htPTCoe+FUYhazjkb7PXU4JaKlrltsegQElIr5LunEbBgyI/lNRevEoSZLH+Sg/4Y4bVxN8jX+Dh+Qs2zVzVsGaAC8Te0ZyaIZK13xt9wIaecwHKohSLdsKoRMTCZwKlmTbkWIhoUPSZy1NfeIx1YknFyf4VCs97AZSPx/wRJ3viImn1MhzdGW6o1rMpeJ/uVYE7lUn5n4YAfPpdJAbCQwBTu3DPS4ZBTHShFDJ9a6YDogkFLTJqQn24snLpH5esC8KxftirnQzsyODjtEJyiMbXaISKqMKqiGKntEbekcfxosxNj6Nr2npijHrOUJ/YHz/AJIorCw=</latexit>

Iy
✓y

(T;Y)

<latexit sha1_base64="eMNIcSfjcCSeilUF+vgcd12dyFQ="></latexit>

Iy
�t,✓y

(T;Y)
<latexit sha1_base64="fFWCiV0a25RexZTZW4ygx+xhFu8="></latexit>

It
�t,✓y(Y;T)

<latexit sha1_base64="PP3sQNpLGzPLpafQmStztMVDOWA=">AAACJXicbVDLSgMxFM34rPVVdekmWIQKUmakqAsXRTcuXFSwD+gMJZNm2tBMZkjuCGWYn3Hjr7hxYRHBlb9i+gC19UDg5Jx7ufcePxZcg21/WkvLK6tr67mN/ObW9s5uYW+/oaNEUVankYhUyyeaCS5ZHTgI1ooVI6EvWNMf3Iz95iNTmkfyAYYx80LSkzzglICROoUrNyTQp0Skd1kndfsE0oniBylkWVb6+ZziefekUyjaZXsCvEicGSmiGWqdwsjtRjQJmQQqiNZtx47BS4kCTgXL8m6iWUzogPRY21BJQqa9dHJlho+N0sVBpMyTgCfq746UhFoPQ99UjnfU895Y/M9rJxBceimXcQJM0umgIBEYIjyODHe5YhTE0BBCFTe7YtonilAwweZNCM78yYukcVZ2zsuV+0qxej2LI4cO0REqIQddoCq6RTVURxQ9oRf0hkbWs/VqvVsf09Ila9ZzgP7A+voGz3OnSg==</latexit>

Lt̂(t, t̂)

<latexit sha1_base64="xhyEGkTleiay654LYmWzmnJpCM4=">AAACKXicbVDLSsNAFJ3UV62vqEs3g0WoICWRoi6Lbly4qGAf0IQymU7aoZMHMzdCCfkdN/6KGwVF3fojTtOC2npg4Mw593LvPV4suALL+jAKS8srq2vF9dLG5tb2jrm711JRIilr0khEsuMRxQQPWRM4CNaJJSOBJ1jbG11N/PY9k4pH4R2MY+YGZBByn1MCWuqZdScgMKREpDdZL3WAiz5Lc83zU8iyrPLzOcGL/nHPLFtVKwdeJPaMlNEMjZ754vQjmgQsBCqIUl3bisFNiQROBctKTqJYTOiIDFhX05AETLlpfmmGj7TSx34k9QsB5+rvjpQESo0DT1dOdlTz3kT8z+sm4F+4KQ/jBFhIp4P8RGCI8CQ23OeSURBjTQiVXO+K6ZBIQkGHW9Ih2PMnL5LWadU+q9Zua+X65SyOIjpAh6iCbHSO6ugaNVATUfSAntArejMejWfj3ficlhaMWc8++gPj6xtQYakc</latexit>

Lt̃(t, t̃)

<latexit sha1_base64="A+m3jeSjqhL3r9n5vOm5Z+mRg38=">AAACKHicbVDLSsNAFJ3UV62vqks3g0Wom5JIUXcWdeGygn1AE8pkOmmHTh7M3Agl5HPc+CtuRBTp1i9xmmZRWw8MnDnnXu69x40EV2CaU6Owtr6xuVXcLu3s7u0flA+P2iqMJWUtGopQdl2imOABawEHwbqRZMR3Beu447uZ33lmUvEweIJJxByfDAPucUpAS/3yje0TGFEikvu0n2Qf10sgxTZwMWALSppWV7Xzfrli1swMeJVYOamgHM1++cMehDT2WQBUEKV6lhmBkxAJnAqWluxYsYjQMRmynqYB8ZlykuzQFJ9pZYC9UOoXAM7UxY6E+EpNfFdXznZUy95M/M/rxeBdOwkPohhYQOeDvFhgCPEsNTzgklEQE00IlVzviumISEJBZ1vSIVjLJ6+S9kXNuqzVH+uVxm0eRxGdoFNURRa6Qg30gJqohSh6QW/oE30Zr8a78W1M56UFI+85Rn9g/PwCwSmo3g==</latexit>

Dtt̃(t̃)

<latexit sha1_base64="EX4D5pz7P87jBCKaAU0MlW0kBEQ=">AAACJXicbVDLSsNAFJ34rPUVdelmsAgVpCRS1IWLohsXLirYBzQhTKaTdujkwcxECCE/48ZfcePCIoIrf8VJGlBbDwycOede7r3HjRgV0jA+taXlldW19cpGdXNre2dX39vvijDmmHRwyELed5EgjAakI6lkpB9xgnyXkZ47ucn93iPhgobBg0wiYvtoFFCPYiSV5OhXlo/kGCOW3mVOao2RTAvF9dIky7L6z+cUzrsnjl4zGkYBuEjMktRAibajT61hiGOfBBIzJMTANCJpp4hLihnJqlYsSITwBI3IQNEA+UTYaXFlBo+VMoReyNULJCzU3x0p8oVIfFdV5juKeS8X//MGsfQu7ZQGUSxJgGeDvJhBGcI8MjiknGDJEkUQ5lTtCvEYcYSlCraqQjDnT14k3bOGed5o3jdrresyjgo4BEegDkxwAVrgFrRBB2DwBF7AG5hqz9qr9q59zEqXtLLnAPyB9vUN50enWQ==</latexit>Lŷ(y, ŷ)

<latexit sha1_base64="lu4wX3h7A4HEbHKaWQ0N39shazc=">AAACKXicbVDLSsNAFJ3UV62vqEs3g0WoICWRoi6Lbly4qGAf0IQwmU7aoZMHMxMhhPyOG3/FjYKibv0RJ2lAbT0wcOace7n3HjdiVEjD+NAqS8srq2vV9drG5tb2jr671xNhzDHp4pCFfOAiQRgNSFdSycgg4gT5LiN9d3qV+/17wgUNgzuZRMT20TigHsVIKsnR25aP5AQjlt5kTmpJykYkLTTXS5Msyxo/nxO46B87et1oGgXgIjFLUgclOo7+Yo1CHPskkJghIYamEUk7RVxSzEhWs2JBIoSnaEyGigbIJ8JOi0szeKSUEfRCrl4gYaH+7kiRL0Tiu6oy31HMe7n4nzeMpXdhpzSIYkkCPBvkxQzKEOaxwRHlBEuWKIIwp2pXiCeIIyxVuDUVgjl/8iLpnTbNs2brtlVvX5ZxVMEBOAQNYIJz0AbXoAO6AIMH8ARewZv2qD1r79rnrLSilT374A+0r29oSakr</latexit>Lỹ(y, ỹ)

Direct path                                                                                          Reverse path            

<latexit sha1_base64="6VFOrTjgpNsE3m78v61jmayy9uA=">AAACHHicbVDLSsNAFJ34rPVVdelmsAh1UxIt6rKoC5cV7AOaECbTSTt08mDmRighH+LGX3HjQhE3LgT/xkmbhbYeGDhzzr3ce48XC67ANL+NpeWV1bX10kZ5c2t7Z7eyt99RUSIpa9NIRLLnEcUED1kbOAjWiyUjgSdY1xtf5373gUnFo/AeJjFzAjIMuc8pAS25lTM7IDCiRKQ3mZvanp9Chu0RgYJnWW32y8tmyolbqZp1cwq8SKyCVFGBllv5tAcRTQIWAhVEqb5lxuCkRAKngmVlO1EsJnRMhqyvaUgCppx0elyGj7UywH4k9QsBT9XfHSkJlJoEnq7Md1TzXi7+5/UT8C+dlIdxAiyks0F+IjBEOE8KD7hkFMREE0Il17tiOiKSUNB5lnUI1vzJi6RzWrfO6427RrV5VcRRQofoCNWQhS5QE92iFmojih7RM3pFb8aT8WK8Gx+z0iWj6DlAf2B8/QBXy6No</latexit>

Dtt̂(t̂)
<latexit sha1_base64="KiBJxLedcMtXcuxJsqkZjcsZsnw=">AAACHHicbVDLSsNAFJ34rPUVdelmsAh1UxIt6rKoC5cV7AOaUCbTSTt0MgkzEyGEfIgbf8WNC0XcuBD8GydNFtp6YODMOfdy7z1exKhUlvVtLC2vrK6tVzaqm1vbO7vm3n5XhrHApINDFoq+hyRhlJOOooqRfiQICjxGet70Ovd7D0RIGvJ7lUTEDdCYU59ipLQ0NM+cAKkJRiy9yYap4/lpkkFnglTJs6xe/PKyQjkZmjWrYc0AF4ldkhoo0R6an84oxHFAuMIMSTmwrUi5KRKKYkayqhNLEiE8RWMy0JSjgEg3nR2XwWOtjKAfCv24gjP1d0eKAimTwNOV+Y5y3svF/7xBrPxLN6U8ihXhuBjkxwyqEOZJwREVBCuWaIKwoHpXiCdIIKx0nlUdgj1/8iLpnjbs80bzrllrXZVxVMAhOAJ1YIML0AK3oA06AINH8AxewZvxZLwY78ZHUbpklD0H4A+Mrx9vpKN3</latexit>Dyŷ(ŷ)

<latexit sha1_base64="E7QooAnkWfkjlS4WBxVXCW/K4L0=">AAACIHicbVDLSsNAFJ3UV62vqEs3g0Wom5JIsS6LunBZwT6gCWEymbRDJw9mJkII+RQ3/oobF4roTr/GSRtBWw8MnHvOvcy9x40ZFdIwPrXKyura+kZ1s7a1vbO7p+8f9EWUcEx6OGIRH7pIEEZD0pNUMjKMOUGBy8jAnV4V/uCecEGj8E6mMbEDNA6pTzGSSnL0thUgOcGIZde5k1mun6U5tCRlHimrPG/81EXrXDt19LrRNGaAy8QsSR2U6Dr6h+VFOAlIKDFDQoxMI5Z2hrikmJG8ZiWCxAhP0ZiMFA1RQISdzQ7M4YlSPOhHXL1Qwpn6eyJDgRBp4KrOYkex6BXif94okf6FndEwTiQJ8fwjP2FQRrBIC3qUEyxZqgjCnKpdIZ4gjrBUmdZUCObiycukf9Y0z5ut21a9c1nGUQVH4Bg0gAnaoANuQBf0AAYP4Am8gFftUXvW3rT3eWtFK2cOwR9oX9/hSaVJ</latexit>Dyỹ(ỹ)

Fig. 1. Turbo digital twin system: direct and reverse paths.

introducing a concept of digital twins of complex and unknown
physical systems. More specifically, we propose a digital twin
system that simulates the entire chain from the digital template
t to the acquired image y that might represent both the original
data x and fakes f . The proposed system is based on an auto-
encoder (AE) structure. To our best knowledge, there is no
such framework for the addressed printing-imaging problem.

The framework of digital twins might be used as a simulator
of complex physical printing-imaging systems for:

• creation of differentiable models leading to the investi-
gation of unexplored adversarial attacks in the physical
world;

• generation of synthetic samples in order to train a su-
pervised classifier for originals and fakes even when no
fakes are known in advance by using synthetic samples
as fakes;

• creation of augmentations for self-supervised learning
(SSL) methods;

• investigation of variability in printing-imaging systems.

Notations We use the following notations: t ∈ {0,1}m×m

denotes an original digital template; x ∈ [0,1]m×m corre-
sponds to an original printed code, while f ∈ [0, 1]m×m is
used to denote a printed fake code; y ∈ [0,1]m×m stands
for a probe that might be either original or fake. We use
Ep(x)[.] to denote mathematical expectation with respect to
a distribution p(x), DKL(.||.) denotes Kullback-Leibler diver-
gence and I(.; .) stands for mutual information. We assume
that a pair of digital template t and CDP y are distributed as
(y, t) ∼ py,t(y, t).

II. PROPOSED TURBO DIGITAL TWIN SYSTEM

The proposed digital twin system is based on an auto-
encoder structure and is represented by general stochastic
encoder qϕt

(t|y) and decoder pθy(y|t) that are deep networks
parametrized by the parameters ϕt and θy, respectively. The
block diagram of Turbo digital twin system is shown in Fig.1.

According to the proposed framework, given a pair of
observable vectors (y, t) ∼ py,t(y, t), where t is a digital
template and y is a printed code, i.e. either original x or fake

f , the system maximizes the mutual information between y
and t for both encoder and decoder in direct and reverse paths.

We are considering a variational approximation for the
direct path of the proposed system based on the maximization
of two bounds on mutual information for the latent space and
the reconstruction space:

It
ϕt
(Y;T) = Epy,t(y,t)

[
log

qϕt
(t|y)

pt(t)

q̃ϕt(t)

q̃ϕt
(t)

]
≥ Epy(y)Eqϕt (t|y) [log qϕt

(t|y)]︸ ︷︷ ︸
−Lt̃(t,t̃)

−DKL (pt(t)∥q̃ϕt
(t))︸ ︷︷ ︸

Dtt̃(t̃)

,

(1)

Iy
ϕt,θy

(T;Y) = Epy,t(y,t)

[
log

pθy(y|t)
py(y)

p̂θy(y)

p̂θ(y)

]
≥ Epy(y)Eqϕt (t|y)

[
log pθy(y|t)

]︸ ︷︷ ︸
−Lŷ(y,ŷ)

−DKL

(
py(y)∥t̂θ(y)

)︸ ︷︷ ︸
Dyŷ(ŷ)

.

(2)

Thus, the network is trained in such a way to maximise a
weighted sum of (1) and (2) in order to find the best parameters
ϕt and θy of the encoder and the decoder, respectively. This
is achieved in the direct path by minimising the LDirect

loss,
representing the left network shown in Fig. 1:

LDirect
(ϕt, θy) = Lt̃(t, t̃) +Dtt̃(t̃)

+ αLŷ(y, ŷ) + αDyŷ(ŷ),
(3)

where α is a parameter controlling the trade-off between the
terms (1) and (2).

The variational approximation for the reverse path is:

Iy
θy
(T;Y) ≥ Ept(t)Epθy (y|t)

[
log pθy(y|t)

]︸ ︷︷ ︸
−Lỹ(y,ỹ)

−DKL

(
py(y)∥p̃θy(y)

)︸ ︷︷ ︸
Dyỹ(ỹ)

,
(4)



It
ϕt,θy(Y;T) ≥ Ept(t)Epθy (y|t) [log qϕt(t|y)]︸ ︷︷ ︸

−Lt̂(t,t̂)

−DKL (pt(t)∥q̂ϕt
(t))︸ ︷︷ ︸

Dtt̂(t̂)

.
(5)

The reverse path loss LReverse
, weighted by β, is represented

by the right network shown in Fig. 1:

LReverse
(ϕt, θy) = Lỹ(y, ỹ) +Dyỹ(ỹ)

+ βLt̂(t, t̂) + βDtt̂(t̂).
(6)

III. ARCHITECTURAL DETAILS

The Turbo system is flexible and allows different config-
urations. It can be used for paired data when all losses are
preserved and we possess pairs of digital template t and CDP
y. In contrast, if such pairs are not available at the training
that corresponds to the unpaired setup, the terms Lt̃(t, t̃) and
Lỹ(y, ỹ) disappear and one gets a Turbo unpaired setup.

In addition, many existing models can be expressed as
part of the Turbo framework. For example, the CycleGAN
[2] model can be obtained by removing the discriminators
on reconstruction Dtt̂(t̂) and Dyŷ(ŷ) from Turbo unpaired.
The pix2pix model [11] is also a part of the complete
Turbo framework with the removed cycle losses while keep-
ing Lt̃(t, t̃),Dtt̃(t̃) or Lỹ(y, ỹ),Dyỹ(ỹ) depending on the
direction of training. The adversarial autoencoder (AAE) [1]
corresponds to the direct path with the adversarial and recon-
struction losses. The CUT [12] and ALAE [3] models can also
be expressed through the Turbo framework.

A. Structure of encoder and decoder

The proposed approach does not impose any restrictions on
the encoder and decoder architecture, which allows a wide
variety of options. In our work, we have considered several
most widely used architectures for the encoders and decoders,
namely:

• CNN-RESNET-CNN adapted from CycleGAN [2] and
StarGAN [13] models, consisting of two convolutional
layers for downsampling, nine residual blocks [14], and
two transposed convolutional layers for upsampling.

• UNET [15] with skip-connections layers.
In both cases, instance normalization [16] was used to stabilize
training together with Adam optimizer [17].

B. Adversarial loss and structure of discriminator

Selection of the adversarial loss, which implements
DKL(.||.) terms, for the considered models could be crucial
for the success of the training [18]. In our work, we examine
three of the most popular losses: LSGAN [19], HINGE [20]
and WGAN [21] with gradient penalty [22].

We started with the standard PatchGAN [11] discriminator.
However, we quickly discovered that in combination with a
WGAN-GP loss, the results were extremely bad. We believe

this follows from the fact that PatchGAN generates overlap-
ping patches, which interfere when calculating the earth’s
moving distance. Therefore, we added another discrimina-
tor “ImageGAN”, based on residual networks [14], for the
comparison, which takes the whole picture as the input and
produces a single scalar output.

IV. TRAINING DETAILS

We used PyTorch for all experiments. One training cycle per
model varies from one to four days using four RTX 2080 Ti
or a single A100 80 GB card depending on the configuration.

A. Dataset

For the empirical evaluation of the proposed Turbo frame-
work, we use the Indigo 1x1 base dataset [23] that consists
of CDP with 1 × 1 pixel symbol size. This dataset contains
720 samples that we divide at 80% and 20% for the training
and test sets, respectively. For the sake of experimental purity,
the same non-intersecting split is used in all trials. To speed
up the study, each original image of size 684 × 684 pixels
is divided into four non-overlapping crops of size 256 × 256
each. Due to the paper length limit, all of the results below
are obtained for the HP Indigo 7600 printer (HPI 76), but we
do not observe significant differences when codes printed on
another printer are used as input.

B. Setups under consideration

To our best knowledge, all previous works in CDP field use
only paired data for the estimation. However, we believe that
this condition might not always hold. One of the key novelties
of our work is that we consider the case where an attacker has
an unpaired dataset, where there is no exact match between
the digital template and the respective printed code, and all
data are represented as an unordered set.

However, the flexibility of the Turbo framework allows the
use of paired losses Lt̃(t, t̃) and Lỹ(y, ỹ) if paired data is
available. It is also possible to train only one path estimation
for example from the template to the printed code or vice
versa.

C. Stability of training

Adversarial training with discriminators is known to be quite
unstable due to the mode collapse and vanishing gradients.
Therefore, the following refinements were investigated to
improve the quality of results:

• Balancing discriminator and generator iterations via the
number of discriminator iterations per generator iteration
nD [22].

• However, selecting the appropriate number of iterations is
not an obvious task. Therefore, in the case of constraints
on the possible values of loss function, i.e., in the case
of LSGAN — values are non-negative, instead of one
parameter, a principled approach is preferable, where the
discriminator is updated if its loss is greater than Dthreshold
(discriminator poorly separates the generated samples) or
the generator’s loss is less than Gthreshold (the generated
samples easily fools the discriminator) [24].



• Updating the discriminator using the history of generated
images, rather than only those generated at the last
iteration [25].

• Flipping labels from time to time when training the
discriminator with probability pflip [24] and adding some
artificial noise to the discriminator’s inputs [26] with
probability pnoise and weight wnoise. We have experi-
mented with ways of combining these two heuristics and
noticed that together they give better results compared to
using only one or none of them.

V. COMPUTER SIMULATION

The reported results are obtained without any post-
processing and represent a direct output of deep networks.
Additional post-processing might increase the accuracy of dig-
ital template estimation and generation. However, to preserve
the scalability to any artwork and fair comparison, we report
all results without any refinements. The UNET paired model
from [23] is used as a baseline.

A. Metrics

The following metrics were used to evaluate the quality of
the predictions:

• Hamming distance dH(t,binary(̃t)), where binary(.) is
a binarization function.

• Mean square error (MSE) distance d2(y, ỹ).
• Structural similarity index (SSIM) dSSIM (y, ỹ) intro-

duced in [27] to address an issue that the mean squared
error is not highly indicative of perceived similarity of
images.

• Fréchet Inception Distance (FID): FID t → ỹ and FID y → t̃
proposed in [28]. Instead of a simple pixel-by-pixel com-
parison of images, FID estimates the mean and standard
deviation of one of the deep layers in the pretrained
convolutional neural network. We suppose that the usage
of deep network statistics can be helpful not only as a
measure of human perception of image similarity but also
to assess the difficulty of distinguishing the generated
images from the real ones since the network activations
are similar at a metric close to zero.

B. Evaluation

First of all, we investigated the impact of the encoder-
decoder architecture. The obtained results are shown in Table I.
In all scenarios, the configuration with CNN-RESNET-CNN
performs better than with UNET. However, in the case of
paired data, the difference is less significant. The Turbo paired
also outperforms CycleGAN with respect to most metrics and
is also less sensitive to the choice of architecture.

Table II illustrates the impact of adversarial loss and dis-
criminator type depending on the chosen Turbo configuration.
It should be noted that the configuration with WGAN-GP [22]
does not converge when used together with PatchGAN, but
shows one of the best results with ImageGAN.

The best results among all investigated configurations are
summarized in Table III. It is obvious that the models without

real template
synthetic template
real printed
synthetic printed

Fig. 2. Umap [29] visualisation for artificially generated templates and
printed jointly with digital templates and physically printed codes.

pairwise information perform worse. The Turbo configurations
outperform also contrastive system based on the CUT model,
and the Turbo paired outperforms the baseline in almost all
metrics.

C. Visualization

To further assess the quality of the proposed models, an
UMAP [29] visualisation was performed. The projection of
artificially generated templates and printed codes from the
test part jointly with corresponding original digital templates
and physically printed codes is shown in Fig. 2. As expected,
matching samples are close to each other, and there are
different clusters for printed and template codes.

D. Visualization of synthetic samples

To illustrate the quality of the synthetic samples produced
by various systems studied in this paper, we pick up a random
sample and show both synthetic digital templates estimated
from physical CDP and vice versa in Table IV. Models that use
paired examples show better generation performance, but mod-
els trained entirely in unpaired mode also perform decently.
Visually, the synthetic samples look almost indistinguishable
from their real counterparts.

VI. CONCLUSIONS

In this paper, we present the Turbo digital twin framework
for the simulation of the physical printing-imaging channel.
We believe that such a differential model allows to consider
the adversarial fakes for the physical world and also opens new
perspectives for the optimization of authentication systems.

For future work, we will consider the usage of the generated
examples to build a classifier based on the augmented synthetic
samples of both original CDP and fakes. Additionally, issues
of stochasticity and usage in hybrid settings, where only part
of the data is paired, remain open for future research.
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