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Abstract—Bottleneck problems are an important class of opti-
mization problems that have recently gained increasing attention
in the domain of machine learning and information theory. They
are widely used in generative models, fair machine learning
algorithms, design of privacy-assuring mechanisms, and appear
as information-theoretic performance bounds in various multi-
user communication problems. In this work, we propose a general
family of optimization problems, termed as complexity-leakage-
utility bottleneck (CLUB) model, which (i) provides a unified
theoretical framework that generalizes most of the state-of-
the-art literature for the information-theoretic privacy models,
(ii) establishes a new interpretation of the popular generative
and discriminative models, (iii) constructs new insights for the
generative compression models, and (iv) can be used to obtain
fair generative models. We first formulate the CLUB model as
a complexity-constrained privacy-utility optimization problem.
We then connect it with the closely related bottleneck problems,
namely information bottleneck (IB), privacy funnel (PF), deter-
ministic IB (DIB), conditional entropy bottleneck (CEB), and
conditional PF (CPF). We show that the CLUB model generalizes
all these problems as well as most other information-theoretic
privacy models. Then, we construct the deep variational CLUB
(DVCLUB) models by employing neural networks to parame-
terize variational approximations of the associated information
quantities. Building upon these information quantities, we present
unified objectives of the supervised and unsupervised DVCLUB
models. Leveraging the DVCLUB model in an unsupervised
setup, we then connect it with state-of-the-art generative models,
such as variational auto-encoders (VAEs), generative adversarial
networks (GANSs), as well as the Wasserstein GAN (WGAN),
Wasserstein auto-encoder (WAE), and adversarial auto-encoder
(AAE) models through the optimal transport (OT) problem. We
then show that the DVCLUB model can also be used in fair
representation learning problems, where the goal is to mitigate
the undesired bias during the training phase of a machine
learning model. We conduct extensive quantitative experiments
on colored-MNIST and CelebA datasets.
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1. INTRODUCTION

ELEASING an ‘optimal’ representation of data for a
R given task while simultaneously assuring privacy of the
individuals’ identity and their associated data is an important
challenge in today’s highly connected and data-driven world,
and has been widely studied in the information theory, signal
processing, data mining and machine learning communities.
An optimal representation is the most useful (sufficient),
compressed (compact), and least privacy-breaching (minimal)
representation of data. Indeed, an optimal representation of
data can be obtained subject to constraints on the target task
and its computational and storage complexities.

We investigate the problem of privacy-preserving data
representation for a specific utility task, e.g., classification,
identification, or reconstruction. Treating utility and privacy
in a statistical framework [1] with mutual information as
both the utility and obfuscation measures, we generalize the
privacy funnel (PF) [2] and information bottleneck (IB) [3]
models, and introduce a new and more general model called
complexity-leakage-utility bottleneck (CLUB). Consider two
parties, a data owner and a utility service provider. The data
owner observes a random variable X and acquires some
utility from the service provider based on the information
he discloses. Simultaneously, the data owner wishes to limit
the amount of information revealed about a sensitive random
variable S that depends on X. Therefore, instead of revealing
X directly to the service provider, the data owner releases a
new representation, denoted by Z. The amount of information
leaked to the service provider (public domain) about the
sensitive variable S is measured by the mutual information
I(S;Z). Moreover, the data owner is subjected to a constraint
on information complexity of representation that is revealed
to the service provider. This imposed information complexity
is measured by I(X;Z). Moreover, in general, the acquired
utility depends on a utility random variable U that is depen-
dent on X and may also be correlated with S. The amount
of useful information revealed to the service provider is
measured by I (U; Z). Therefore, considering a Markov chain
(U,S) —o—X-—o—Z, our aim is to share a privacy-preserving
(sanitized) representation Z. of observed data X, through a
stochastic mapping Pz x, while preserving information about
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utility attribute U and obfuscating information about sensitive
attribute S. The stochastic mapping Pz x is called complexity-
constrained obfuscation-utility-assuring mapping. The general
diagram of our setup is depicted in Fig. I.

1.1. Contributions

e« We propose the CLUB model, which provides a charac-
terization of the complexity-leakage-utility trade-off in a
data release mechanism. This model provides a statistical
inference framework that generalizes most of the state-of-
the-art literature in the information-theoretic privacy models.

« We provide new insights into the representation learning
problems by bridging information-theoretic privacy with
the generative models through the bottleneck principle. We
start from a purely information-theoretic framework that has
roots in the classical Shannon rate-distortion theory. Next we
demonstrate the connection of our model to several recent
research trends in generative models and representation
learning. In particular, we show that the CLUB model has
connections to the variational fair auto-encoder model [4]
to learn representations for a prediction problem while re-
moving potential biases against some variable (e.g., gender,
ethnicity) from the results of a learned model [4]-[7].

« We generalize the CLUB perspective to comprise both su-
pervised and unsupervised setups. In the unsupervised setup,
the deep variational CLUB (DVCLUB) model is shown
to have interesting connections with the several generative
models, such as variational auto-encoder (VAE) [8], 5-VAE
[9], InfoVAE [10], generative adversarial network (GAN)
[11], Wasserstein GAN (WGAN) [12], Wasserstein auto-
encoders [13], adversarial auto-encoder (AAE) [14], VAE-
GAN [15], and BIB-AE [16].

« We conduct extensive qualitative and quantitative experi-
ments on several real-world datasets to evaluate and validate
the effectiveness of the proposed CLUB model.

Please, see [17] for an extended version of this paper.

1.2. State-of-the-Art

In order to protect privacy, various mechanisms have been
developed that aim to prevent certain statistical inferences
about data. These mechanisms can add noise to the output
or randomize data to conceal private information before it is
shared with a third party. The effectiveness of these mech-
anisms is evaluated using different privacy metrics, which
consider the type of adversary, and the data sources available
to them. There are two main types of privacy-preserving
mechanisms: prior-independent and prior-dependent. Prior-
independent mechanisms make minimal assumptions about the
data distribution and the information held by an adversary,
and are designed to protect privacy regardless of the specific
characteristics of the data being protected or the motivations
and capabilities of any potential adversaries. Prior-dependent
mechanisms, on the other hand, make use of knowledge about
the probability distribution of private data and the abilities of
adversaries in order to design privacy-preserving mechanisms.

Addressing data anonymization [18], various well-known
statistical formulations and schemes were proposed, such as k-
anonymity [19], ¢-diversity [20], t-closeness [21], differential
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Fig. 1: The general CLUB framework.

privacy (DP) [22], and pufferfish privacy [23], which are based
on some form of data perturbation. These mechanisms mainly
focus on the querying data, inference algorithms and transport-
ing. DP is the most popular context-free (prior-independent)
notion of privacy, which is characterized in terms of the
distinguishability of ‘neighboring’ databases. However, DP
does not provide any guarantee on the average or maximum
information leakage [1].

Information-theoretic (IT) privacy is the study of designing
mechanisms and metrics that preserve privacy when the statis-
tical properties or probability distribution of data can be esti-
mated or partially known. IT privacy approaches [1], [24]-[38]
model and analyze the trade-off between privacy and utility
using IT metrics, which quantify how much information an
adversary can gain about private features from disclosed data.
These metrics are often formulated in terms of divergences
between probability distributions, such as f-divergences and
Renyi divergence. IT privacy metrics can be operationalized
in terms of an adversary’s ability to infer sensitive data and
can be used to balance the trade-off between allowing useful
information to be drawn from disclosed data and preserving
privacy. By using prior knowledge about the statistical prop-
erties of data and assumptions about the adversary’s inference
capabilities, IT privacy can help to understand the fundamental
limits of privacy and how to balance privacy and utility. The
IT privacy framework is inspired by Shannon’s information-
theoretic notion of secrecy [39], where security is measured
through the equivocation rate at the eavesdropper, and by Reed
[24] and Yamamoto’s [25] treatment of security and privacy
from a lossy source coding standpoint.

Data-driven privacy mechanisms, such as those inspired by
generative adversarial networks (GANs) [11], aim to balance
the protection of private information with the usefulness of
released data. These mechanisms model the trade-off between
privacy and utility as a game between a defender (privatizer)
and an adversary [34], [40]-[42]. The privatizer encodes the
dataset to minimize inference leakage on private/sensitive
variables, while the adversary tries to infer these variables
from the released data. Adversarial training algorithms, which
are used to optimize privacy-preserving mechanisms, can be
deterministic or incorporate randomness. Our model subsumes
these models. We establish a more precise connection with the
state-of-the-art after introducing the CLUB model.

Our model is inspired by [43], where the authors established
the rate region of the extended Gray-Wyner system for two
discrete memoryless sources, which include Wyner’s common



information, Gacs-Kdérner common information, IB, Kdrnedenoted by small bold letters (e.x.,y), alphabets (sets) are
graph entropy, necessary conditional entropy, and the PF,desoted by calligraphic fonts (e.gX,Y), and for specic
extreme points. We extend and unify most of the previoustpantities/values we use sans serif font (exg.y, C, D,
proposed objectives in the literature based on IT privady, ) . Superscript(.)T stands for the transpose. Also, we
models. Our research is also closely related to [37], [44lse the notatior[N] for the setfl,2,...,.Ng. H(Px) =
[46]. Considering the Markov chaiflJ, S) X Z, the Ep, [ logPx] denotes the Shannon entropy(Px kQx )=
authors in [44] addressed the problem of privacy-preservifig, [ 10gQx ] denotes the cross-entropy of the distribution
representation learning in a scenario where the goal is Ry relative to a distributio®x ; andH Pzjx kQzjx j Px =
share a sanitized representati@nof high-dimensional data Ep, Ep,,, logQzjx denotes the cross-entropy loss for
X while preserving information about utility attributé and Qz;x . The relative entropy is de ned aBk. (Px kQx) =
obfuscate information about private (sensitive) attritfitén- Ep, log g—xx . The conditional relative entropy is de ned by
spired by GANs, the framework is formulated as a distributiop PzixkQzjx i Px = Epy Dkt Pzjx=xkQzjx=x
matching problem. Compared with [44], our formulation igind the mutual information is de ned by Px ; Pzjx
more general as it addresses a key missing componentpip Pzix kPz j Px . We abuse notation to writel (X)
their formulation, i.e., the rate (description length, informatiop (Pyx ) and I(X;Z) = | Px; Pzjx for random objects
complexity) constraint. Another fundamental related work Py andZ P,. We use the same notation for the

to ours is [37], which studied the rate-constrained privacyrobability distributions and the associated densities.
utility trade-off problem and considered a similar model as

[44], independently. The proposed framework is restricted to 2. PROBLEM STATEMENT AND PRELIMINARIES

discrete alphabets and studied the necessary and sufcienin this section, rst we present the general problem state-
conditions for the existence of positive utility, i.§(J; Z)> 0, ment of the CLUB model, and next we introduce the main
under a perfect obfuscation regime, i.€S;Z)=0. Analo- concepts necessary to understand the fundamentals of our
gous to [37], considering the Markov chgid,S) X  Z, model. In particular, we concretely express our inference threat
the authors in [45] adopted a local information geometmodel and explain why we consider mutual information as
analysis to construct the modal decomposition of the joithie obfuscation and utility measures. Next, we brie y address
distributions, divergence transfer matrices, and mutual infake concepts of relevant information and minimal suf cient
mation. Next, they obtained the locally sufcient statisticstatistics.

for inferences about the utility attribute, while satisfying the

perfect obfuscation constraint. Furthermore, they developd: General Problem Statement

the notion of perfect obfuscation based oR-divergence  Consider the problem of releasing a sanitized representa-
and Kullback—Leibler divergence in the Euclidean informatiofon Z of observed dataX, through a stochastic mapping
space. Considering the Markov chly,S) X Z, the Pzjx, while preserving information about a utility attribute
role of information complexity in privacy leakage about a¥ and obfuscating a sensitive attribuge In this scenario,
attribute of an adversary's interest is studied in [46]. In contrag¢ »S) X Z form a Markov chain. In general, one can
to the PF and generative adversarial privacy models, th@gnsiderawell-de ned generic obfuscation measure as a func-
considered the setup in which the adversary's interesiots tional of the joint distributionPs z that captures the amount
known a priorito the data owner. More detailed connectiongf leakage abou€ by releasingZ. Let G : P(S Z ) !
between the CLUB model and the state-of-the-art bottleneBX [f 0g denote this generic leakage (obfuscation) measure.
models, fair machine learning models, generative models, 88 the other hand, one can also consider an application-

modern data compression models are presented in Sec. 6SPecic generic utility measure as a functional of the joint
distributionPy 7 that captures the utility that can be acquired

1.3. Outline aboutU by releasingZ, instead of the original data . Let

In Sec. 2, we present the general problem statement@f : P(U Z ) ! R [f Og denote a generic utilityoss
the CLUB model, and next we brie y review and introduceneasure. Finally, leCc : P (X Z ) ! R* [f Og denote
a few preliminary concepts that are necessary to understangeneric measure @omplexityof the distributionPz;x for
the problem formulation. We then present the CLUB mod#he data distributiorPx . Then, one can consider the generic
in Sec. 3. The DVCLUB model is presented in Sec. 4LUB functional as:
Experim_ental results are provided in Sec. 5. The detailedc| UB(P, g« ) = inf G Px,Pzix
connections between the CLUB model and the state-of-the-art P
bottleneck models, fair machine learning models, generative
models, and modern data compression models are presented +Q Ps,Pzix + G Pu,Pzjx . (1)
in Sec. 6. Finally, conclusions are drawn in Sec. 7.

Zjx -
(U,s) X z

2.2. Obfuscation and Utility Measures under Logarithmic Loss

1.4. Notations We consider obfuscation-utility trade-off model where both
Throughout this paper, random variables are denoted bility and obfuscation are measured undegarithmic loss
capital letters (e.g.X,Y), deterministic values are denotedalso often referred to as the self-information loss). The
by small letters (e.g.x, y), random vectors are denotedogarithmic loss function has been widely used in learning
by capital bold letter (e.g.X, Y ), deterministic vectors are theory [47], image processing [48], IB [49], multi-terminal



source coding [50], as well as PF [2]. In this case, both Equivalently we havel(U;Z) = I( U;X). Note that
the obfuscation and utility measures can be modelled by tbe X f (X) forms a Markov chain, and by the data
mutual information. By minimizing the obfuscation measurprocessing inequality (DPI), for a general statidtic<), we
under the logarithmic loss, one actually minimizes an uppbavel (U;f (X)) I(f (X); X). If equality holds, a suf cient
bound on any bounded loss function [2]. statisticZ captures all the information iX aboutU.

Consider thenference threat modehtroduced in [1], which  pe nition 2 (Minimal Suf cient Statistic) A suf cient statis-
models a broad class of adversaries that perform statistigak 7 is said to be minimal if it is a function of all other
inference attacks on the sensitive data. Consider an infereRggcient statistics, that is, for all suf cient statisticg®, there
cost functionC:S P (S)! R* [f Og. Prior to observing existsf such thatz = f(Z9.

Z, the adversary chooses a belief distribut@rfrom the set |t neans tha induces the coarsest suf cient partition. In
P(S) of all possible distributions ove8, that minimizes the other words,Z achieves the maximum data reduction, while

expected inference cost functi@xS, Q). Therefore: assuringl (U;Z) = I( U;X). Suppose that nature chooses a
_ . parameteilJ at random, after which the sample is drawn
Q =arg Qrz‘yr(‘s) Eps [C(S,Q)]. () from the distributionPy , . One can show that the statisic

B i . is a minimal suf cient statistic forJ, iff it is a solution of
Let ¢y = Ep, [C(S,Q )] denote the corresponding minimumpne of the two equivalent optimization problems:

average cost. After observingy= z, the adversary revises hisZ - arg min | X:70 arg min | X:7°
belief distribution as: z% su cient statistic ' Z01(U;Z9=I( U;X) ’ '
Q, =arg QanPirgS) Epg, [C(S,Q) ) Z = Z]. (3) It means that minimal suf cient statisti is the best compres-

Let ¢, = Ep,, [C(S.Q,)] denote the corresponding min-Slon of X, with the zero information loss about parameter

imum average cost of inferring after observingZ = z. 3. CLUB MODEL
Therefore, the adversary obtains an average gain Gf= 3.1. General Setup '

G Ep, [C;] in inference cost. This cost gain measures the the cLUB model (Fig. 2) is a generalization of the suf -

improvement in the quality of the inference of sensitive d&ta cjent statistic methods that formulate the problem of extracting
due to observation af. Under the self-information loss costine relevant information from a random object (datd)

functionC(s,Q) = logQ(s), 8s 2 S, the information leak- ahoyt the random objedt that is of interest, while limiting
age C can be measured by the Shannon mutual informatiQ@ytistical inference about a sensitive random obfdhat
1(S;2). depends orX and is possibly depended dn. Consider a

On the other hand, the stochastic mapplgx should scenario in whichPy sx is xed and known by both the
maintain the utility of desired datdJ. Under the self- gefender and the adversary, wheXe 2 X represents the
information loss, the utility measure is de ned é$u,z) =  data observed by the defender (e.g., high dimensional facial

logPy;z (uj z), which is a function ofu andz as well jmage) U 2 U denotes the utility attribute of our interest for
as stochastic mappinBz;x . Hence, the average utility lossy ytjlity service provider (e.g., person identity), aBd2 S
isEp, , logPyjz =H(U jZ) that can be minimized by genotes the sensitive attribute (e.g., gender) that we wish
designing the stochastic mappiRg;x . Consider some utility tg restrict its statistical inference. Intuitively, built upon our
levelE" 0, such that we constrain to hatiU j Z) E". jntroduction of the concept of relevant information above,

Given Py, and thereforeH (U), and assuming thaR" = \ve intend to nd a stochastic mapping;x such that the
H(U) E . 0, the utility constraint can be recast agosterior distribution of the utility attribute is similar given
I(U;Z) R% the released representati@ and the original data, i.e.,

In Sec. 3, built upon this general threat model and consigy;;, Py, while the posterior of private attribu given
ering the self-information loss as both utility and obfuscatiofeleased representatid@nis as close as possible to its prior, i.e.,

measures, we present a uni ed formulation for the complexitybsz Ps. In the rest of the paper, we assume our attributes
leakage-utility trade-off that encompasses and extends upg® supported on a nite space.
the state-of-the-art.
3.2. Threat Model
We consider the inference threat model described in

. o .. . Sec. 2.2. In particular, we have the following assumptions:
The relevant information is a common concept in infor-

mation theory and statistics which captures the information V& @ssume the adversary is interested in an attriSute
that a random objecX contains about another random object ©f dataX. The attributeS can be any (possibly random-
U. Below, we present statistical and information-theoretical 26d) function ofX. We restrict attributeS to be discrete,

formulations proposed for measuring relevant information. Wh'_Ch capturf-:-s thg most scenarios of interest, e.g., a facial
attribute, an identity, etc.

De nition 1 (Suf cient Statistic) LetU 2 U be an unknown ¢ adversary observes released representdtiamd the
parameter an& 2 X be a random variable with conditional \5rkov chainS X Z holds.

probability distribution functionPy;y . Given a functionf : We assume that the adversary knows tbemplexity-

X !Z -, the random variabl& = f (X) is called a sufcient  ¢onstrained obfuscation-utility-assuring mappiRg;x de-
statistics forU if and only if Pxjy,z (x j U,2) = Pxjz (X ] signed by the data owner (defender), i.e., the defence
z), 8(x,u)2X U [51], [52]. mechanism is public.

2.3. Relevant Information



authorized decoder). The valu€. UB(R?* R?® Py s x) for
different R* and R® specify the CLUB curve.
In order to explore the CLUB curve, one must nd optimal
bottleneck representatiod for different values ofR? and
R3. In practice, the CLUB curve is explored by maximizing
its associated Lagrangian functional. Therefore, equivalently,
with the introduction of a Lagrange multipliers 2 [0, 1F,
) we can formulate the CLUB problem by the associated La-
Fig. 2: The CLUB model. grangian functional as follows:
LcLus szx, s =|(U,Z) |(X,Z) |(S,Z) (5)
Consider the set of 3-dimensional mutual information re-
< Givgn threﬁ deper:]ldentb (correlated) rarrlldom vlari?blﬁs ion for (U,S,X) Pusx, dened as | (Pysx) =
and X with joint distribution Py s x , the goal of the . . Doy .
CLUB model is to nd a representatioZ of X using a ;zix I(U’Z)’I,(S'Z)’I(X'Z) ’ ,(U'S)_ X ) z ]
stochastic mappin@zjx such that: (i)(U, S) X Z, R?®. Also, consider the constram.ed mforumat;onzreglons
and (i) representatiorz is maximally informative about R (Pu.sx), dened asR(Pysx) = (RY,R%R?) 2
U (maximizing | (U;Z)) while being minimally informative 'u.sx : 1(U;Z) RU'I(S;Z)l R*1(X;Z)  R* .
about X (minimizing 1(X:Z)) and minimally informative In Sec. 6, we the CLUB model's superiority by subsuming

aboutS (minimizing 1(S;Z)). We can formulate this three- Previous information-theoretic privacy models. The mutual

dimensional trade-off by imposing constraints on the two dfformation regionl (Py s x) encompasses the models pro-

them. That is, for a given information complexity and inforP2S€d in [2], [3], [44], [57]-[59], highlighting the CLUB
mation leakage constraint®? 0 andRS O, respectively, model's generality.

3.3. Problem Formulation

this trade-off can be formulated by a CLUB functiohal 4. DEEPVARIATIONAL CLUB (DVCLUB)
CLUB(R?* R®% Py sx) = sup 1(U;2) Direct optimization of (5) to obtain the optimal stochas-
Pzjx: tic mapping Pzjx is generally challenging. Instead, a

(.9) X z tight variational bound can be optimized. L&y

st. 1(X;2) R%I(S5Z2) R (4 - | p (U), Qxjsz S Z ! P (X) and Qz
The constraintl (S; Z) RS ensures thaH (S| Z) Z ! P (Z) be variational approximations of the optimal
H(S) R® = E?% where E? quanties the amount of utility decoder distributionPy;jz, uncertainty decoder dis-
uncertainty for adversary. On the other hand, note thaibution Px;s;, and latent space distributioRz, respec-
I(S;Z) = Ep, DkL PsjzkPs . This means that for small tively. In the sequel, we will obtain a variational bound
values ofR®, the posterior of private attribute given released Lvcius  Pzjx,Qujz,Qz,Qxjsz, » , such that for any
representatiorZ, i.e., Psjz, is as close as possible to thevalid mappingPzjx satisfying the Markov chain condition
prior Ps. The constraini (X;Z) R?* controlsinformation (U, S) X Z, we have:
complexity (aka compactnegsof representations and goes
beyond a simple regularization term. Indeed, it is related to the
notion of encoder capacity56], which is a measure of distin- Lvewe  Pzjx.Qujz. Qz.Qxjsz, » - (6)
guishability among input data samples from their released reffe inequality holds with equality, if the variational approxi-
resentations. Moreover, the information complexifyx;Z) mations match the true distributions, i.e., wi@p;z = Pyjz,
establishes a fundamental relation to the generalization €xjs;z = Pxjs,z, andQz = Pz. Since (6) holds for any
pability of the stochastic encoder modey};x . The trade-off Pzjx, instead of maximizing.cius Pzjx, , , we will
in (4) was studied in [37], where the constraint bfU;Z) maximizeLvcius Pzjx ,Qujz,Qz,Qxjs,z+ » over the
is motivated as a rate-constraint, and the trade-off is studieariational distributions. We refer the reader to the expanded
under perfect privacy regime (i.d.(S;Z) = 0). Note that by version of this manuscript for the derivations and interpreta-
controlling the rateR?, the defender (data owner) exploits thdions of the information quantities.
imposed distortion at the utility service provider (authorized The common approach is to use neural networks to pa-
decoder) to control the uncertainty for the adversary (norameterize variational inference bounds. To this goal, we
parameterize the encoding distributiBg;y , utility decoding
!Note that one can generalize this formulation and consider Arimotodistribution Qyjz, uncertainty decoding distributioQyx sz,
r;q;tl:r?slt;];cérer}wfa(t;?n Z[?3:] [a)nfdlopfxlr;f%:)n:(aggn 154) n t(hlf )C,;UdeT/ZEgeeln(éé and priorQz. Let P (ZjX) denote the family of encoding
[52]. For the sake of brevity, we consider Kullback-Leibler divergence, Brobability distributionsPz;x over Z for each element of
special case of the family df-divergences between probability distributionsspaceX , parameterized by the output of a deep neural network
associated witff (t) = tlogt. Moreover, note that although ads (k) { with parameters . In the context of inference problems,

uantify the dissimilarity between a pair of distributions, their operation . . . L .
?neamzygs are diﬁerem_y P P = (ZjX) is called the amortized variational inference (AVI)

2The notion of “information complexity' inspired by the concepstdchas-
tic complexityof the data relative to a model [55], which can be interpreted 3Note that by the DPI [52]l(U;Z) 1(X;Z) andI(S;Z) 1(X;Z).
as the shortest code-length of the data given a model. We will elaborate bence, for , > 1, based on the considered Lagrangian functional the
this notion in Sec. 4 model may learn a trivial representation, independenX of

Lcus Pzjxs



distribution or variational posterior distribution. Analogously, The parameterized variational approximation associated to
let P (U j Z) and P (XjS,Z) denote the correspondingthe information utility bound can be de ned as:

family of decoding probability distribution®yjz andQx sz, I (U:2)

respectively, parameterized by the output of the deep neural "h h p Ujz) P (U)ii

networksg andg . Moreover, for the prior distributio®; = Ep, x Ep (zjx) log (9a)
we consider the family of distribution® (Z), which can be Py P (U% P i
interpreted as the target (proposal) distribution in the latent= g, E [logP (Ujz)] Ep, log U
space. The choice for these distributions is considered by v TR0 ’ P (V)
trading off computatiorﬁllNcomplexity with model expressive- Ep, [logP (U)] (9b)
ness. LetPp(X) = & nq (X Xn), Xn 2 X, denote = H (UjZ) D (PukP (U))+H(PykP (U)) (9c)
the empirical data distribution. In this cask, (X,Z) = H Uiz (PLKP (U)) =: IX (U:2)
Pp(X)P (ZjX) denotes our joint inference data distribution, | '{é J ; Pu{z_i I
andP (Z)= Epyx) [P (ZjX)] denotes the learnedggre- Prediction Fidelity  Distribution Discrepancy Loss

gated posterior distribution over latent spaée (90)

Parameterized Information Complexity: The parameterized whereH = (UjZ) =H Pyjz kP (UjZ)jP (Z) ,and the

variational approximation ofnformation complexitycan be inequality follows by noticing thaH(Py kP (U)) 0. This

de ned as: decomposition will lead us to ani ed formulation for both
I (X;2) =Dk (P (ZjX)kQ (Z)]jPp(X)) the supervisedand unsupervisedVCLUB objectives.

D (P (Z)kQ (2)). (7) Let us considerai scenario .in which the datg owner wishes
to release the original domain da¥ (e.g., facial images)
as accurately as possible (i.&J, X), without revealing
rQ'speci ¢ sensitive attributé&s (e.g., gender, emotion, etc.).
We call this setup as thensupervisedCLUB model and
) Sr e ) X the formerly described general case, whéefeis a generic
posterior distributionP (Z j X) depends on the choice of b te of dataX as thesupervisedCLUB model. When the

the _opt_imiz.a'rion algorithm, thoreforo, the informgtion Coml]tility task is to reconstruct(generate) the original dats,
plexity implicitly depends on this choice. The relative entropy, p (XjZ)= P (Uj2), let us denote the generated data

DkL (P (2)kQ (2)) is usually ignored in the literature. A gistribution asP (X) = Eq (z)[P (XjZ)]. The parameter-

critical_ chal_len_ge _is to guarantee that the learned aggregap[:éid variational approximation associated to the information
posterior distributionP (Z) conforms well to the proposed utility 1(U:2Z) = 1( X:Z) can be de ned as:

prior Q (Z) [60]-[62]. We can tackle this issue by employin

Indeed, the information complexity = (X;Z) measures the
amount of Shannon's mutual information between the para
eters of the model and the datag&t given a priorQ (2)
and stochastic map (ZjX): X ' P (Z). Note that the

a moreexpressivdorm for Q (Z), which would allow us to ' . (X52)

provide a good t for an arbitrary space, at the expense of = H  (XjZ) Dk (Po(X)KP (X))+H( Po(X)kP (X))
additionalcomputational complexityNote that by imposing a (10a)
_constr_aint on the in_formation complexity  (X;Z2), we are H észg PKL (PDOE?) kP (X)i =- |LY (X:2),
imposing a constraint on the entropy of the AVI distribution | {z— L

P (Z) Reconstruction Fidelity Distribution Discrepancy Loss

Parameterized Information Utility : (100)
We can decompose the mutual information between tMdereH = (XjZ) = Ep,x) Ep (zjx)[logP (XjZ)] =
released representatiah and theutility attribute U in two H Pxjz kP (XjZ)jP (Z) .
analytically equivalent ways: Parameterized Information Leakage Let P (SjZ) denote
1(U;2) = |_||( uU) {? (Uj Z? - ||_|(Z) {J; (Z U; . (8) the corresponding family of d_ecoding probability diotribi_ition
—Z— Z— Qsjz. whereQgz : Z ! P (S) is a variational approximation
Discriminative View Generative View of optimal decoder distributioRs;, . Similarly to (9), one can

Therefore, maximizing (U; Z) can have two different inter- yo a5t the parameterized variational approximation associated
pretations. The discriminative view expresses that (i) the utl|lwith the information leakage:

attribute needs to be distributed as uniformly as possible in the ) L

data spack and (i) the utility attribute should be condently | - (5:2)  H  (SjZ)  Dxw (PskP (S)=:1" (S;2).
inferred from the released representattarOn the other hand, (11)

the generative view expresses that (i) the released represehi@wever, we want to minimizé(S; Z); therefore, we instead
tions should be spread as much as possible in the latent spa@ed a variational upper bound. Alternatively, we can express
(i.e., high entropyH(Z)), and (i) the released representatioh(S;Z) as:
corresponding to the same utility attribute should be close [(S;Z)
together (i.e., minimizing conditional entropf(Z j U)). [(X;Z) H(X|jS)+H(XjS 2Z).(12)
Since our goal is to identify the utility attributes based o . - . .
the revealed representation, the discriminative view of th gn. (12) depicts the critical role of information

decomposition is more aligned with our model. complexity 1(X;Z) in controlling tho informatio.n
P g leakage 1(S;Z). The less the information complexity,

“We assumed our attributes are supported on a nite space. the less distinguishable the revealed representations, and

1(X;Z) 1(X;ZjS)



hence the less the information leakage. ConsideringConsidering (6), and using the addressed parameterized
DkL Pxjs,zkQxjs,z 0, we can obtain an upperapproximations, we have:

bound onl(S;Z) asI(S;Z) Dk. PzjxkQz jPx + m s=u

. ! ! . aX L P i L i 1 L i 1 1
H(XjS) +H PXjS,ZkQXjS,Z jPsz , where we have Pzjx Qujz.Qz.Qxjsz VeLuB X QUJZ Qz QXIS'Z
H PxjszkQxjszJPsz = Epsyx, 10gQxjsz . The max Logus (» o »' 0, ) (15)
termH Py ;s zkQxjszjPsz can be interpreted as follows. .
Consider the inference threat model presented in Sec. 2.2. {{}sre Lo (.. ', , ) denotes the associated

inferential adversary has access to the revealed representqgg@p Varia?ior?al CLUB (DVCLUB).agrangian functional in

Z and is interested in inferring the sensitive attriblBe the supervisetior unsupervisedscenarios, which are given
Note tha_t the adversary's inference is through reconstructing(16) and (17), respectively. Fig. 3 demonstrates the training
the original dataX. Therefore, after observing, the architecture associated with problefisl S) and (P U). We
adversary chooses a belief distribution o@@nd then tries \yj| giscuss the alternative objectives in the expanded version
to reconstruct the original datX to revise his belief. If ¢ this manuscript. In practice, we need to train the model
the released representation is statistically independent \@ing alternating block coordinate descent algorithms. In the

the sensitive attributeS, then the adversary cannot revisgo|iowing, we gradually build the fundamentals of the learning
his belief by injecting variousS to his inferential model. mpodel.

Hence, by maximizing the average log-likelihotmd) Qx s 7 ) .
over P;jy, the defender minimizes the average adversari‘lﬂlG-. Learning Algorithm

inference abous. iven a collection of iid. training samples
The parameterized variational approximation of conditionfi(Un,Sn,Xn)gh=s U S X , and using the stochastic
entropyH (X jS,Z) can be de ned as: gradient descent (SGD)-type algorithms, the deep neural

networksf , g, andg (or g ) can be trained jointly to

H . (X]S.2):= Bpsx Bp zjx)llogP (XS, 2)] maximize a Monte-Carlo approximation of the DVCLUB

Dik. Pxjsz kP (XS, 2) (13a) functionals over parameters, , ', and . In order to
Epsx Ep (zjx)llogP (XjS,Z)] (13b) have a stable gradient with respect to the encoder, the
= HY. (X]S,Z2). (13c) reparameterization trick [8] is used to sample from the

) L learned posterior distribution P (Z j X). To do this,
Using (12) and (13), the upper boundon (S;Z) isgiven as: e need to explicitly consider P (Z j X) to belong
I (S;2) I (X;Z)+HU’. (XjS,Z)+c (14a) to a tractable parametric family of distributions (e.g.,
=V . (S:2)+c, (14p) Gaussian distributions) such that we are able to sample
) o from P (ZjX) by: (i) sampling a random vectde with
wherec is a constant term, independent of the neural netwogribution Pe("), " 2 E, which does not depend on®;
parameters. The upper bound in (14) encourages the mogelyansforming the samples using some parametric function
to directly minimize the information complexity = (X;Z) f X EIZ suchthaZ = f (x,E) P (ZjX = x)
. . . U . . . 1 1 .
as well as the information uncertaintd™. (XjS,Z). BY one can consider multivariate Gaussian parametric
minimizing the information uncertalnt)HU,. (XjS,Z) the gncoders of mean (x), and co-variance (x), i.e.
model forces to forget the sensitive attrib@eat the expense p Zjix)= N( (x) (x)), where  (x) and  (x)
of reducing the uncertainty about the original data i.e.,

encourages the model to reconstruct the original data SHence, does not impact differentiation of the network.
Information Utility: I - (U;2)
. 2 i {
( + )| Di (P (ZjX)kQ (2) ] PD{(X)) Dk (P (2)kQ (Z))}
V4
Information Complexity: | . (X52)

Ere Ep aiflogP (XIS2) . (19)

Information Uncertainty: H Y., (XjS,z)
Information Utiliﬁ: It (X:2)

z {
(PLU): Lpveiws (» v v )= Epyx) Ep (zjx) llogP (XjZ)]  Diw (Po(X)kP (X))
( + ) D (P (ZjX)kQ (2)jPo(X)) Dk (P (2)kQ (2))
Z
| Information Complt{axity: | . (X52) }

Era Ep @ixO0P (XIS2) . (47)

Information Uncertainty: H U‘, (Xjs,z)




(a) (b)
Fig. 3: DVCLUB training architecture associated witR1): (a) supervised setup; (b) unsupervised setup.

are the two output vectors of the netwoik for the given [64], utilized in the GAN framework to directly match the data
input samplex. The inferred posterior distribution is typically distribution Py and the marginal model distributioR (X).

a multi-variate Gaussian with diagonal co-variance, i.eThe trick is to express two distributions as conditional distribu-
P (Zjx) =N (x), diag( 2(x)) . SupposeZ = RY%, tions, conditioned on alabé 2 f 0, 1g, and reduce the task to
therefore, we rst sample a random variabte i.i.d. from binary classi cation. The key point is that we can estimate the
N (0, 14,), then given a data sample2 X , we generate the KL-divergence, and indeed all the well-de néddivergences,
samplez = x)+ (x) ",where isthe element-wise by estimating theatio of two distributions without modeling
(Hadamard) product. Noting that is a deterministic each dﬁ;tribution gxplicitly. Considd@y. (P (Z)kQ (2)) =
mapping, the stochasticity of encoder (ZjX) is relegated g, ., log 5 ((ZZ)) Dene z(zjc) as follows:
to the random variabl€&. The decodeP (U jZ) (likewise

P (XjZ)) utilizes a suitable distribution for the data and task Ly P (z) ,if c=1
under consideration. 2(zi9) = (Z) , if ¢=0

ered as axed d-dimensional standard isotropic multi- varlatq,\,lth parameters , is trained to associate labek 1 to sam-
Gaussian, i.e.Q (Z) = Qz = N(O,lq). For this sim- pyes from distributiorP (Z) and labelc = 0 to samples from
ple explicit chougz t)he information complgxﬂy upper boun (Z). Using the Bayes' rule and assuming that the marginal
Ep (x.z) log = Epyx) [Dre (P (Z2]X) kQz))] has  class probabilities are equal, i.efc = 1) = (c = 0), the
a closed-form expressmn for a given sampte which density ratio can be expressed as:
ads aSZDKL (P (ZJX_X)sz) = k (X)k + d+ p (Z—Z) (Z]C—l) (C—ljZ) D (Z)
4 ( 2(x)i log 2(x)).H impl lead = - = - -
iz1 ( (x)i log “(x)i). However, simple prior can lea Z = 2) 2(Zjc=0) ,c=0jz) 1 D (2
to under- tting and, as a consequence, poor representatio
On,the other hand, having a complete match, i@z, = M ; X
ﬁ E:l P (Z j xn), may potentially lead to over- tting. sampIeDsf szgm:Zl I:rom; (Z),. one can estimate the diver-
Moreover, it is a computationally expensive task due to tfFnce ke (P (2)kQ (2)) as.w
summation over all training samples. One possible solution 1 D (zm)
to overcome this issue is to explicitly consider a mixture D (P (D) kQ (2) log

of dlagor',:\l Gaussian distributions as Ig,he proposal prior, ”":I"h M m=s D Gn)
e density ratio trick opens the door implicit prior and
Q (2)= o «kN odiagl ) o k=1, where y P P P

K N, and learn the mixture weights. In [61], the author osterior distributions. The implicit generative models provide

considered the proposal prior as a m|xturePof equi- probaQ‘kethOd -free inference models. Interestingly, this trick al-
variational posteriors, such th& (Z) = r K P (Z] ows us tolearn the parameterized prior distributicd@ (Z)

through a generator model.
Bx), wherefrekgkzl, N, are referred to as the pseudo- Given the discriminator (parameterized scoring function)
inputs, which are learned through back-propagation. In the 1 2 pP 7 = ) w ng\]/v need
same line of research, in [62], the authors constructed t e( ) z(c = 12 (Z = z), we now nee
0 specify a proper scoring rule for binary discrimination
proposal prior by multiplying a simple prior with a learne

acceptance probability function, which re-weights the consig- allow parameter learning. Binary cross-entropy loss is

ered simple prior. Alternatively, one can adversarially lea Xplcally considered to this end. In this case, taent space

the prior distribution Q (Z) through a generator modeldlzscrlmlnatorD (z) minimizes the following loss function:

g (N), whereN N (0,1). This choice gives us amplicit Ldisc( » )= E ;zjop (o[ clogD (Z)
prior distributionQ (Z). Implicit distributions are probability (1 olog(l D (2))], (20a)
distribu_tiqn; that are Iear.ned. via passing. noise through a = Epyx) Ep (zjix)[ logD (2)]
deterministic function, which is parameterized by a neural ‘T E [ logl D (2)] (20b)
network. This allows us to easily sample from them and take Q@ g '
derivatives of samples with respect to the model parameters.Analogously, we can estimate the KL-divergence
Divergence Estimation: We can estimate theKL- Dk (Pp(X)kP (X)), the discrepancy measure in the
divergences in (16) and (17) using tensity-ratio trick[63], visible (perceptual) space in the unsupervised DVCLUB

(18)

ﬁlﬁ'erefore, given a trained discriminatbr (z) andM i.i.d.

(19)



functional (17). Let us introduce a random varialyle and The complete training algorithm of the supervised DV-
assign a labely = 1 to samples drawn fronPp(X) and CLUB model is shown in the Algorithm 1. The iterative alter-
y = 0 to samples drawn fronP (X). Also, consider the nating block coordinate descent algorithm associated with the
discriminatorD, (x) x(y =1 jx)= Pp(X = x), with unsupervised DVCLUB, the alternative DVCLUB algorithms,
parameterd . Given a trained discriminatdd, (x) and M  as well as network architectures are provided in the expanded

i.i.d. samples xy,g¥_; from Pp(X), we have: version of this manuscript.
X
Di. (Po(X) kP (X)) 1 log Di (Xm) . (2D) 5. EXPERIMENTS
M 1 D (Xm) We conduct experiments on the large-scale colored-MNIST

In this case, theisible space discriminatoD, (x) minimizes and CelebA datasets. The Colored-MNIST aar modi ed
the following loss function: version of the MNIST [65] data-set, which is a collection of

x (1)) (22) 70,000 colored' digits of size28 28. The digits are randomly

ISC\* 7

= colored intoRed Green andBlue based on theainiform and
= E iy ol ylogbr (X) (1 y)logd Dy (X)]  pon.uniform (biasedpistributions. The CelebA [66] dataset
= Epyxy [ logDy (X)1+ Ep (x)[ log(1 D (X))] contains aroun®00, 000colored images of sizé28 128
= Epyx)[ logD: (X)]+ Eq (z)[ log(1 D (g (2)))], We used TensorFlow.3 [67] with Integrated Keras API to
or equivalenty, maximizes Ep,x,[logD; (X)] + implement and train the proposed DVCLUB models.
E log(1 D, Z .

Q (#) [_ 9( (9 (2))] 5.1. Colored-MNIST Experiments

L.earnlng Pr_ocedur(.a: The DVC_LUB models(P;L: S) and The experiments on colored-MNIST dataset are depicted in
(PLU) are trained using alternating block coordinate desce,gb 4 and Fig. 5. In these experiments the digits are randomly

across ve steps: N _ colored with the probabilitie®s(Red = 1, Ps(Green = 1,

(1) Train the Encoder, Utility Decoder and Uncertainty Decodpg(Bme) = % and setQ (Z) = N(0,14). The complete
Supervised Setup: results on utility attribute accuracy, estimated information
max Ep,, Ep (zjx)[P (UjZ)] utility 1(U;Z), estimated information leakad€sS; Z), MSE

o of reconstructedd X, as well as various qualitative evalu-
( + ) D (P (Z]X)kQ (2)jPp(X)) ation setups for sample quality are provided in the expanded

Epsx Ep (zjx)[ logP (XjS,Z)] . (23) Vversion of this manuscript.
; . Qualitative evaluation for sample quality of colored-MNIST
Unsupervised Setup: . at the inferential adversary for two CLUB models, for different
max Erorx) Be zix) [P (X]2)] trade-offs between and , are depicted in Fig. 4. Five
( + ) Dk (P (ZjX)kQ (2)jPp(X)) scenarios are considered to investigate the adversary's beliefs
E E ‘ logP. (XiS.7 o4 about sensitive attribut8. S=; corresponds to the case in
Psx Ep @)l 10gP (XIS, 2)] . (24)  \nich the adversary recovexs without any assumption on the
(2) Train the Latent Space Discriminator. digit color; S = [1,1, 1] corresponds to a possible, probably
min  Ep,x) Ep (zjx)[ logD (Z)] meaningless, adversary's belief about sensitive attribute to
infer S from reconstructeX ; S =[1,0,0], S=[0,1,0], and
+Eq (zy[ log(@ D (2))]. (25 s=|0,0,1] correspond to different beliefs about the sensitive
(3) Train the Encoder and Prior Distribution Generator Advegitribute, i.e., the digit color, associated wited Greenand
sarially. Blue colors, respectively. The results show that the adversary
max Ep,x) Ep (zjx)[ logD (Z)] cannot revise his belief ab_oﬁi_ It means that the DVCLUB
: model learned representati@nindependent tcs.
+Eq (zp[ log(l D (2))]. (26) Fig. 5 depicts the information utility and information leak-
age curves for different trade-offs betweemnd , which are
Supervised Scenario: thattribute Class Discriminator .est|mate.d using .MINE [68]. '\Ne. observe that asncreases,
. ) i.e., the information complexity is reduced, both the informa-
D, (U) is updated as: : o . . .
tion utility and information leakage starts to reduce, especially
min Ep, [ logD: (U)] for small values of . This behavior is consistent with our ex-
+Eq [ log(1 D (g @))]. (7) pectations, as cpntributgs both to th_e informatiqn complexity
) ) , o I (X;Z) and information uncertaintV. (X j S,Z). We
Unsupervised Scenario: thésible Space Discriminator 55, see that the information leakage is further reduced when
D1 (X) is updated as: the dimension of the released representatfgni.e., d;, is
min - Epyx) [ logD; (X)] reduced. This forces the data owner to obtain a more succinct
' representation of the utility variable, removing any extra in-
*EBo @l log(t Di(g (2] (28 formation. Note that the digit color is independent of the digit
(5) Train the Prior Distribution Generator and Utility Decodepymbper. Therefore, as expected, we have an almost at curve
Adversarially. for the information leakagé(S; Z), invariant with respect to
max  Eq (z)[ log@ D: (g (2))]. (29) |, when the sensitive attribu®@is the digit color. That is, the

(4) Train the Output Space Discriminator.
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Fig. 4: Qualitative evaluation for sample quality at the inferential adversary for CLUB modelS)(REft Panel) and (PU)
(Right Panel) on Colored-MNIST, for different trade-offs betweeand

model aims to learn representatidn that captures relevantAlgorithm 1 Supervised DVCLUB training algorithm associ-
information about) (digit number), as the information aboutated with (P1S)

digit color is independent af . 1: Input: Training Datasetf (Un, Sn,Xn)Oh=1 ;
Hyper-Parameters:,
2., , ! Initialize Network Parameters
3: repeat
5.2. CelebA Experiments (1) Train the Encoder Utility Decoder, Uncertainty
o Decoder ( , ,

The experiments on CelebA dataset are depicted in Fig. é gimgﬁér'm}ba&%mé;mz’X[,r\”ﬁm -1 Po(X)Pu six

Fig. 7, and Fig. 8. We provide utility accuracy curves of theg Samplefbng’ .. Q (2)
test set of CelebA for (PE) and (P1U) in Fig. 6, where in  7: Computeky, = g (Bm,Sm), 8m 2 [M]
the supervised scenario it corresponds to recognition accurafly ~ Back-propagate loss:

curve of the utility attributdJ , while in the unsupervised sce- L(, )= 1 X logP (Um jzm)
nario it corresponds to MSE curve of the reconstructed utility M
data, i.e.,U = X. The results show that by increasing the (+ )0k P (Zmjxm)kQ (zm)
information complexity weight , i.e., by reducing information + logP: (Bmjsm,Zm)
complexity | . (X;Z), the recognition accuracy decreases (2) Train the Latent Space Discriminator
and MSE increases. We see similar behavior by increasir%;j Samp'efxmg“mﬂzl Po(X)

10 Samplefnmgm=1 N (0O,I)

the information leakage weight.

11 Computezn f (Xm),8m 2 [M]
Fig. 7 depicts the information leakage for different tradet2: Computeen g (Nm),8m 2 [M]
offs between and . In the supervised scenario, we observé®: Back- propagate loss:
that increasing the information leakage weightmay not L( )= (*) logD (zm)+log(l D (&m))
signi cantly reduce the information leakage. This behavior can Mo

be interpreted by possible correlation between the utility and (3) {raln t)hg d%g?ggrelgl?ﬂd Prior Distribution Generator
sensitive attributes. X Y

. . o . 14 SamplefxmgM-;,  Po(X)

Fig. 8 depicts the qualitative evaluation for sample qualitys: Samplefnmgh_, N (0,1)
of CelebA at the inferential adversary for two CLUB modelsl6: Computezy  f (Xm),8m 2 [M]
Computeen g (Nm),8m 2 [M]

Four scenarios are considered to investigate the adversg;y

beliefs about sensitive attribut8. S = S corresponds to

the case in which the adversary recovrswhen his belief LC . )=

coincides with the originab (i.e., S = [1,0] for man, and
=[0,1] for woman);S =1 S corresponds to the caseg

Back-propagate loss:
(+ )X
m=1

(4) Train the Attrlbute Class Discriminator !
Samplefun gm -1 Pu

logD (zm)+log(1 D (em))

in which the adversary recovek¥s when his belief coincides 20- Samplefnmg¥-;, N (0,1)

with the inverse of originaB; S = ; corresponds to the case2l: Computeen g (9 (Nm)), 8m 2 [M]

in which the adversary recovexs without any assumption on 22: Back-propagate loss:

the sensitive attribut&; S = [1, 1] corresponds to adversary's L(!) = Mi logD: (Uum) +log(l D; (em))

possible, probably meaningless, belief about sensitive attribute, m=1

to infer the sensitive attribut® from reconstructed . Gender ®) T[;gicnogheer P(rior %)iztéi\llo(;tsig?i&ﬁenerator and Utility

and emotion probabilities are computed and depicted undgr Samplefnmg?., N (0, |)y

each image. These probabilities show how accurately am Computeen g (g (Nm)),8m 2 [M]

adversary can revise his belief ab&tat different information 25 Back-propagate '0313 W

leakage weights and information complexity weights. L( ., )= VR log(1 D (em))
m=1

The training details and network architectures are provideg: yntil Convergence
in the expanded version of this manuscript. 27 return , , 0, !
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Fig. 5: Estimated information utility(U ; Z) (Left Panel) and information leakadéS; Z) (Right Panel) on Colored-MNIST
dataset using MINE, considering supervised scenarioPfor d, 2 f 8, 64g, settingP (Red= 3, P(Green= g, P(Blue)= .

Fig. 6: Recognition accuracy of the utility attribute for supervised CLUB model (P3$) (Left Panel) and Mean Square Error
(MSE) of reconstructedd X for unsupervised CLUB model (Pd) (Right Panel) on "Test' dataset of CelebA, considering
d; = 64, settingQ (Z)= N(O,lq,).

Fig. 7: Estimated information leakadfeS; Z) for CLUB models (P1S) (Left Panel) and (PU) (Right Panel) on "Test' dataset
of CelebA using MINE, considering, = 64, settingQ (Z) = N (0,1g,).

Fig. 8: Qualitative evaluation for sample quality at the inferential adversary for CLUB modelS)(fkft Panel) and (PL)
(Right Panel) on CelebA, for different trade-offs betweeand
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