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Résumeé

Aujourd'hui, la contrefacon et le piratage font partie des principaux problémes de la société
moderne. La contrefagon de médicaments, de produits alimentaires, de cosmétiques, de piéces
mécaniques et de marchandises en général présente des risques considérables pour le bien-étre
et la santé du public, pour les entreprises et la réputation de la valeur des marques. De
plus, de nombreuses technologies traditionnelles de lutte contre la contrefacon deviennent
rapidement obsolétes au vu de la rapidité des progreés technologiques qui o rent un large
éventail d'outils et d'applications modernes de haute technologie aux contrefacteurs tels que
les systémes modernes d'apprentissage automatique, les imprimantes et scanners numérigques
industriels de haute qualité. D'un autre cb6té, de nhombreuses nouvelles approches dans la
lutte contre la contrefacon apparaissent grace aux progrés des technologies mobiles modernes
et des algorithmes d'apprentissage automatique.

Dans les derniéres années, lesdes graphigues imprimablesnt attiré beaucoup d'attention
comme un lien entre le monde physique et le monde numérique, ce qui présente un grand
intérét pour l'internet des objets et les applications de protection des marques. La sécurité
des codes imprimables en termes de reproduction par des tiers non autorisés ou de clonabilité
reste largement inexplorée. A cet égard, cette Thése aborde un probléme de lutte contre la
contrefacon d'objets physiques et vise a étudier les aspects d'authenti cation et de résistances a
la copie illégale des codes graphiques imprimables modernes du point de vue de 'apprentissage
automatique. Une attention particuliére est accordée a une authenti cation able sur les
téléphones portables modernes qui o rent des possibilités sans précédent en matiére d'imagerie,
de calcul et de communication.

Puisque les codes graphiques imprimables sont déja utilisés dans la pratique pour la
protection de divers produits vitaux, nous ne pouvons pas étudier directement leur sécurité
pour éviter tout dommage éventuel a la sécurité de ces produits et de nuire aux activités des
entreprises prestataires de services. Pour ces raisons, nous considérons la sécurité des codes
graphiques imprimables en tant que telle en utilisant le principe de conception générique et
de détection des copies qui sous-tend les solutions commerciales. Toute similitude avec une
technologie existante serait plus une coincidence qu'un objectif ciblé. L'objectif principal est de
démontrer une approche générale applicable a la majorité des codes graphigues imprimables
congus avec des principes de modulation identiques plutét que d'étudier les aspects de
clonabilité et d'authenti cation de certains codes graphiques imprimables particuliers.
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Dans le méme temps, la plupart des technologies modernes de détection des copies
e ectuent la détection des contrefacons sur la base d'une authenti cation par apprentissage
automatique qui est une sous-classe du probléme général de classi cation multi-classes.
Toutefois, les récentes découvertes ont révélé la vulnérabilité des techniques de classi cation
basées sur des méthodes classiques telles que les machines a vecteurs de support et méme les
classi cateurs d'apprentissage profond. Un adversaire actif peut créer diverses permutations
de données, connues sous le nomeXemples adversesa n de tromper la abilité de la
décision de classi cation. Ces exemples adverses peuvent étre utilisés contre les systéemes de
classi cation numériques et physiques.

Pour cette raison, dans cette These, une attention particuliere est accordée a la classi ca-
tion able dans les mondes numérique et physique dans les hypothése d'un jeu de données
restreint et en présence d'exemples adverses cherchant a tromper le systéme.

Pour combattre les exemples adverses, la Thése propose un mécanisme de défense multi-
canal basé sur une randomisation avec une clé dans un domaine de transformation spé-
cial. La randomisation basée sur la transformation avec une clé partagée entre les étapes
d'entrainement et d'inférence préserve les gradients dans les sous-espaces dé nis par la
clé pour le défenseur. En méme temps, il empéche la propagation inverse du gradient et
la création de systemes de contournement pour l'attaquant. Un avantage supplémentaire
de la randomisation multi-canaux est I'agrégation qui fusionne les sorties soft de tous les
canaux, augmentant ainsi la abilité du score nal. Le partage d'une clé secréte crée un
avantage informationnel pour le défenseur par rapport a l'attaquant, a l'instar des techniques
cryptographiques. L'évaluation expérimentale démontre une robustesse accrue de la méthode
proposée face a certaines des meilleures attaques connues aujourd'hui.

Le mangue de données d'entrainement labellisées, considéré comme anabiguité préalable
joue aussi un rble important. Le probléme du manque de données d'entrainement labellisées
est étudié du point de vue de la classi cation semi-supervisée basée sur le principe du goulot
d'étranglement de l'information avec une décomposition variationnelle. A n de comprendre
plus profondément le role et I'impact des di érents éléments du goulot d'étranglement de
I'information variationnelle sur la précision de la classi cation, deux types de distributions
cibles sur I'espace latent du classi cateur sont étudiées, a savoir des distributions choisies a
priori ou apprises pendant I'entrainement. La Thése étudie comment les paramétres du cadre
proposé in uencent les performances du classi cateur et démontre que les résultats obtenus
avec ce systéme sont comparables aux meilleures résultats dans la littérature d'aujourd'hui
et approchent méme les performances d'une classi cation complétement supervisée.

En n, les méthodes proposées sont étudiées pour l'authenti cation de codes imprimés
industriellement en utilisant des téléphones portables comme dispositif d'authenti cation
dans le cadre d'attaques par clonabilité via des techniques de reproduction manuelles ainsi
gue via des techniques d'apprentissage automatique.



Abstract

Nowadays, counterfeiting and piracy are among the main problems for modern society.
Counterfeiting of medication, food, cosmetics, mechanical parts and goods in general poses
tremendous risks to public welfare and health, businesses and brand value reputation. Along
with the fact that many traditional anti-counterfeiting technologies become quickly obsolete

in view of the rapid technological progress that o ers a wide range of modern high-tech
tools and applications to the counterfeiters such as modern machine learning systems, high
quality digital industrial printers and scanners. On the other hand, many new approaches to
anti-counterfeiting appear thanks to the advancement of modern mobile technologies and
machine learning algorithms.

In the recent years, the printable graphical codesattracted a lot of attention as a link
between the physical and digital worlds, which is of great interest for the internet of things
and brand protection applications. However, the security of printable codes in terms of
their reproducibility by unauthorized parties or clonability remains largely unexplored. In
this respect this Thesis addresses a problem of anti-counterfeiting of physical objects and
aims at investigating the authentication aspects and the resistances to illegal copying of the
modern printable graphical codes from machine learning perspectives. A special attention
is paid to a reliable authentication on the modern mobile phones that o er unprecedented
imaging, computation and communication possibilities, thus moving object authentication
from specialized authorities closer to end consumers.

Since the printable graphical codes are in practical usage already for the protection of
various life-critical products, we cannot consider their security directly to avoid any possible
damage of the security of products and harm to the businesses of service providing companies.
For these reasons, we consider the security of printable graphical codes as such using generic
design and copy detection principle behind the commercial solutions. In this way, a similarity
with some existing technology is rather a coincidence than a targeted objective. Thus, the
main goal is to demonstrate a general approach applicable to the majority of printable
graphical codes designed with identical modulation principles rather than to investigate the
clonability and authentication aspects of some particular printable graphical codes.

At the same time, most of modern copy detection technologies perform the detection of
fakes based on a machine learning authentication that is a sub-class of general multi-class
classi cation problem. However, the recent ndings revealed vulnerability of classi cation
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techniques based on classical methods such as support vector machines and even deep learning
classi ers. An active adversary can create various permutations to data known asdversarial
examplestargeting to trick the reliability of classi cation decision. These adversarial examples

can be used against both digital and physical classi cation systems.

For this reason, in this Thesis, a particular attention is paid to the reliable classi cation
in both digital and physical worlds under prior ambiguity that is related to both the lack of
the labeled training data and the occurrence of the adversarial examples and their particular
design and objectives behind.

To combat the adversarial examples this Thesis proposes a multi-channel defense mech-
anism based on a key-based randomization in a special transform domain. The transform
based randomization with a key shared between the training and inference stages preserves
the gradients in key-de ned sub-spaces for the defender. At the same time, it prevents the
gradient back propagation and the creation of various bypass systems for the attacker. An
additional bene t of multi-channel randomization is the aggregation that fuses soft-outputs
from all channels, thus increasing the reliability of the nal score. The sharing of a secret key
creates an information advantage to the defender over the attacker similar to cryptographic
techniques. Experimental evaluation demonstrates an increased robustness of the proposed
method to a number of known state-of-the-art attacks.

Not less important is a lack of labeled training data that can be also casted as arior
ambiguity. The problem of the lack of labeled training data is studied from the perspective
of semi-supervised classi cation based on thenformation bottleneck formulation with a
variational decomposition. To deeper understand the role and impact of di erent elements of
variational information bottleneck on the classi cation accuracy, two types of priors on the
latent space of classi er, namely,hand-crafted and learnable priors, are investigated. This
Thesis studies how the parameters of the proposed framework in uence the performance of
classi er and demonstrates how the proposed framework compares to the state-of-the-art
methods and approaches the performance of fully supervised classi cation.

Finally, the proposed methods are investigated on the authentication of industrially
printed codes using mobile phones as an authentication device under hand-crafted and
machine learning based clonability attacks.
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Chapter 1

Introduction

Counterfeiting and piracy are among the main negative factors a ecting the modern economy
and security. Counterfeiting is not a new phenomenon. While the counterfeiting of banknotes
and valuable documents was the primary focus of counterfeiters for centuries, nowadays, the
counterfeiting expands to encompass almost all production sectors. There are evidences that
counterfeited products can be found everywhere from banknotes and forged documents such
as IDs, diplomas, certi cates, etc., food, medication to luxury and art objects. The presence
of counterfeited products has a number of consequences for both legitimate brands and their
consumers. While brands loose revenue and customer trust, consumers are simultaneously
nding themselves out of pocket and saddled with sub-quality goods. Beyond this, there
are also far wider-reaching consequences, such as health and safety issues, especially as
a consequence of buying medical products, life-care and babies' products, cosmetics and
electronics that are fake. This is due to the use of sub-par materials and the lack of observed
safety standards during manufacturing. The pharmaceutical industry is increasingly harmed
by counterfeited drugs that pose a serious threat to patient safety. The COVID-19 crisis
pointed out the dangers posed by the global trade of counterfeited masks and vaccines.

In 2019, the Organisation for Economic Co-operation and Development(OECD) reported
that in 2016 the volume of international trade in counterfeited and pirated products reached
up to 3.3 % of world trade (about 509 billion USD) [3]. In 2013, the OECD estimated
that up to 2.5 % of world trade was in counterfeit and pirated goods (about 461 billion
USD). A study of the situation in the European Union (EU) shows that in 2016 the import
of counterfeited and pirated products into the EU was about 121 billion EUR (134 billion
USD), which represents up to 6.8 % of EU imports, against 5 % of EU imports in 2013
[3]. These results clearly show that the global counterfeiting and piracy progress rapidly,
thus representing considerable and unprecedented risks and damages at all levels of states,
companies and ordinary people.

Without loss of generality, it is possible to determine two main categories of fakes:
() forgeries and (ii) counterfeits. Forgery (or tampering) is a process of manipulating
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or altering of an original object or document. Counterfeiting is a process of making or
creating an unauthorized imitation of a genuine article. The combating of counterfeits by an
authentication of physical objects is the main research problem of the current work. Although,
the anti-forgeries technologies are out of scope of this work, the considered approaches might
be applied to some extent to the forgeries too.

Historically, physical objects protection against counterfeiting is based on physical features
being di cult to duplicate, copy or clone. From this perspective, the authentication, as an
integral part of the anti-counterfeiting process, is considered as a process of authenticity
veri cation of overt, covert or forensic features present or added to the object that allow to
verify it as genuine. In this work, we mainly focus on the features extracted from images
captured from physical objects using cameras of mobile phones.

At the same time, the authentication represents a binary classi cation problem, which
in turn belongs to a class of more general multi-class classi cation technologies. Due to the
advancement of deep learning technologies, the modern methods of classi cation are mainly
based on deep learning architectures. The main progress in deep learning is reported in
image processing and computer vision applications that deal with digital data. However,
despite very impressive results these technologies demonstrate high vulnerability in face of
meticulously tampered samples known as adversarial examples that trick the decision of
classi er. Therefore, the robustness of classi ers in the authentication of physical objects
yet withstanding the adversarial examples in physical and digital forms represents a great
theoretical interest and is of central practical importance.

That is why in this work, we consider both security features that can be used for the
robust and reliable authentication based on corresponding classi ers.

1.1 Anti-counterfeit technologies

Rapid technological advancement o ers the counterfeiters a wide range of tools and algorithms
such as high quality printers, scanners, image processing and modern machine learning, etc.
At the same time, the technological innovations are used not only by the counterfeiters. The
arsenal of modern anti-counterfeiting means is also broad and includes technologies such as
RFID [4], NFC tags [5], holograms B, 7], special printing materials and techniques 8, 9],
material signatures [LO, 11], etc., that all together can be used to protect and authenticate
genuine products L2, 13]. However, some of these technologies are based on propriatory
principles and might be even obsolete.

In our study, we mainly focus on the protection and authentication of packaging as an
integral part of object manufacturing, shipment, distribution and consumption.

Without loss of generality, it is possible to split the existing anti-counterfeit technologies
into three main categories: (i) authentication technologies (classical),(ii) track and trace
technologies and(iii) physical unclonable functions. In each category, there exists a large
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Fig. 1.1 Examples of anti-counterfeit technologies.

variety of technologies. Not pretending to be exhaustive, here are some examples of the most
well-known and widely used technologies for each category.

1.1.1 Authentication technologies (classical)

Security Inks and Dyes

Security inks and dyes are widely used in the authentication of banknotes and valuable
documents. The ink based security features are popular in consumer packaging as well.
Such technologies are most suitable for the packaging, where an artwork contains a lot
of graphical elements. The authentication is performed under a special illumination.
Secure properties of ink or dye are revealed as shown in Fig. 1.1(a). The pros and cons
of security inks and dyes are:

Pros: dicult and yet expensive for copying; un-removable from an object;

thttps://www.ledgerinsights.com/scantrust-anti-counterfeit-blockchain
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Cons: considerably increase the products' cost; require user education; might
require special manufacturing pipelines; special light and equipment for validation.

Holograms

Holograms create an illusion of a three-dimensional image or a "dynamic" image. When
observed under di erent angles, a hologram might reveal di erent images. An example
of a hologram is given in Fig. 1.1(b). Holograms can combine several-layer security
features. During the last years, the technology of the hologram production became
more available for the counterfeiters too. The authentication procedure is generally
based on the end customer perception whether a hologram is on a product and if
yes, what is the quality of this hologram. Being intuitively simple, such a procedure
assumes that the veri er should be well informed about the security features of a
hologram under the inspection. Given a huge number of objects and holograms, it is
di cult and unfeasible to train all end customer about these features. At the same
time, an automatic authentication of holograms is not a trivial task and we are not
aware about any industrial solution for the automatic hologram veri cation on mobile
phones. Finally, the cost of holograms for mass markets is still high. Thus, in summary:

Pros: dicult to copy; do not require special equipment for validation;

Cons: become relatively easy to clone for counterfeiters, require user's awareness;
increase the product cost and require additional manufacturing modi cation; no
automatic authentication.

Labels

Labels are typically used in addition to other security technologies. They can be
incorporated into a packaging design or as a standalone label applied to a nished
product. An example of label is illustrated in Fig. 1.1(c). In summary:

Pros: easy to manufacture and deploy; relatively cheap;

Cons: can be removed and counterfeited; change manufacturing process.

1.1.2 Track and trace technologies

" RFID or Chip Based Solutions

RFID might be considered as the next level of evolution in anti-counterfeiting technolo-
gies allowing machine readable authentication. An example of a RFID chip is shown
in Fig. 1.1(d). Potentially, the chip based solutions allow to verify a location in real
time, to communicate with other containers in near proximity, to report on potential
improper storage or an attempt of product damage or opening, etc. Software advances
are making these solutions more attainable. RFID also allow contactless reading.
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Pros: contactless reading; scanning is done by xed readers and without human
involvement, which minimizes the possibility of error; smart technologies might
provide other tracking bene ts;

Cons: require heavy infrastructure; do not work when goods are in transit,
especially when there are multiple modes of transportation involved; in an open
access, may operate in unknown or untrusted environments; exposed to attacks;
expensive for massive usage.

A~

Serialization

The use of 1D and 2D codes allows to encode and store a considerable amount of
information directly on a physical object. An example of a 2D bar code is shown
in Fig. 1.1(e). The modern mobile apps allow consumers or brand owners to scan
and authenticate codes quickly and reliably. The serialized products can be linked
to corresponding records in service providing datasets. More recently, the serialized
products are also registered to blockchains. Altogether, it creates an option of object
tracking and tracing from the moment of its manufacturing till the nal consumption
and even recycling. Being, at the same time, a very attractive solution, the serialization
based on printed or engraved 1D or 2D codes is known to be vulnerable to a simple
copying or even regeneration due to high robustness of 1D and 2D codes. Therefore, in
summary:

Pros: carry out a lot of information about a product in a compact form; easily
authenticated by manufacturer and consumer; might be integrated into blockchain
solutions; cheap; can be reproduced at the packaging production time;

Cons: easy clonable even by non-experienced counterfeiters; sometimes an artwork
design does not allow to use codes for various aesthetic or standardization reasons.

1.1.3 Physical unclonable functions (PUFs)

Natural randomness

The natural randomness of microstructure of physical objects or substrate is considered
as a unique and non-clonable signature of substratelp 17]. An example of paper
microstructure image is shown in Fig. 1.1(f). Natural randomness is gaining more
popularity thanks to the increase of imaging capacity of modern mobile phones. The
pros and cons of natural randomness are:

Pros: unclonable; cheap in enrollment; does not require manufacturing pipeline
change; does not require modi cation of physical objects;

Cons: the veri cation process is quite sensitive to the illumination; additional
synchronization features might be needed.
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A~

Printing process randomness

The main idea behind printing process randomness is based on the absence of a
mathematical model describing the interaction between the printing inks and substrate.

In this respect, unique properties of printed artworks result from stochasticity of printing
process 14, 18, 19 as shown in Fig. 1.1(g). The main features of printing randomness
are:

Pros: unclonable; cheap in production; is created directly in a process of printing;

Cons: faces the same problems as the natural randomness: sensitivity to the
acquisition conditions and the need of high resolution camera or scanner for the
veri cation; a need of accurate synchronization.

Copy detection patterns

The copy detection patterns are based on the printing of modulated or unmodulated sets
of dots that undergo a dot gain e ect during printing. The veri cation process is based
on the so-called information loss principle: each time the pattern is printed or scanned
some information is lost about the original digital template. Quite often, copy detection
patterns are integrated into the traditional 2D codes, like for example Quick Response
(QR) codes PQ] or DataMatrix codes [21] as shown in Fig. 1.1(h). Codes obtained in
such a way are referred to arintable Graphical Codes (PGC). It is assumed that the
distortions introduced during the printing are random and non-invertible due to the
dot gain. However, recently, it was shown that the digital template could be e ciently
estimated using the modern machine learning algorithms [22, 23]. In summary:

Pros: easily authenticated by the manufacturer and consumer; cheap; compatible
with 2D codes;

Cons: under certain conditions might be clonable using modern machine learning
algorithms.

1.2 Security of PGC

Despite a huge diversity of anti-counterfeiting methods, all of them have their own advantages
and drawbacks. Taking into account the cost, scalability, omnipresence and the recent
interests of security industry to PGC, we choose PGC as an attractive solution to the
anti-counterfeiting problem. At the same time, the security analysis of PGC remains a
little studied problem. Therefore, the current work is dedicated to the investigation of PGC
security in view of its robustness to the counterfeiting of physical objects.

The general life cycle of PGC is shown in Fig. 1.2. It starts from the printing Py of
specially designed digital templatesft;gM, by a manufacturer (hereinafter referred to as the
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Fig. 1.2 The general scheme of PGC life cycle. The defender-veri er pair is playing against
active adversary, i.e., attacker, trying to trick the classi er decision of veri er. Py4-, denotes
the printing by a defender/attacker. A,-, means an acquisition by a attacker/veri er. t
corresponds to the original digital template. Xs is a corresponding printed physical original
code, while x is a digitized original code. fs and f denotes the printed physical and
corresponding digitized fake codes respectivelyys stands for a physical code from the
public domain that might be either original xs or fake fg, while y denotes the corresponding
digitized codes. The classi er might produce either hard decision 0/1 (fake/original) or soft
one ranging from 0 to 1.

defender), where M denotes the number of objects. The printed code$xs g™, are going to
a public domain. The counterfeiter (hereinafter referred to as theattacker) having access
to these publicly available codes can produce di erent types of falsi cated coded f g:\ifl
(hereinafter referred to asfakes.

The fundamental goals and used instruments of the fakes' production are very diverse.
For example, some approaches aim at estimating the parameters of protection elements, like,
for example, the secret key(s), parameters of copy detection patterns or embedded secret
information. The others aim at direct estimation the digital templates of copy detection
patterns from the printed counterparts. In [24] the authors formulate a validation task as a
statistical problem and solve this problem by using ipping probabilities and morphological
Itering. A blind channel estimation and symbol detection algorithm are proposed in [25].
The authors assume that the received signal is modeled as a hidden Markov chain and propose
a version of the forward-backward algorithm to estimate the marginal posterior probability.
They show that, when the code structure is taken into account, the estimation of the marginal
posterior probability is easier and more accurate. In 26] the authors apply so-called smart
attack scenario, where they try to estimate the digital template by evaluating the inverse
print & scan model parameters. The approximation of the inverse model is considered as a
high-pass linear ltering. In [ 27] the attacker tries to estimate the original digital template
by assuming to have collected several printed realizations of the same original template,
which can be quite often practical scenario. Not less important scenario is an estimation
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Fig. 1.3 Scope of Thesis addressing adversarial examples in digital world and fakes in physical
world. The classi ers in both cases should be robust to adversarial examples and fakes.

of used printer & scanner devices. The role of proper estimation of print & scan model is
investigated, for example, in [26, 28].

Without loss of generality, it is possible to split the fake generation attacks into two main
categories:

Hand-crafted (HC) attacks that are based on the experience and know-how of the
attacker.

Machine learning (ML) attacks that provide more powerful tools and gain more
popularity in recent decades due to the rapid development of deep learning models
[22, 23, 29, 30]. The ML attacks are based on datét;;x; g'-; available for training.

The produced fakes f 5 g:\ifl (Mt M) are distributed in the public domain. A veri cation
consists in the digitization A, of the codesys from the public domain (using scanner, some
special reader or modern mobile phone) and their authentication through a classi er that
can produce either a hard decision 0 or 1 (fake/authentic) or a soft one ranging from 0 to 1.

1.3 Scope of thesis

In the scope of this Thesis we address the problem of adversarially robust classi cation in
the digital and physical worlds (Fig. 1.3).

Digital world

Besides a huge variability of di erent factors that impact the reliability and accuracy of the
classi cation in digital world, in general, it is possible to highlight two important factors: (i)
adversarial robustness of classi er by itself and(ii) the amount and quality of the training
data available for both attacker and veri er.

Adversarially robust classi cation: In recent years, classi cation techniques based on
deep neural networks (DNN) are widely used in many elds such as computer vision, natural
language processing, self-driving cars, etc. However, the vulnerability of DNN-based classi ca-
tion systems to the adversarial attacks[31] questions their usage in many critical applications.
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The development of robust DNN-based classi ers is a critical point for future deployment
of these methods. Not less important issue is the understanding of the mechanisms behind
this vulnerability. Moreover, it is not completely clear how to link the machine learning with
cryptography to create an information advantage of the defender over the attacker. In this
respect, in this Thesis, we consider a key-based diversi ed aggregation (KDA) mechanism as
a defense strategy in a gray- and black-box scenario. The KDA assumes that the attacker (i)
knows the architecture of classi er and the used defense strategy, (ii) has an access to the
training dataset but (iii) does not know the secret key and does not have an access to the
internal states of the system. The robustness of the system to adversarial attacks is achieved
by a specially designed key-based randomization. The proposed randomization prevents
the gradients' back propagation and restricts the attacker to create a "bypass" system. The
randomization is performed simultaneously in several channels. Each channel introduces its
own randomization in a special transform domain. The sharing of a secret key between the
training and test stages creates an information advantage to the defender over the attacker.
Finally, the aggregation of soft outputs from each channel stabilizes the results and increases
the reliability of the nal score.

Training data:  The deep supervised classi ers demonstrate an impressive performance,
when the amount of labeled data is su cient. However, their performance signi cantly
deteriorates with the decrease of the number of labeled samples. Recently, semi-supervised
classi ers based on deep generative models such as VAE (M1+M233p], AAE [33], CatGAN
[34], etc., along with several other approaches based on multi-view and contrastive metrics
[35, 36] are considered as a solution to the addressed problem. Besides the remarkable
reported results, the information-theoretic analysis of semi-supervised classi ers based on
the generative models and the role of di erent priors aiming to ful Il a gap in the lack of
labeled data remain little studied. In this respect, in this Thesis we study the information
bottleneck (IB) framework for semi-supervised classi cation with several families of priors
on latent space representation. A variational decomposition of mutual information terms

of IB is applied and an analysis of several regularizers is performed using this variational
decomposition.

Another important issue related to the training data is a question of the quality of training
data, both labeled and unlabeled, that is quite often neglected in many classi cation tasks
but that plays an important role, when it comes to combat the counterfeiting. In this respect,
the issue of the training data quality is addressed in the current Thesis from the point of view
of supervised classi cation. The impact of the di erent types of fakes on the authentication
accuracy of PGC is investigated with respect to the several types of HC fakes produced in
this Thesis.
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Physical world

In the case of physical world, we investigate the security of PGC considering the entire
chain from digital template generation, printing and acquisition to veri cation. Fig. 1.3(b)
shows the setup under analysis. This setup bears certain similarity with the classi cation
under active adversary producing the adversarial examples in the digital world as shown in
Fig. 1.3(a). At the same time, the classi cation problem in the physical world has several
particularities. First, the general multi-class classi cation problem considered in the digital
world reduces to a binary classi cation, also known as an authentication. The binary classi er
outputs a score of binary decision in a favor of authentic or fake sample. Accordingly, the
role of active adversary, also known as a counterfeiter, is to either reproduce PGC as close as
possible to the printed authentic one via the HC or ML based attacks considered in Section
1.2 or to create a code that does not repeat the printed code one-to-one but instead contains
some modi cations similar to the adversary examples in the digital world aiming at triggering
the decision of the binary classi er.

Considering the entire life cycle of PGC as shown in Fig. 1.2, in the scope of this Thesis,
we address the impact of di erent factors on the robustness of authentication classi er on
the side of:

Defender:

impact of the PGC design, i.e., its structure and size of modulation symbols from
which the code is constructed, on the classi cation/authentication accuracy versus
clonability under HC and ML-based attacks;

impact of printing technology and its parameters by considering two types of laser
and two types of inkjet desktop printers and one industrial digital modern printer
such as HP Indigo and resolution of printing;

impact of substrates on which the codes are printed that all together determinate
the quality of reproduced codes.

Attacker:

HC attacks covering two approaches:

- HC attacks based on copy machines with integral processing enabling to
reduce the dot gain e ect of authentic printing;

- HC attacks based on an estimation of original digital templates from the
printed counterparts based on the image processing that does not require
training data besides the general knowledge about the code design and used
printing technology;
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ML attacks implemented on the knowledge of digital and printed training examples
ftj;X; ng=1 for the training of corresponding deep mapper providing an estimation
of digital templates for new unseen at training printed codes.

Veri er:

impact of acquisition device and its imaging parameters such as a model of used
mobile phone, the sensor optic and focusing interval or external light, imaging
from xed system or from hand, settings such as ISO, shutter time, RAW format
or YUV/RGB, demosaicing and compression;

impact of authentication with knowledge of only digital template, physical scan of
code or both of them;

impact of knowledge of fakes at the training of classi er by considering a supervised
classi er, semi-supervised or completely unsupervised classi cation in a form of
one-class classi er.

The above factors are considered as a game between two parties: defender-veri er versus
active attacker. Thus, defender can optimize the design of code, target at selection of a
appropriate printer and substrate while the veri er should be interested in ensuring an
appropriate imaging conditions and proper classi cation. As opposed to that, the attacker
tries to produce such fakes that trick the decision of classi er.

The attacker has one important advantage over the veri er in terms of the quality of
imaging acquisition and conditions at the moment of code acquisition. The attacker can use
high quality scanner to produce the best estimation of codes. In contrast, the quality of
imaging devices of the veri er is considerably lower. The resolution of mediocre mobile phone
camera corresponds to approximately 1000 ppi while the attacker can scan with 2400 ppi
and higher. The light and stability of image taking are also in the advantage of the attacker.

Therefore, the defender should design such a code-printer-substrate "system" to prevent
the attacker from the reproducing of the original code but yet ensuring that the veri er can
still valuably distinguish the original prints from the fakes under the considered limitations
of imaging equipment. In this respect, the role of adversarially robust classi cation oper-
ating under the lack of knowledge of possible fakes is very important for the whole system
performance.

Up to our best knowledge, these aspects have not been investigated in the prior art
publications and we report the rst attempt of their systematic analysis in this work.

1.4 Thesis outline

Taking into account the outstanding performance and remarkable achievements of the DNN
systems in many applications and the high quality of fakes that are not distinguishable from
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the originals by the naked eye, the use of the DNN based classi ers represents an obvious
interest. At the same time, recently it has been shown that the DNN systems are vulnerable
to adversarial attacks [31]. The development of a robust DNN-based classi ers is an important
challenge on a way to combat the counterfeiting. In this respect, in Chapter 2, the robust
classi cation problem in presence of adversarial examples is considered from the perspective
of general classi cation of natural images to avoid the decisions biased by the speci city
of the used PGC. The key-based randomized diversi cation mechanism is proposed as a
defense strategy in the multi-channel architecture with the aggregation of classi ers' scores.
It is important to remark that the proposed approach is "compliant” with the cryptographic
principles, when the defender has an information advantage over the attacker expressed via
the knowledge of the secret key(s) shared between the training and inference stages.

Besides being vulnerable to the adversarial attacks the classical DNN based supervised
classi ers have another problem, namely, they demonstrate an impressive performance when
the amount of labeled data is big, however, their performance signi cantly deteriorates
with the decrease of the number of labeled samples. In practice, despite the availability
of a big amount of unlabeled data, the labeling procedure usually is quite expensive, time
consuming and not always feasible. In this respect, Chapter 3 aims at investigating the
possibilities of the semi-supervised classi cation that is analyzed from the IB point of view.
To compensate the lack of labeled data in the semi-supervised setting, two models of latent
space regularization via hand-crafted and learnable priors are considered. Special attention is
paid to how the proposed framework compares to the state-of-the-art methods and approaches
the performance of fully supervised classi cation.

Chapter 4 is dedicated to the study of the authentication and copy detection aspects
of PGC from the perspective of HC and ML attacks. Taking into account the complexity
and multifaceted nature of the raised problem, the study progresses from simple to more
complex tasks. It departs from the investigation of the performance of the base-line supervised
classi cation with respect to the typical HC copy attacks. A particular attention is given to
study the impact of the quality of data available for the training on the nal authentication
accuracy. The supervised classi cation is considered as an ideal and base-line scenario. In
practice, it is quite di cult to predict in advance what kind of fakes might be produced by
the attacker. Moreover, it is also known that a classi er trained in a fully supervised way on
original and fakes produced by some attacks, generally demonstrates very poor performance
in face of new unseen fakes. In this respect, a special attention is given to the study of
the one-class classi cation scenario, where the authentication model is trained only on the
original data disregarding the potential fakes. The clonability aspects of PGC are studied
from the side of the attacker under investigation of impact of the used printing and scanning
equipment and the role of the size of basic elements (symbols) in copy detection patterns.
The authentication accuracy with respect to the high quality ML copy fakes is considered
from the point of view of fully supervised and one-class classi cation tasks.
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Finally, Chapter 5 summarizes the contributions and accomplishments of this Thesis and
discusses future research directions.

1.5

Contributions

The contributions and achievements of this Thesis can be summarized, as follows:

Chapter 2

Introduces a new multi-channel classi cation architecture with the KDA mechanism as
an universal defense strategy against the gradient and non-gradient based gray and
black-box adversarial attacks.

Investigates and demonstrates the high e ciency of the proposed defense strategy
against the well-known gradient and non-gradient based adversarial attacks.

Chapter 3

Proposes a new formulation of IB for the semi-supervised classi cation and by using a
variational decomposition converts it into a practically tractable setup with learnable
parameters.

Develops the variational IB for two classes of hand-crafted and learnable priors on the
latent space of classi er and shows its link to the state-of-the-art unsupervised and
semi-supervised methods.

Investigates the role of the priors and di erent regularizers in the classi cation, latent
and reconstruction spaces for the same xed architecture under the di erent amount of
labeled data available for training.

Chapter 4

A~

Introduces three new datasets of PGC, two of which are made on the industrial printing
equipment and one of which, in addition, is based on the mobile phone acquisition.

Investigates the authentication aspects of PGC with respect to the typical HC copy
fakes in fully supervised multi-class and one-class classi cation setups.

Studies the authentication aspects of PGC with respect to the high quality ML copy
fakes in fully supervised multi-class and one-class classi cation setups.

Investigates the in uence of di erent factors on the quality and accuracy of produced
ML fakes, among which are the impact of the printing equipment and the role of size
of the basic elements (symbols) used in the copy detection patterns.






Chapter 2

Adversarially robust classi cation

The robustness of classi ers is an important problem for many security applications. At
the same time, this problem is also raised in many others elds like, for examples, natural
language processing or self-driving cars. This problem is not less important in the eld of
counterfeiting addressed in the current Thesis. To avoid the decisions biased by the speci city
of CDP chosen for the investigation in current work, the problem of a robust classi cation is
considered from the perspective of general classi cation of natural images. In this way, the
rich statistics of natural images allow to investigate the generic principles of defenses against
adversarial attacks as well as to perform a fair benchmarking with other proposed solutions.
The results presented in this Chapter have been published in [37].

Notations

The small bold letters x are used to denote a signal that can be represented in 1D, 2D or 3D
format. denotes a classi er with parameters , ¢ is used to denote a class labely is a soft
output of the classier , where ¢ corresponds to the maximum value iny, corresponds to
the adversarial perturbation, ¢ means the defender's perturbation.

2.1 Introduction

The advent of deep learning techniques38] has stimulated the deployment of machine learning
in many applications. The DNNs have been applied to solve a wide range of problems in
image classi cation [39, 40], object detection [41, 42], face recognition @3, 44] image caption
[45, 46], natural language processing47, 48], speech recognition 49, 50|, drones and robotics
[51, 52|, malware detection B3, 54], etc., and more science and discovery related elds, such
as drug composition analysis $5], brain circuit reconstruction [ 56], DNA mutation impact
analysis [57], etc.
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Fig. 2.1 The information access diagram: the defender has an access to the training data and
secret shared between the training and test stages while the attacker has only access to the
shared training dataset and can observe the output decision of the classi er.

Despite the outstanding performance and remarkable achievements, the DNN systems
have recently shown to be vulnerable toadversarial attacks[31]. These adversarial attacks
aim at tricking a decision of the DNN with high con dence during test time by introducing
carefully designed perturbations to a chosen target image. These perturbations are usually
guite small in magnitude and almost imperceptible to human vision system that makes them
almost universal and yet very dangerous. At the same time, such attacks can cause a neural
network to produce an erroneous decision about the signal or image. Even worse, the attacked
models report high con dence on the produced wrong classi cation and it is di cult if not
impossible to distinguish it from those obtained on the original data. Moreover, the same
added perturbation can fool multiple network models with similar or di erent architectures
trained for the same task p8]. Additionally, Kurakin et al. [59] have proven that adversarial
examples also exist in physical-world scenarios. This weakness has become a major security
concern and seriously questions the usage of the DNN based systems in many security- and
trust-sensitive applications.

The serious implications caused by the adversarial attacks triggered a wide interest of
researchers to investigate defenses for deep learning models. In recent years, various defense
strategies and countermeasures to protect the DNN against adversarial attacks were proposed
[60 62]. However, the growing number of defenses leads to a natural invention of new and
even more universal attacks. The diversity of discovered adversarial attacks is quite broad
but without loss of generality one can cluster all these attacks into three large groupsg3, 64:
(1) white-box attacks, (2) gray-box attacks and (3) black-box attacks The white-box attacks
assume that the attacker has a full access to the trained model and training data. Despite a
big popularity of this group of attacks, their applicability to real-life systems is questionable
due to the fact that most real-world systems do not release their internal con gurations
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Fig. 2.2 Classi er training: a traditional classi er has an access to training data samples
fxi;c oM, generated fromPp(x). The classier learns a set of parameters to output a
decisione2 f 1;:::;; Mg or to reject an input (?).

and/or trained parameters. The reason behind the usage of this group of attacks is to be
compliant with cryptographic principles stating that "a secure system" should assume public
knowledge of the algorithm. However, this principle does not completely apply here since the
defender does not use any secret key. In fact, both the defender and attacker share the same
training datasets. Thus, the defender has no information advantage over the attacker.

The gray and black-boxscenarios are more suited to real-life applications. Theayray-box
attacks assume that the attacker has certain knowledge about the trained model but there
exist some secret unknown elements to the attacker or access to the intermediate results is
limited. The back-boxattack scenario assumes that the attacker only observes the system
output to each input without any knowledge about used architecture or possibility to observe
the internal states.

In this work, we consider an image classi cation problem that aims at investigating a new
family of defense strategies inspired by the second Kerckho s's cryptographic principlegd]
that can be applied to both gradient and non-gradient based adversarial attacks ingray and
black-boxscenarios. It is named aKey based Diversi ed Aggregation(KDA). The main idea
behind the proposed approach is to create an information advantage of the defender over the
attacker. The generalized information access diagram of the proposed system is illustrated in
Fig. 2.1. The defender has an access to both training data and secret shared between the
training and test stages. It is assumed that the attacker can only access the training data and
can observe the decision of the classi er. The defender can combine the data and the secret
in various ways like, for example, by adding secret key based random noise, by projecting the
input onto the random basis vectors generated from the secrete key, via key-driven random
cropping or a ne transformations, etc. However, since in general case, such perturbations
might lead to the classi cation performance drop, one can create a redundancy by applying
these perturbations many times to the input thus creating multi-channel processing. In
this way, the classi cation process is diversi ed in L channels possessing its own regular
perturbation. Since the introduced perturbations are known to the defender, the classi er
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, in each channell; 1 | L, is trained only for the certain defender's perturbation.
To reduce a possible negative e ect of perturbation that might lead to the information loss
in general, the soft outputs of the classi ers in the multi-channel system are aggregated.
The nal decision is communicated to the output of the system in the form of class label
¢2f1;2, ;Mcg, whereM¢ is the number of classes. At the test stage, the defender has
both a probe x and the secret key while the attacker has only the training set. The attacker
can produce an adversarial example®® and observe the decision output of systent or a
rejection. Since the attacker does not have a direct access to the defender's perturbation
that is characterized by a su cient entropy, the only possibility is to increase the number
of adversarial tests to be performed according to the observable output. This makes the
adversarial attacks less e cient against this system and more complex.

The proposed method provides the following advantages for the defender over the attacker:

The use of the secret key creates an information advantage for the defender over the
attacker.

The multi-channel system increases the computational burden of the attacker over the
defender. The attacker has to attack at least several channels simultaneously to ensure
miss-classi cation outcome.

The key based diversi cation and a limited access to the internal system states do not
allow the attacker to build a "bypass" system. Unavailability of the "bypass" system
makes it di cult, if not impossible, to use the gradient based white-box attacks, which
are more e cient then the "blind" iterative black-boxattacks.

The right choice of aggregation operator and a possibility to choose the channels at
random provide an additional degree of freedom and increase the security of the whole
system.

Finally, each channel can have an adjustable amount of randomness, that allows not
only to achieve the required level of defense but it also gives a possibility to adapt to
di erent types of attacks.

2.2 Previous work: defenses and attacks

The diagram shown in Fig. 2.2 illustrates a traditional view on the classi cation process.
Assume that the data samples are drawn from a distributionPp (x) assigned toM classes.
The labeled training samples represent the training datasetf x;; cigM, with M training
samples. At the training stage, the classier uses the available training data to learn the
parameters . At the test stage, given a test samplex the trained classi er outputs one
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Fig. 2.3 Classi er's decision boundaries: (a) without rejection and (b) with rejection. Note
the di erence in the decision regions of trained classi ers.

of the classe2f 1;2; ;M.g. A rejection option can be also naturally envisioned. The
trained decision boundaries are schematically illustrated in Fig. 2.3.

Since Kurakin et al. [59] demonstrated the vulnerability of the DNN to adversarial
attacks, one can observe an increasing interest to the investigation of both new attacks and
development of e cient countermeasures.

First, a generic attack on the above classi er is considered. As shown in Fig. 2.4(a),
the attacker produces an adversarial example2® from a host samplex of a classc by a
mapper g : x4 = g (x; ) with some perturbation in such a way to fool the classi er

(xa) = % je., to force the classier to produce an output 2% 6 c. Generally,
g can be any non-linear mapper. However, a simple additive attack has become the most
popular one: x2 = x + . The classic approach assumes that the attacker has an access to
the same training data samples as the defender. Thus, there is no information advantage of
the defender over the attacker. Moreover, having general knowledge about the used classi er
architecture, cost function and training algorithm, the attacker can learn with a certain
degree of precision the same decision boundaries as the defender (Fig. 2.3).

2.2.1 Defense strategies

Nowadays, di erent types of defense strategies have been develope@?]. Without pretending
to be exhaustive in the overview, only some of the well-known families of defense strategies
are mentioned.

Probably, the largest family of defense strategies is based oretraining. Most successful
works in this direction are network distillation proposed by Papernotet al. in [66] and
adversarial retraining investigated by Goodfellowet al. [67], Kurakin et al. [59], Wu et
al. [68], etc. The main reason for this interest is based on a belief that a well trained
classi er that has access to the adversarial examples can adjust its decision boundaries and
e ciently Iter them out. However, the attacker has always the last word in this game and
can create new unseen types of adversarial examples. At the same time to envision all possible
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Fig. 2.4 The attacker-defender game in adversarial classi cation: (a) the attacker produces an
adversarial examplex2® from a hostx by a mapperx® = g (x; ); (b) the defender answers
by the pre- Itering ' (x24) to obtain an estimation ® on the original host class manifold; (c)
an alternative defense strategy by a randomization of input adversarial image ag = x2 + d
the resulting sample will be outside attacker's target class with a small probability that the
resulting sample will be in the original host class that requires the classi ers retraining; (d)
the proposed defense strategy consists of pre- Itering by (x2%) and addition of defender's
randomized perturbation 9: % ="' (x2@)+ 9 suchthatk 93 k %Kk3.

adversarial examples on the side of the defender or to generate them it looks practically
infeasible. It should be pointed out that in this setting the defender has no information
advantage over the attacker.

The second large family of defense strategies is based ordatection-rejection approach.
If one assumes that the adversarial examples are based on a modi cation of original data,
it is natural to expect that this adversarial modi cation leads to the di erence in statistics
of original data and adversarial ones. It is worth mentioning that the adversarial example
detection is similar in nature to a steganalysis problem, where the digital watermarking
community has developed a rich family of methods. Summarizing this experience, one can
mention that to train e cient detectors of adversarial attacks, it is needed to either know a
model describing an adversarial modulation along with the statistics of original data 9] or
have an access to the training datasets of original and adversarial examples. Some examples
of these strategies include{0 73]. The detection of adversarial attacks might work, if the
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Fig. 2.5 Explanation of multi-channel randomization: given a training dataset, the defender
introduces a random perturbation 9, 1 | L, to each samplefx;gM, and trains L
classi ers. Since the perturbation is known at training, i.e., all samples obtain the stationary
"bias" by & for the same classi erl, the randomization has a limited impact on the classi er
performance. Since the attacker has no access to the defender's perturbations and all of them
are equilikely, an equivalent manifold for the attacker is expanded thus leading to higher
entropy and thus increasing the learning complexity.

attack statistics remain the same. Unfortunately, the detection of new attacks requires
re-training and there is not guarantee that unseen examples are detectable. Finally, similarly
to steganography, advanced attackers will mask the statistics of adversarial perturbations
by host statistics as it is done in smooth adversarial attack f4]. This makes the tasks of
defender very di cult due to low distinguishability of host and perturbation statistics.
Alternatively, one can envision an active defense strategy when the defender attempts at
removing or decreasing the e ect of adversarial perturbation bypre-processing’ via di erent
types of Itering to bring the input to the original data manifold as shown in Fig. 2.4(b).
Similar strategy was very e cient against robust digital watermarking, where the watermark
was considered as an additive noise and the pre- Itering removed this watermark by denoising.
Since the denoising is known to be very e cient in the at regions [75] to destroy the remaining
watermark completely, the additive noise was added to the regions of textures and edges.
The goal of Itering can be achieved in several ways. If the model of adversarial modulation
is known, the defender can develop an e cient ltering strategy using an analytically derived
Iter when the model of the image is assumed to be known too. Otherwise, a machine
learnable image model can be used. If the model of adversarial perturbation is unknown
but the training samples of original data and its adversarial perturbations are available, one
can design a network mapping the adversarial input to the clean data. Finally, when only
the original data are available, one can train an auto-encoder on it and then apply it to the
adversarial data. The trained decoder will attempt at generating almost clean output by
projecting an adversarial example onto the manifold of training data encoded into a structure
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of the auto-encoder. This form of Itering will be refered to as regeneration For example,
Gu et al. in [76] propose a deep contractive autoencoder that is a variant of the classical
autoencoder with an additional penalty increasing the robustness to adversarial examples.
Meng et al. in [77] introduce MagNet, which combines the detector and regeneration networks.
The ltering via denoising was considered in [/7 79] and via compression in 80, 81]. However,
since, in general case, the pre-processirlg is deterministic in nature, sooner or later, the
attacker can learn and bypass it.

This leads to the need to userandomization as a second step7b]. Generally, the
idea behind the randomization can be considered as a perturbation of adversarial image
with distortion 9’ de ned by the defender as shown in Fig. 2.4(c). The resulting sample
is expected to be outside the attacker's target class. In practice the randomization is
considered in various ways and might include: (a) the randomization of input, (b) the
randomization of feature vectors, (c) the randomization of Iters, and (d) the randomization
of any decision making function parameters. For example, in§1] the authors propose to
apply a random permutation to the input data as a form of randomization. Another direction
is to randomize the input data by adding noise B2 84]. The input image randomization via
random image resizing and padding is investigated ing5]. In [86] the authors explore the
idea of stochastically combining di erent image transforms like, for example, discrete Fourier
transform (DFT) domain perturbation, color changing, noise injection, zooming, etc., into a
single barrage of randomized transformations to build a strong defense. The idea of DNN
feature randomization is examined in B7 89]. Since a particular form of randomization is
unknown to the attacker, the defender gains an important information advantage over the
attacker. However, it can be achieved only under the condition that the applied defender's
randomization tricks are properly incorporated into the classi er. Otherwise, an uninformed
classi er will treat them as noise or degradation that unavoidably leads to the drop in the
classi cation accuracy. Moreover, as it was noticed by all authors of the above papers, another
problem of randomization techniques is related to the fact that after randomization the inputs
might randomly swapped between the classes, which leads to the drop in the classi cation
accuracy too.

In Fig. 2.4(d) the proposed idea of combining the pre-processing and randomization
techniques is explained. First of all, it includes returning the input sample to the original data
manifold through an appropriate pre- Itering and, secondly, to make the defense stochastic
and to create the information advantage for the defender, the perturbing the image with a
distortion 9, such that k %3 k k3. However, in the case of the complex geometry of
classes and strong adversarial attacks, the strong perturbation 9 could be required too and,
as a consequence, the input sample swapping between the classes could not be excluded. To
overcome this shortcoming, in this work a multi-channel randomization technique as shown
in Fig. 2.5 is proposed. The main idea is that in each channel; 1 | L, the defender
introduces a random perturbation % to each samplef xjgM; and trains It classi er. Since
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the perturbation is known at training, i.e., all samples obtain a stationary "bias" by % for
the same classi erl, the randomization has a limited impact on the classi er performance:
all classes' manifolds will be just moved along the direction of perturbation on 4 and if
they are separable in the original space, then they will stay separable in a new space as
well. This allows to avoid the decrease of classi cation accuracy. Moreover, in this case,
the perturbation 9 might be su ciently big to face strong attacks. From the point of the
attacker, since he has no access to the defender's perturbationg' all of them are equilikely
and an equivalent manifold for the attacker expands thus leading to higher entropy and
increases the attacker's learning complexity. Moreover, the targeted attacks become more
di cult since the boundaries between the classes on the expanded manifold are not clearly
de ned due to the random perturbations 9.

2.2.2 Adversarial attacks

Without loss of generality, one can group the state-of-the-art adversarial attacks against the
DNN classi ers into two main groups [62]:

1. Gradient based attacks. The core idea behind this group of attacks consists in the back
propagation of the targeted class label to the input layer. A function of the gradient
is considered as an adversarial noise that is added to a host image. Obviously, to
successfully propagate the gradient via a network it should be end-to-end di erentiable.

Without pretending to be exhaustive in overview, only some well-known attack strategies

of this group are mentioned. The L-BFGS attack proposed by Szegedy et. al. in9[]

is time-consuming due to the used expensive linear search and, as a consequence, is
impractical for real-life applications. However, this attack served as a basis for several
more successful attacks such aBast Gradient Sign Method (FGSM) [67]. In contrast to
L-BFGS, FGSM is fast but not all the time gives the minimal adversarial perturbation
between original and targeted samples. FGSM method has several successful extensions,
like FGSM with momentum [91], One-step Target Class Method OTCM) [ 59], RAND-
FGSM algorithm [92], proposed in 9] Basic Iterative Method (BIM), projected gradient
descent (PGD) [93] the generalized version of BIM andlterative Least-Likely Class
Method (ILLC), etc. In addition, it should also be mentioned the Jacobian-based
Saliency Map Attack (JSMA) [94] and the DeepFool approach P5] with its extension
Universal perturbation [96]. Moreover, one should note the attack proposed by Carliniet

al. in [97] that will be refered to as C&W attack. As it has been shown in many works,
like for example in [98] and [99], this attack is among the most e cient ones against
many existing defense mechanisms. Finally, Athalye et. al. in100 propose Backward
Pass Di erentiable Approximation technique that aims at avoiding the gradient masking

in white-box scenario.
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2. Non-gradient based attacks

The attacks of this group do not require any knowledge of the DNN gradients or the
need of network di erentiability. The most well-known members of this group are the
Zeroth Order Optimisation (ZOO) [101] and the One Pixel Attack [102].

In the current work, the most successful representatives of each group will be considered,
namely, gradient based C&W and PGD attacks and non-gradient based One Pixel attack.

In general case, for an input imagex 2 [0; 1]N S with a class labelc 2 f 1;2; M0,
the optimization problem of nding an adversarial example with the additive perturbation
xa = x + and target classc®® can be formulated as follows:

min L A, (x+ ) + Kk kp;

2.
st x+ 2[01N S; @1

where L(?) is a classi cation loss, is a targeted classier, c 6 ¢, is a Lagrangian
multiplier and ",-norm is de ned as:

1
P o F
Kky = iNzlsJ i

with 0 p 2

2.2.2.1 C&W attack

The C&W attack proposed by Carlini and Wagner in [97] is among the most e cient attacks
against many reported so far defense strategies. The authors nd the formulation (2.1) di cult
for solving directly due to the high non-linearity and propose an alternative de nition:

min a f(x+ )+ K kp;

st x+ 2[0AN S; (2.2)

where a > 0 is a suitably chosen constant,f () is a new objective function such that
(x+ )= c ifandonlyif f(x + ) 0. In[97] the authors investigate several objective
functions f (;) and as the most e cient one they propose:

f (x2) = max max Z(x3y, 2 (AN ; ; (2.3)
6 Ca 2
wherel is an index of any class whilec®® is an index of the adversarial classZ(x) = n 1(x)

is the result of the network  before the last activation function that, in case of classi cation,
usually it is a softmax,  is a constant that controls the con dence of the attack.
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2.2.2.2 PGD attack

Additionally to the C&W attack the PGD attack [ 93] that is an iterative version of FGSM at-
tack and a generalized version of BIM attack, is considered. The PGD solves the optimization
problem (1) by computing an adversarial example at the iterationt + 1 as:

X3 = Proj xa+  sign r xL &%; (xdv) (2.4)

where Proj (?) keepsx?fi’ within a prede ned perturbation range and valid image range and
a is the magnitude of the adversarial perturbation in each iteration.

2.2.2.3 One Pixel Attack

One Pixel attack was proposed by Swet al. in [10Z]. This attack uses a Di erential Evolution

(DE) optimisation algorithm [ 103 for the attack generation. The DE algorithm does not
require the objective function to be di erentiable or known but instead it observes the output
of the classi er as a black-box output. The One Pixel attack aims at perturbing a limited
number of pixels in the input image x 2 [0;1]N S. The optimisation problem is formulated

as:
min  L(caY: (x+ ));

25
sit: kko d; (2:5)

whered is a number of pixels to be modi ed in the original imagex and L (:) is a classi cation
loss.

2.3 Classi cation algorithm based on KDA

The generalized diagram of the proposed multi-channel system with the KDA is shown in
Fig. 2.6. It consists of six main building blocks:

1. Pre-ltering ' (x) that has an optional character. The goal of this block is to return
the input image x back to the manifold of the original class by removing high magnitude
outliers introduced by the attacker, if any. One can choose a broad range of pre- Iltering
algorithms from a simple local mean lIter to more complex algorithms such as, for
example, BM3D [104] or based on DNN mappers [105].

2. Pre-processingof the input data in a transform domain via a mapping Wj, 1 j J.
In general, the transform W; can be any linear data independent mapper. For example
it can be a random projection with the dimensionality reduction or expansion, or belong
to a family of orthonormal transformations (W; WjT = 1) like DFT (discrete Fourier
transform), DCT (discrete cosines transform), DWT (discrete wavelet transform), etc.
Moreover, W; can also be a learnable transform. However, it should be pointed out that
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Fig. 2.6 Generalized diagram of the proposed multi-channel system with the KDA.

from the point of view of the robustness to adversarial attacks, the data independent
transform W; is of preference to avoid any leakage about it from the training data.
Furthermore, W;j can be based on a secret kel .

. Data independent processing?ji, 1 i | presents the randomization part and serves

as a defense against gradient back propagation to the direct domain and the manifold
expanding. One can envision several cases. As shown in Fig. 2.7(&®; 2f0;1g' ",

I <n, presents a lossy sampling of the input image of lengtm, as considered in 10€).
In Fig. 2.7(b), P; 21 0;1g" " is a lossless permutation, similar to §1]. Finally, in Fig.
2.7(c), P 2f 1;0;+1g" " corresponds to sub-block sign ipping. The orange color
highlights the key de ned region of key-based sign ipping. This operation is reversible
and thus lossless for an authorized party. Moreover, to make thalata independent
processingirreversible for the attacker, it is preferable to use aPj; based on a secret
key kji .

. Classi cation block . can be represented by any family of classi ers. However, if

ji
the classi er is designed for the classi cation of data in the direct domain then it is
preferable that it is preceded by W; 1. This concerns the usage of convolutional or fully
connected layers.

. Classi ers' selection S with a key ks randomly selectsJg classi ers' outputs out of Jl

pre-trained classi ers' outputs for a further aggregation.
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Fig. 2.7 Randomized transformationP;;, 1 j J; 1 i | examples: (a) randomized

sampling, (b) randomized permutation, (c) randomized sign ipping in the sub-block de ned
in orange. All transforms are key-based.

6. Aggregation block Az can be represented by any operation ranging from a simple
summation to learnable operators adapted to the data or to a particular adversarial
attack.

As shown in Fig. 2.6, the chain of processing represented by the blocks 2, 3 and 4 can be
organized in a parallel multi-channel structure that is followed by the classi ers' selector and
the aggregation block The nal decision about the class is made based on the aggregated
result. The rejection option can be also envisioned.

It should be pointed out that the access to the intermediate results inside the considered
system provides the attacker a possibility to use the full system as avhite-box The attacker
can discover the secret keyk; and/or kji, make the system end-to-end di erentiable using
the Backward Pass Di erentiable Approximation technique [10Q or via replacing the key
based blocks by the "bypass" mappers. Therefore, it is important to restrict the access of
the attacker to the intermediate results within the block B (see Fig. 2.6). That satis es the
current assumption about gray and black-boxattacks. Additionally, it is in the accordance
with the Kerckho s's cryptographic principle when it is assumed that the algorithm and
architecture are known to the attacker besides the used secret key that in the current case
corresponds to the secret perturbations.

The training of the described classi cation architecture can be performed according to:

N N . XI' X] )d 1
#:t%i g:") = argmin L(cAx( (W, 'PiW; ' (x0)); (2.6)
#E 50 t=1j=1i=1
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where L is a classi cation loss, ¢; is a class label of the sample, Ax corresponds to the
aggregation operator with parameters#, T equals to the number of training samples,J is
the total number of channels andl equals to the number of classi ers per channel that, in
general, can be di erent for each channej. For practical implementation the | is kept equal
for all channels. ; is the ith classi er of the jth channel, denotes the parameters of the
classier.

In the proposed system, several practical simpli cations are considered that lead to

information and complexity advantages for the defender over the attacker:

The defender training is performed per channel independently up toselection and
aggregationblocks. SincelJs classi ers' outputs out of JI pre-trained classi ers are
chosen for the aggregation by the defender at the test stage, the attacker should target
to attack a sub-set of classi ers to trick the nal decision. To guess a potentially chosen
sub-set, the attacker faces :]]'s -combinatorial problem that under properly chosen
JI and Js can represent a considerable complexity burden for the attacker. At the
same time, the attacker cannot introduce a single perturbation to trick all classi ers
simultaneously.

The blocks of data independent processing?j; aim at preventing gradient back propa-
gation into the direct domain but the classi er training is adapted to a particular Pj;
in each channel.

It will be shown further by the numerical results that the usage of the multi-channel
architecture with the following aggregation stabilizes the results' deviation due to the
use of randomization or lossy transformationsPj; , if such are used.

The right choice of the aggregationoperator Ay provides an additional degree of freedom
and increases the security of the system through the possibility to adapt to specic
types of attacks.

In general case, as an aggregation operator the defender could use:
an additional classi cation network that takes as an input the soft outputs of
multi-channel classi ers and outputs the nal prediction. These multi-channel

outputs could be, for example, aggregated into an 1D vector via summation,
concatenation, etc;

the majority voting of the multi-channel outputs;
the summation of the multi-channel outputs with the maximum class selection.
Generally speaking, since the multi-channel classi er could be trained independently

from the aggregation block, the choice of aggregation operator could be de ned experi-
mentally.
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Fig. 2.8 Local key based sign ipping in the DCT sub-bands: (a) sub-bands, (b) original
image (c) image with a sign ipping in V sub-band, (d) image with a sign ipping in H
sub-band and (e) image with a sign ipping in D sub-band.

Moreover, the overall security level considerably increases due to the independent
randomization in each channel. The main advantage of the multi-channel system
consists in the fact that each channel can have an adjustable amount of randomness,
that allows to obtain the required level of defense against the attacks. In a one-channel
system the amount of introduced randomness can be either insu cient to prevent the
attacks or too high that leads to a drop in classi cation accuracy. Therefore, having a
channel-wise distributed randomness is more exible and e cient for the above trade-o .

It should be pointed out that the overall complexity of training the multi-channel system
is| J higher compared to a single-channel system. At the same time, one should note that
the aggregation allows relaxing a network ne-tuning complexity. Thus, there is no need in
expensive parameters ne-tuning in a multi-channel system in contrast to a single-channel
counterpart. The channel aggregation allows achieve an equivalent performance with "weakly"
trained classi ers with lower overall complexity. For the nal training the multi-channel
classi ers had to have only dierent secret keys and di erent starting initialisation per
channel. Moreover, in case of hon-deep aggregation strategies, the defender training could
be performed independently up toselection and aggregationblocks. This fact allows the
defender to train several channels in parallel.

2.4 Randomization using key-based sign ipping in the DCT
domain

One of the defense's core elements in the proposed multi-channel architecture shown in
Fig. 2.6 is the input image randomized diversi cation via data independent processingP.
The simplest case of such a diversi cation can be considered for the direct domain with
the permutation of input pixels. In fact, the algorithm proposed in [61] re ects this idea
for a single channel. However, despite the reported e ciency, a single channel architecture
is subject to a drop in classi cation accuracy, even for the original, i.e., hon-adversarial,
data. The performance of a permutation-based defense in a multi-channel setting has been
investigated in [107]. The obtained results demonstrate a high sensitivity to the gradient
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Fig. 2.9 Multi-channel classi cation with the local DCT sign ipping.

perturbations that degrades the performance of the classi ers. It has been shown inlp7, 10§
that the preservation of local correlation helps preserve the loss of the gradients and drop of
classi cation accuracy.

In this work, the DCT as the operator W and the local sign ipping P; 2f 1;0;,1g" "
based on the individual secret keykj; for each classier are used. The termlocal means
that the processing is done only in some sub-band or block of the input image. The length of
the secret keyk;i equals the length of the corresponding sub-band, i.en n. In general,
the image can be split into overlapping or non-overlapping sub-bands of di erent sizes and
di erent positions that are kept in secret. In current experiments for the simplicity and
interpretability, the image is split in the DCT domain into four non-overlapping xed sub-
bands of the same size denoted as.L] top left that represents the low frequencies of the
image, (V) vertical, (H) horizontal and (D) diagonal sub-bands as illustrated in Fig. 2.8(a).
The key based sign ipping is applied independently inV, H and D sub-bands keeping
all other sub-bands unchanged. The length of secret key in each sub-band corresponds to
n n=image size2 image size2. The e ects of such processing after the inverse DCT
transform are perceptually almost unnoticeable and exempli ed in Fig. 2.8(c) - 2.8(e).

The corresponding multi-channel architecture is illustrated in Fig. 2.9. For simplicity, as
an aggregation operatorAg a simple summation is used and the selecto§ uses the outputs
of all classi ers JI . For the pre- ltering ' there is used a custom Iter based on a di erence
of the point of interest in the center of the window with the median value in the window
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Fig. 2.10 Examples of original images from each class from MNIST (top line) and Fashion-
MNIST (middle line) and CIFAR-10 (bottom line) datasets.

of size 3 3 around this point. If the magnitude of di erence exceeds a speci ed threshold,
the pixel is considered to be corrupted by the adversary and its value is replaced by a mean
value computed in the window or otherwise, it is kept intact. Finally, under the introduced
perturbation, each classier | is trained independently as:

X
(i My=argmin - La; (W RiW' (x): (2.7)
ji o t=1

The soft outputs of trained classi ers are aggregated by the summation as shown in Fig. 2.9.

2.5 Results and discussion

2.5.1 Attacks' scenarios

Accordingly to the central concept of the proposed defense strategy that consists in an
information advantage of the defender over the attacker, the attacker has a limited access
to the intermediate results and does not know the used secret keys. Therefore, the attacker
is not able to attack the proposed system in awhite-box manner and to create directly
the gradient-based adversarial examples. In this respect, the e ciency of the proposed
multi-channel architecture with the diversi cation and randomization by the key based sign
ipping in the DCT domain against the adversarial attacks is tested for tree scenarios:

1. Gray-box transferability attacks from a single-channel model to a multi-channel model
tested on (i) the C&W attack [ 97] with the constraints on “,, o and "1 norms and (ii)
the PGD attack [93].

2. Gray-box transferability attacks from a multi-channel model to a multi-channel model
under di erent keys tested on the One Pixel attack [102] with perturbation in 1, 3 and
5 pixels.

3. Black-box direct attacks tested on the One Pixel attack [102 with perturbation in 1, 3
and 5 pixels.
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Fig. 2.11 Adversarial examples: (left) original imagex, (middle) adversarial example x2%,
(right) absolute value of the adversarial perturbation computed asj j = jx = x2vVj,

The experiments are performed on the MNIST 09, Fashion-MNIST [11( and CIFAR-10
datasets [L11]. The MNIST set of hand-written digits contains 10 classes, 60000 training
and 10000 test gray-scale images of the size 2828. The Fashion-MNIST set has 10 classes,
60000 training and 10000 test gray-scale images of the size 2&88. The CIFAR-10 consists
of 60000 colour images of size 3232 (50000 train and 10000 test) with 10 classes. Examples
of images from each dataset are illustrated in Fig. 2.10. Due to the fact that the attack
generation process is su ciently slow for all considered attacks the experimental results are
obtained on the rst 1000 test samples. The examples of the attacked images are given in
Fig. 2.11. The technical details about the practical implementation of used attacks are given
in Appendix B.
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Table 2.1 Classi cation error (%) on the rst 1000 test samples for the gray-box C&W
transferability attacks from a single-channel model to a multi-channel model.

Attacked Transferability Transferability KDA

Data type  vanilla vanilla # channels # classiers
3 6 9
MNIST
Original 1 0.9 0.5 0.5 0.5
C&W 100 6.69 469 4381 4.02
C&W g 100 14.2 7.27 7.51 6.78
C&W '3 99.99 4.77 273 2.28 2.08
Fashion-MNIST
Original 7.5 7.5 8.1 7.4 7.6
C&W 100 11.2 9.26 8.68 8.9
C&W 7o 100 11.82 1041 9.97 10
C&W '3 99.9 11.59 9.19 8.2 8.79
CIFAR-10
Original 21 20.6 21.2 196 195
C&W 7 100 25.09 2242 213 21.04
C&W 7o 100 30.71 2458 23.52 23.03
C&W '3 100 25.42 22.8 21.39 21.21

The goal of experimental validation is to con rm whether the successful adversarial
attacks can trick the proposed defense mechanism.

2.5.2 Empirical results and discussion

Accordingly to the scenarios presented in Section 2.5.1, for each scenario, there is provided
the detailed explanation of (i) what kind of assumptions are done, (ii) what kind of knowledge
are available to the attacker and (iii) the obtained results.

2.5.2.1 Gray-box transferability: from a single-channel to a multi-channel

The results obtained for the gray-box transferability of the adversarial examples from a
single-channel model to a multi-channel model are given in Table 2.1 for the C&W attack
with the constraints on "5, g and "1 norms and in Table 2.2 for the PGD attack.

The architecture for a single-channel DNN classi er (that is named vanilla) was chosen
and made known to the attacker. The attacker has also an access to the same training
dataset as the defender. The attacker trains his single-channel vanilla classi er and produces
the adversarial examples against his system. The results of this attack are shown in the
"Attacked vanilla" column of Tables 2.1 and 2.2. It is easy to see that the C&W attacks are
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Table 2.2 Classi cation error (%) on the rst 1000 test samples (CIFAR-10) for the gray-box
PGD transferability attacks from a single-channel model to a multi-channel model with
randomly selected channels (the average results over 10 runs).

Attacked Transferability Transferability KDA

Data type  vanilla vanilla # channels # classiers
3 5 7 9
VGG 16
Original 10.7 11.7 11.6 9.9 9.5 9
PGD 16.1 15.2 1425 12.16 11.75 11
ResNet 18
Original 9.5 10.6 11.7 9.3 8.8 8.1
PGD 17.9 14.9 14.7 11.29 10.67 9.7

very e cient against unprotected system. At the same time, Table 2.2 demonstrates that the
PGD attack is less e cient.

The defender trains the same single-channel architecture using the same training dataset
but with di erent initialisation of model's parameters. The results of transferability of
adversarial examples to the defender's single-channel classi er are shown in the "Transferability
vanilla" column of Table 2.1 and 2.2. In contrast to the claimed transferability, the current
results clearly demonstrate the low e ciency of the proposed attacks even without any special
defense mechanisms for the MNIST, Fashion-MNIST and CIFAR-10 datasets.

The transferabillity of the same adversarial examples to the proposed multi-channel
architecture produces the results reported in the "Transfereability KDA" column of Table
2.1 and 2.2. The obtained results show that the increase of the number of channels leads to
the decrease of classi cation error. More patrticularly, from Table 2.1 it is easy to see that
in case of the CIFAR-10 dataset that presents a particular interest for us as a dataset with
natural images, the classi cation error under the C&W ", and C&W *; attacks is the same
as in the case of the vanilla classi er on the original non-attacked data. In case o€&W "¢
attack, there is only about 2% of attack success. The similar situation can be observed for
the the PGD attack given in Table 2.2. In the case of MNIST and Fashion-MNIST datasets,
the C&W “, and C&W "1 produce about 1-3% of successful attacks while for th€&W "¢
this value is slightly higher and is about 2.5 - 5.5%. This is related to a high sparsity of the
original images that, generally speaking, is not frequent for the natural images.

From the obtained results one can conclude that the multi-channel model demonstrates
the ability to be robust to the adversarial examples generated for the single-channel model
with the same architecture of DNN classi er and the ability to improve the classi cation
accuracy on both the non-attacked original and attacked data.
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Table 2.3 Classi cation error (%) on the rst 1000 test samples (CIFAR-10) for the gray-box
OnePixel transferability attacks from a multi-channel model to a multi-channel model under
di erent keys.

KDA with di erent keys

Data type # channels # classiers
3 6 9
VGG16
Original 126 11.2 10.5

OnePixelp=1 13.07 10.98 104
OnePixelp=3 12.72 11.37 10.3
OnePixelp=5 12.6 11.35 10.8

ResNet18
Original 9.95 8.4 7.7
OnePixelp=1 9.75 8.17 7.8
OnePixelp=3 10 8.35 7.8
OnePixelp=5 10.38 8.39 8.1

2.5.2.2 Gray-box transferability: from a multi-channel to a multi-channel

The results obtained for the gray-box transferability of the adversarial examples from one
multi-channel model to another multi-channel model under di erent keys are given in Table
2.3 for the One Pixel attack with perturbation in 1, 3 and 5 pixels.

The architecture for a multi-channel model with the proposed defense strategy was made
known to the attacker. The attacker has also access to the same training dataset as the
defender. The attacker only does not know the secret keys of the defender. Therefore,
he/she trains his/her multi-channel classi er under a selected set of keys and produces the
adversarial examples against his system. The defender, in his turn, trains the similar system
under di erent keys and di erent initialization of model's parameters that remain secret.
From the results reported in Table 2.3 it is easy to see that the success of attack does not
exceed 6% compared to the classi cation accuracy on the original non-attacked data (rows
"Original”). Moreover, as it is also observed in Tables 2.1 and 2.2, the increase of the number
of channels in multi-channel model leads to the increase of classi cation accuracy both on
the non-attacked original and attacked data.
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Table 2.4 Classi cation error (%) on the rst 1000 CIFAR-10 test samples for the direct
black-boxOnePixel attacks.

Attacked Attacked KDA
Data type vanilla  # channels # classiers
3 6 9
VGG16
Original 10.7 11 9.2 8.9
OnePixelp=1 58.04 11 95 8.7
OnePixel p=3 72.13 109 8.9 8.3
OnePixel p=5 79.02 121 93 9.1
ResNet18
Original 9.5 11.1 9.1 7.8
OnePixelp=1 36.96 115 9 7.7
OnePixel p=3 49.85 115 9.1 7.8
OnePixelp=5 59.74 11.7 9.2 7.8

2.5.2.3 Black-box direct attack

The results obtained for the direct attacks to a single-channel and a multi-channel models in
the black-boxscenario are shown in Table 2.4. The row "original" corresponds to the use of
non-attacked original data.

For a single-channel and a multi-channel cases, the attacker does not have any knowledge
about the classi ers' architecture, about the number of channels or about the used defense
mechanisms. The attacker can only observe the predicted class for the given input. In this
respect, the attacker tries to attack the classi cation models directly in a black-box way. The
results obtained for the One Pixel attack with perturbation in 1, 3 and 5 pixels are shown in
Table 2.4. From these results, it is easy to see that for the non-protected single-channel model
("Attacked vanilla™) such kind of attacks can be su ciently e cient: in the case of VGG16
model, the classi cation error is about 60-80%, in the case of ResNet18 model, it is about
35-60%. For both classi ers the increase of the number of perturbed pixelsp) leads to the
increase of classi cation error. At the same time, the use of the proposed defense mechanism
based on the KDA allows to decrease the classi cation error to the level of classi cation on the
non-attacked original data or in other words it practically diminished the e ect of these attacks.

To summarize the above results, it should be pointed out that as it can be seen from
Tables 2.1 - 2.4, the results obtained for the non-attacked original data demonstrate that the
use of the proposed multi-channel architecture, in general, allows to improve the classi cation
accuracy of vanilla classi er. This is quite remarkable by itself since it shows that the
multi-channel processing with the aggregation does not degrade the performance due to the
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Table 2.5 Adversarial distortion.

Attack Median “>-norm Mean ~>-norm
MNIST

C&W 7 5.28e-03 5.52e-03

C&W g 1.56e-02 1.61e-02

C&W 4 1.24e-02 1.29e-02

Fashion-MNIST

C&W 7 2.30e-04 5.31e-04

C&W "o 4.35e-03 4.86e-03

C&W 4 4.43e-04 5.43e-04

CIFAR-10

C&W 7 7.80e-05 1.19e-04

C&W "o 2.48e-03 4.55e-03

C&W 4 1.73e-04 2.13e-04

ResNet18 (CIFAR-10)

PGD 1.00e-04 1.37e-04

Vanilla OnePixel p=1 5.25e-04 2.76e-03
Vanilla OnePixel p=3 1.24e-03 3.51e-03
Vanilla OnePixel p=5 1.86e-03 4,18e-03
Multi-channel model OnePixel p=1 3.22e-04 2.42e-03
Multi-channel model OnePixel p=3 1.33e-03 3.61e-03
Multi-channel model OnePixel p=5 2.05e-03 4.33e-03

VGG16 (CIFAR-10)

PGD 9.99e-05 1.50e-04

Vanilla OnePixel p=1 5.86e-04 2.78e-03
Vanilla OnePixel p=3 1.37e-03 3.69e-03
Vanilla OnePixel p=5 2.02e-03 4.26e-03
Multi-channel model OnePixel p=1 3.43e-04 2.25e-03
Multi-channel model OnePixel p=3 1.27e-03 3.64e-03
Multi-channel model OnePixel p=5 1.91e-03 4.28e-03

introduced key based diversi cation in contrast to many defense strategies based on the idea
of randomization. Finally, the results obtained on the adversarial examples demonstrate high
robustness of the proposed KDA based defense technique.

Next, the impact of several factors, such as the level of adversarial distortion and the
key-based aggregation on the classi cation accuracy and robustness to the adversarial attacks
are demonstrated.
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Table 2.6 Classi cation error (%) on the rst 1000 test samples for the gray-box C&W
transferability attacks from a single-channel model to a multi-channel model with randomly
selected channels (the average results over 10 runs).

Transferability KDA
Data type # channels # classiers

3 5 7
MNIST
Original 0.6 0.5 0.6
C&W 7 5.06 4.77 4.44
C&W o 7.77 7.3 7.12

C&W 4 341 3.12 2.77
Fashion-MNIST

Original 8.2 8.2 8.1

C&W 7 9.4 9.1 8.84
C&W o 10.58 10.52 10.27
C&W 4 9.33 9.09 8.83

CIFAR-10

Original 21.2 205 19.9
C&W ", 2292 21.22 21.1
C&W "¢ 27.82 25.46 24.33
C&W ;2457 22.33 21.86

2.5.2.4 Adversarial distortions

The e ciency of the proposed defense strategy with increased adversarial distortions in terms
of amplitude value of the adversarial noise and its behavior are investigated in the gray-box
scenario presented in Table 2.1. The amplitude of the adversarial noise increases from
to "1 and "o. Fig. 2.11 shows several examples of adversarial noise with indicated noise
amplitude. The median and mean ,-norm of adversarial perturbation are given in Table
2.5. In all cases, the same trained model has been evaluated. The e ciency of the proposed
defense strategy with the increase of adversarial distortions in terms of number of distorted
pixels and its behaviour are investigated inblack-boxscenario illustrated in Tables 2.4, where
p=1, .. p=>5indicate the increase of the number of distorted pixels. The corresponding
adversarial noise amplitudes are given in Table 2.5. In all cases, the proposed KDA based
defense strategy successfully resists to the adversarial distortion of di erent levels.

2.5.2.5 Key-based aggregation

Additionally to the multi-channel system with the xed channels for aggregation shown in
Fig. 2.9 and its results demonstrated in Tables 2.1, 2.3 and 2.4, the similar system has



2.6 Conclusions 39

Table 2.7 Classi cation error (%) on the rst 1000 test samples (CIFAR-10) for the multi-
channel system against the directgray-box OnePixel attacks with randomly selected channels
(the average results over 10 runs).

Attacked KDA

Data type # channels # classiers
3 5 7
VGG16
Original 11.7 9.5 9.3
OnePixelp=1 11.3 9.6 9
OnePixelp=3 115 9.8 8.9
OnePixelp=5 12 10.6 9.4
ResNet18
Original 11.1 9.7 8.8
OnePixelp=1 11.1 9.2 8.9
OnePixelp=3 114 9.6 8.8
OnePixelp=5 10.9 9.8 9.1

been investigated for the case when the channels for the aggregation were chosen based on a
random key. The results averaged over 10 runs are given in Table 2.2, 2.6 and 2.7. Comparing
the results for the KDA presented, for example, in Tables 2.1 and 2.6, one can notice a small
degradation of performance under the random selection of channels for the aggregation in
Table 2.6. This is due to the fact that the sub-bands chosen for the randomization in the
setup of Table 2.1 always correspond to the three main sub-bands representing V, H and D
sub-bands, whereas the sub-bands representing channels in the setup of Table 2.6 were chosen
at random. This discrepancy decreases with the increase of the number of aggregated channels.

In summary, one can conclude that the obtained results indicate that the proposed KDA
based defense strategy demonstrates a high robustness to the transferability attacks in the
gray-box scenarios as well as to the direcblack-boxattacks. Moreover, it allows to improve
the classi cation accuracy of the vanilla classi ers. Finally, it should be pointed out that, in
general, the increase of the number of classi cation channels andata independent processing
Pji leads to improving the classi cation accuracy. However, a trade-o between the further
decrease of the classi cation error and the increase of the complexity of the algorithm should
be carefully addressed that goes beyond the scope of this work.

2.6 Conclusions

In this Chapter, a problem of DNN classi ers' protection against adversarial attacks in gray
and black-box scenarios is addressed. The key-based randomized diversi cation mechanism
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is proposed as a defense strategy in the multi-channel architecture with the aggregation of
classi ers' scores. The randomized transform is a secret key-based randomization in a de ned
domain. The goal of this randomization is to prevent the gradient back propagation or use of
"bypass" systems by the attacker. It is also important to remark that the proposed approach

is "compliant” with the cryptographic principles when the defender has an information
advantage over the attacker expressed via the knowledge of the secret key shared between
the training and test stages. The e ciency of the proposed defense and the performance
of several variations of the considered architecture on three standard datasets against a
number of known state-of-the-art attacks are evaluated. The numerical results demonstrate
the robustness of the proposed defense mechanism against ¢jay-box transferability attacks
from a single-channel model to a multi-channel model under assumption that the attacker uses
only the knowledge about the single-channel model architecture, (ii)gray-box transferability
attacks from a multi-channel model to a multi-channel model trained under di erent keys
assuming that the attacker has full knowledge about the multi-channel model architecture
and used defense strategy except the defenders' secret keys, (ib)ack-boxdirect attacks
under assumption that the attacker has no knowledge about the model architecture or
defense mechanisms. In all scenarios, as a worst case, it is assumed that the attacker uses
the same dataset as the defender. Additionally, the obtained results show that using the
multi-channel architecture with the following aggregation stabilizes the results and increases
the classi cation accuracy on the attacked and non-attached original data samples.

The future work aims at investigating in details the security aspects of the proposed
KDA algorithm. It looks very interesting to obtain estimates and bounds on the attacker
complexity attempting at learning the introduced randomization or by-passing it by some
dedicated structures. It is also important to investigate the impact of number of training
examples jointly with the randomization in terms of comparison of entropy of training dataset
versus needed entropy of randomization. Finally, it is important to extend the aggregation
mechanism to more complex learnable strategies instead of used summation.



Chapter 3

Semi-Supervised Classi cation

In the context of anti-counterfeiting applications, the problem of lack of labeled data available
for training is studied from the point of general semi-supervised classi cation. To avoid
the decisions biased by the speci city of PGC chosen for the investigation in the current
work, the semi-supervised classi cation problem is considered under the case of natural
images. The semi-supervised classi cation is formulated as an information bottleneck (IB)
framework with several families of priors on a latent space representation. In the light of
IB formulation the resulting model allows to better understand the role of various previ-
ously proposed regularizers in semi-supervised classi cation. The developed model is also of
use not only for anti-counterfeiting applications but for the general semi-supervised set of
problems and applications. The results presented in this Chapter have been published ii12.

Notations

A joint generative distribution is denoted as p (x;z) = p (z)p (xjz), whereas marginalp (z)
is interpreted as a targeted distribution of latent space and marginalp (x) = Ep () [p (Xj2)]
= ,p (Xjz)p (2)dz as a generated data distribution with a generative model described
by p (xjz), where E stands for the expected value. A joint data distribution q (x;z) =
po (X)g (zjx), where pp (x) denotes an empirical data distribution and q (zjx) is an inference
or encoding model and marginalg (z) denotes a "true" or "aggregated" distribution of latent
space data. The parameters of encoders are denoted ag and , and those of decoders as
c and . The discriminators corresponding to Kullback Leibler divergences are denoted as
D«, where the subscript indicates the space to which this discriminator is applied to. The
cross-entropy metrics are denoted a®y, where the subscript indicates the corresponding
vectors. X denotes random vector, while the corresponding realization is denoted as.
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3.1 Introduction

The deep supervised classi ers demonstrate an impressive performance when the amount of
labeled data is large. However, their performance signi cantly deteriorates with the decrease
of labeled samples. Recently, semi-supervised classi ers based on deep generative models such
as VAE (M1+M2) [ 32], AAE [33], CatGAN [ 34], etc., along with several other approaches
based on multi-view and contrastive metrics just to mention the most recent ones3s, 36],
are considered as a solution to the above problem. Besides the remarkable reported results,
the information theoretic analysis of semi-supervised classi ers based on generative models
and the role of di erent priors aiming to ful | the gap in the lack of labeled data remain
little studied. Therefore, in this work these issues are addressed using IB principlelf 3 and
practically compare di erent priors on the same architecture of classi er.

Instead of considering the latent space of generative models such as VAE (M1+M2)3p]
and AAE [33] trained in the unsupervised way as suitable features for the classi cation, the
analysis departs from the IB formulation of supervised classi cation, where an encoder-decoder
formulation of classi er is considered and the priors are imposed on its latent space. Thus,
this work study an approach to semi-supervised classi cation based on an IB formulation
with a variational decomposition of IB compression and classi cation mutual information
terms. To deeper understand the role and impact of di erent elements of variational IB on
the classi cation accuracy, two types of priors on the latent space of classi er are considered:
() hand-crafted and (ii) learnable priors. Hand-crafted latent space priors impose constraints
on a distribution of latent space by tting it to some targeted distribution according to the
variational decomposition of the compression term of the IB. This type of latent space priors
is well known as an information dropout [114. One can also apply the same variational
decomposition to the classi cation term of the IB, where the distribution of labels is supposed
to follow some targeted class distribution to maximize the mutual information between
inferred labels and targeted ones. This type of class label space regularization re ects an
adversarial classi cation used in AAE [33] and CatGAN [34]. In contrast, learnablelatent
space priors aim at minimizing the need in human expertise in imposing priors on the
latent space. Instead, the learnable priors are learned directly from unlabeled data using
auto-encoding (AE) principle. In this way, the learnable priors are supposed to compensate
the lack of labeled data in the semi-supervised learning yet minimizing the need in the
hand-crafted control of the latent space distribution.

There is demonstrated that several state-of-the-art models such as AAE33], CatGAN
[34], VAE (M1+M2) [ 32], etc., can be considered as instances of the variational 1B with
the learnable priors. At the same time, the role of di erent regularizers in the hand-crafted
semi-supervised learning is generalized and linked to known frameworks such as information
dropout [114].
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We evaluate the proposed approach using standard datasets such as MNIST(Q9 and
SVHN [115 on both hand-crafted and learnable features. Besides revealing the impact
of di erent components of variational 1B factorization, we demonstrate that the proposed
approach outperforms prior works on these datasets.

3.2 Related work

Regularization techniques in semi-supervised learning . Semi-supervised learning
tries to nd a way to bene t from a large number of unlabeled samples available for training.
The most common way to leverage unlabeled data is to add a special regularization term
or some mechanism to better generalize to unseen data. The recent worlk1€g identi es
three ways to construct such a regularization: (i) entropy minimization, (ii) consistency
regularization and (iii) generic regularization. The entropy minimization [ 117, 118 encourages
the model to output con dent predictions on unlabeled data. In addition, more recent work
[34] extends this concept to adversarially generated samples or fakes for which the entropy of
class label distribution was suggested to be maximized. Finally, the adversarial regularization
of label space was considered ir8B], where the discriminator was trained to ensure the labels
produced by the classi er follow a prior distribution, which was de ned to be a categorical one.
The consistency regularization L19 120 encourages the model to produce the same output
distribution when its inputs are perturbed. Finally, the generic regularization encourages
the model to generalize well and avoid over tting the training data. It can be achieved by
imposing regularizers and corresponding priors on the model parameters or feature vectors.

In this work, we implicitly use the concepts of all three forms of considered regularization
frameworks. However, instead of adding additional regularizers to the baseline classi er
as suggested by the framework inJ16], the corresponding counterparts are derived from
a semi-supervised IB framework. In this way, their origin is justi ed and their impact on
overall classi cation accuracy is investigated for the same system architecture.

Information bottleneck: In the recent years, the IB framework [L13 is considered as
a theoretical framework for analysis and explanation of supervised deep learning systems.
However, as shown in 121], the original IB framework faces several practical issues: (i) for the
deterministic deep networks, either the IB functional is in nite for network parameters, that
leads to the ill-posed optimization problem, or it is piecewise constant, hence not admitting
gradient-based optimization methods, and (ii) the invariance of the IB functional under
bijections prevents it from capturing properties of the learned representation that are desirable
for classi cation. In the same work, the authors demonstrate that these issues can be partly
resolved for stochastic deep networks, networks that include a (hard or soft) decision rule,
or by replacing the IB functional with related but more well-behaved cost functions. It is
important to mention that the same authors also note that rather than trying to repair the
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Fig. 3.1 Classi cation with the hand-crafted latent space regularization.

inherent problems in the IB functional, a better approach may beto design regularizers on
latent representation enforcing the desired properties directly

In current work, these ideas are extended using variational approximation approach
suggested in 122 and that was also applied to unsupervised models in the previous work
[123 124). More particularly, the IB framework is extend to the semi-supervised classi cation
and as discussed above two di erent ways of regularization of the latent space of classi er
are considered, i.e., either using traditional hand-crafted priors or suggested learnable priors.
Although, the semi-supervised clustering and conditional generation are not considered in
this work, the proposed ndings can be extended to these problems in a way similar to prior
works such as AAE [33], ADGM [125] and SeGMA [126].

The closest works: The proposed framework is closely related to several families of
semi-supervised classi ers based on generative models. VAE (M1+M2)32] combines latent-
feature discriminative model M1 and generative semi-supervised model M2. A new latent
representation is learned using the generative model from M1 and subsequently a generative
semi-supervised model M2 is trained using embeddings from the rst latent representation
instead of the raw data. Semi-supervised AAE classi er B3] is based on the AE architecture,
where the encoder of AE outputs two latent representations: one representing class and
another style. The latent class representation is regularized by an adversarial loss forcing it
to follow categorical distribution. It is claimed that it plays an essential role for the overall
classi cation performance. The latent style representation is regularized to follow Gaussian
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distribution. In both cases of VAE and AAE, the mean square error (MSE) metric is used
for the reconstruction space loss. CatGAN 84] is an extension of GAN and is based on an
objective function that trades-o mutual information between observed examples and their
predicted categorical class distribution, against robustness of the classi er to an adversarial
generative model.

In contrast to the above approaches and following the IB framework, we formulate the
semi-supervised classi cation problem as a training of classi er that aims at compressing the
input x to some latent data a via an encoding that is supposed to retain only class relevant
information that is controlled by a decoder as shown in Fig. 3.1. If the amount of labeled
data is su ciently large, the supervised classi er can achieve this goal. However, when the
amount of labeled examples is small such an encoder-decoder pair representing an IB-driven
classi er is regularized by a latent space and adversarial label space regularizers to Il the
gap in training data. The adversarial label space regularization was already used in AAE
and CatGAN. The latent space regularization in the scope of IB framework was reported in
[114]. In this work, there is demonstrated that both label and latent space regularizations
are instances of the generalized IB formulation developed in Section 3.3. At the same time,
in contrast to the hypothesis that the considered label space and latent space regularizations
are the driving factors behind the success of semi-supervised classi ers, we demonstrate
that the hand-crafted priors considered in these models cannot completely ful Il the lack of
labeled data and lead to relatively poor performance in comparison to a fully supervised
system based on a sole cross-entropy metric. For these reasons, the another mechanism of
regularization of latent space based on learnable priors is analyzed as shown in Fig. 3.2 and
developed in Section 3.4. Along this line, an IB formulation of AAE is provided to explain
the driving mechanisms behind its success as an instance of IB with learnable priors. Finally,
we present several extensions that explain the IB origin and role of adversarial regularization
in the reconstruction space.

Summary: The considered methods of semi-supervised learning can be di erentiated
based on: (i) the targeted taskg(auto-encoding, clustering, generation or classi cation that
can be accomplished depending on available labeled data); (ithe architecture in terms of the
latent space representation(with a single representation vector or with multiple representation
vectors); (iii) the usage of IB or other underlying frameworkgmethods derived from the
IB directly or using regularization techniques); (iii) the label space regularizationbased
on available unlabeled data, augmented labeled data, synthetically generated labeled and
unlabeled data, specially designed adversarial examples); (ivihe latent space regulariza-
tion (hand-crafted regularizers and priors or learnable priors under the reconstruction and
contrastive setups) and (v) the reconstruction space regularization in case of reconstruction
setup (based on unlabeled and labeled data, augmented data under certain perturbations,
synthetically generated examples).
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In this work, the main focus is on the latent space regularization for the hand-crafted
and learnable priors under the reconstruction setup within the IB based semi-supervised
classi cation. We do not consider any augmentation and adversarial techniques besides a
simple stochastic encoding based on the addition of data independent noise at the system
input or even deterministic encoding without any form of augmentation. The regularization
of the label space and reconstruction space is solely based on the terms derived from the
IB framework and only includes available labeled and unlabeled data without any form of
augmentation. In this way, it is important to investigate the role and impact of the latent
space regularization as such in the IB based semi-supervised classi cation. The usage of the
above mentioned techniques of augmentation should be further investigated and will likely
provide an additional performance improvement.

3.3 IB with hand-crafted priors

It is assumed that a semi-supervised classi er has an access fcxm;cmgr'}ﬂzl training labeled
samples, wherex, 2 RP denotesm™™ data sample andc,, corresponding encoded class label
from the setfl;2; ;Mcg, generated from the joint distribution p(c;x), and non-labeled
data samplesfx; ng=1 with J N. To integrate the knowledge about the labeled and
non-labeled data at training, one can formulate the IB as:

LHP(C =1 (X;A) ol (A;C); (3.1)

where a denotes the latent repr%entation, ¢ is a Lagrangian multipliq:]r and thehIB terms are
denedasl  (X;A)= Eq (xa) log qqaa(?g) andl ,(A;C)= Epcx) Eq (ajx) 10g* g((ga) ,
with g _(x;a) denoting the joint distribution, q _(ajx) the encoder andq _(cja) decoder
mappings.

According to the above IB formulation the encoder q _(ajx) is trained to minimize
the mutual information between X and A while ensuring that the decoderq _(cja) can
reliably decide on labelsC from the compressed representatiorA. The trade-o between
the compression and recognition terms is controlled by .. Thus, it is assumed that the
information retained in the latent representation A represents the su cient statistics for the

class labelsC.

We assume that the encoder is parametrized by a deep network with parameters ,.
However, since optimalq _(cja) is unknown, the second terml _(A;C) is lower bounded by
I .. .(A;C) using a variational approximation p .(cja) to q _(cja):
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a( ) p(c;x) q a(an) g p(C) D(C,X)" q a(aJX)" g p(c) #g c(CJa)
p .(cja) q .(ca)
= Epex) Eq (ajx) 109 + Epex) Eq _(aj) 109 —2—
p(cix) Eq ,(ajx) 109 ) peix) Eq ,(ajx) 09 p .(cja)
cia LN .
= Epex) Eq 2(aix) log : ;ECJ) : + Epcix) Dke (q a(Cja)ij -(cja))
p .(cja)
Eqeyy E ixy log—= ;
p(eix) Eq ,(aix) 109 p(c)

(3.2)

N
4,(G) " Jnd the inequhality follows from the

h
where Dy (9 ,(cja)jjp .(cja)) = Eq  (ajx) 109 52(cay the
factthat Dy (q ,(cja)jip (cja)) 0. Theterm !l . .(A;C)= Epcn) Eq (ajx) log® B((ga) :
Thus, I _(A;C) I .. .(A;C). In this case, the decoder can be implemented as a
parametrized deep network with parameters .

Thus, the IB (3.1) can be reformulated as:

LACPL( & =1 (X;A) ol . (A;C): (3.3)

The considered IB is schematically shown in Fig. 3.1 and the detailed development of
each component of the IB formulation is presented below.

3.3.1 Decomposition of the rst term: hand-crafted regularization

The rst mutual information term | _(X;A) in (3.3) can be decomposed using a factor-
ization by a parametric marginal distribution p ,(a) that represents a prior on the latent
representation a:

#
q,(x;a) q ,(ajx)p .(a)
q . (a)pp(x) q.@ p.

= E D iX = x)k D k ;
po )| DKL q.(aj ', x)kp .(a) y P q ag\) p a(61)},
Dajx Da

| ,(X;A)= Eq _(x;a) l0g = Eq (x;a) 09

(3.4)

where tme rst term denotes the KL-divergence Dyx , Dk g (ajX = x)kp ,(a) =
Eq , aix) log qpa:z‘:)() and the term denotes the KL-divergenceDa, Dk. q ,(a)kp ,(a) =

q ,(a)
Eq () |Og p.@ -

It should be pointed out that the encoding g _ (ajx) can be both stochastic or deterministic.
Stochastic encodingg (ajx) can be implemented via: (a) multiplicative encoding applied to
theinput x asa=f (x )orinthe latentspacea=f _(x) ,wheref (x)isthe output
of the encoder, denotes the element-wise product and follows some data independent or
data dependent distribution like in information dropout [ 114); (b) additive encodingapplied
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to the input x asa = f _(x + ) with the data independent perturbations, e.g., like in

PixelGAN [127], or in the latent space with generally data-dependent perturbations of form
a=f (x)+ _(x) ,wheref (x)and _(x)are outputs of the encoder and is assumed
to be a zero mean unit variance vector like in VAE B2] or (c) concatenative/mixing encoding
a=f _([x; ]) that is generally applied at the input of encoder. Deterministic encoding
is based on the mappinga = f _(x), i.e., no randomization is introduced, e.g., like one of
encoding modalities of AAE [33].

3.3.2 Decomposition of the second term

The second term in (3.3) is factorized to address the semi-supervised training, i.e., to integrate
the knowledge of both non-labeled and labeled data available at training:

p .(cja) p .(c)
p(c) p .(c)

p(c)
Epc) ['Or?p (©)]  Ep) log p..(©) (3.5)

+ Bpe) Bq (@i [logp .(cja)]
H(p(c);p .(c)) Dk (p(c)kp .(c)) H ; (CjA);

I . (AC) ., Epeix) Eq alaix) log

with H(p(c); p (¢)) = Ep) [logp c(ﬁ)] denotipg a cross-entropy betweerp(c) and p .(c),
and D¢, D (p(c)kp .(€)) = Epe) log ppi‘(?:) to be a KL-divergence between the prior
class label distribution p(c) and the estimated onep _(c). One can assume di erent forms of
labels' ¢ encoding but one of the most often used forms igne-hot-label encodinghat leads
to the categorical distribution rp(c) = cat(c). Finally,ithe conditional entropy is de ned as
Dee . H ¢ (CJA)= Epex) Eq A (@jx) [logp .(cja)] -

Since H (p(c); p .(c)) 0, one can lower bound (3.5) ad . .(A;C) ILa; J(A3C)
where:

| (3.6)

5 (AC), Pr (p(g)kp (9) H . (CiA):

Dee
3.3.3 Supervised and semi-supervised models with/without hand-crafted
priors

Summarizing the above variational decomposition of (3.3) with the terms (3.4) and (3.6), it
is possible to considered four practical scenarios:

1. Supervised training without latent space regularization baseline) based on termDga
in (3.6):

LgcﬁoReg( ¢; a) = Dt (3.7)
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2. Semi-supervised training without latent space regularizatiorbased on termsDg and D¢
in (3.6):
L8 Noreg( ¢ a) = Des + Dc: (3.8)

3. Supervised training with latent space regularizationbased on termDg in (3.6) and
either term Dy, or D4 or jointly Dy and D4 in (3.4):
h i
L8%Reg( ¢ @)= Epp(x) Daix * Da* oDt (3.9)

4. Semi-supervised training with latent space regularizatiordeploys all terms in (3.4) and
(3.6): hooi
ggPReg( c a) = EpD (x) Dajx + Da + CDCC‘ + CDC: (310)

The empirical evaluation of these setups is given in Section 3.5. The same architecture of
encoder and decoder is used to establish the impact of each term in a function of available
labeled data.

3.4 IB with learnable priors

In this Section, the results obtained for the hand-crafted priors are extended to the learnable
priors (LP). Instead of applying the hand-crafted regularization of the latent representation a
as suggested by the IB (3.3) and shown in Fig. 3.1, it is assumed that the latent representation
a is regularized by a specially designed AE as shown in Fig. 3.2. The AE based regularization
has two components: (i) the latent spacez regularization and (ii) the observation space
regularization. The design and training of this latent space regularizer in a form of the AE is
guided by its own IB. In the general case, all elements of AE, i.e., its encoder-decoder pair,
latent and observation space regularizers are conditioned by the learned class label The
resulting Lagrangian with the learnable prior is:

LY ( & 5 o x) = | L C(A ZJC} Xll a C;{E(X;chg CI| La; C{(ZA;CI; (3.11)

A B C

where  is a Lagrangian multiplier controlling the reconstruction of x at the decoder and
is the same as in (3.1).

The terms A and B, conditioned by the classc, play a role of the latent space regularizer
by imposing the learnable constrains on the vectora. These two terms correspond to the
hand-crafted counterpart | _(X;A) in (3.3). The term C in the learnable IB formulation

1Formally one should consider | 2 21 (X ZjC) for the term A. However, since | . ,. .(X;Z|C)
I .: ,; (A;ZjC) due to the Markovianity of considered architecture, the decomposition starts from A [128],
Data Processing Inequality, Theorem 2.8.1.
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corresponds to the classi cation part of hand-crafted IB in (3.3) and can be factorized along
the same lines as in (3.6). Therefore, the factorization of terms A and B will be considered.

One can also consider the following IB formulation with the learnable priors with no
conditioning on c in term A in (3.11) leading to an unconditional counterpart D below that
can be viewed as an IB generalization of semi-supervised AAE [33]:

LR S =1 - (A Z I (X Z] I (A:C): 12
are( a2 ¢ x) |2 Z{I(if_} x| a2 c,{s( , JC} cI al C{(7 ’C} (3.12)
C

3.4.1 Decomposition of latent space regularizer

Consideringp .. ;. .(X;&;¢;2) = po(X)q _(ajx)p .(cja)q ,(zja;c) we decompose the term
A in (3.11) using variational factorization as:

] #
q ,(zia;c) p,(2)

A;ZjC)= E ) | i
ar z» c( J ) P a2z c(Xiaiciz) °d q Z(ZJC) p z(z)

H i

= Epy(x) Eq 4 (@ix) Ep (cja) |DKL q,(ZA :{9;0 = Ok .(2) }

Dzja;c
h . !
Eoo () Eq .(aix) Ep . (cia) IDKL q Z(ZJ({ZZ: c)kp .(2) y o
Dzjc

h - (3.13)
where Djac, Dk g ,(zjasc)kp ,(z2) = Eq ,(zjasc) log p(zéj)(:) and Dy ,

DkL th(ZJc)kpZ(z) = Eq a ,Gzio) Iog (’)) denote the KL-divergence terms andy _(zjc) =

Epo ) Eq (a0 4 ,(Zia;c)

3.4.2 Decomposition of reconstruction space regularizer

Denoting p _; ,; .; «(X;&;¢;2) = po(X)q ,(ajx)p .(cja)q ,(zja;c)p ,(X]z;c), the term B is
decomposed in (3.11) as:

P . (xjz;c) p, (x)
po (xjc) p,(x)

ar z1 C x(x’ZJC) = Ep a z) C» c(X;a;C;z) IOg

= Ep (¢ [H (P (XjC); p , (X))] (3.14)
E D XjC = c)kp , (x H . .. (Xjz;C);
pc(c)[ kL (Pp (X] {7 )kp  ( ))} H o C,ﬁ( i ;
Dyjec Dy
h [
wherep (¢) = Ep, (x) Eq . (ax) [p .(cja)] . The terms are de ned aﬁsH (po (xj?:); p ., (x))=

Epo (xi) [09P , ()], Dyje + Dt (Po(XIC = ©)kp (X)) = Epy xjey log P 5a and Dy

H Lo (ij;C) = EpD (x) Eq 2(ajx) Ep c(cja) Eq ,(zjac) [Ing X(XjZ;C)]

ar z» Cr X
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Fig. 3.2 Classi cation with the learnable latent space regularization.

SinceE, ¢y [H(po(xjc); p ,(X))] O, it can be lower bounded! . .. .., (X;ZjC)
|L. cX(X,Z]C), DXjC ng

a

3.4.3 Semi-supervised models with learnable priors

Summarizing the above variational decomposition of (3.11) with the terms (3.13) and (3.14),
we considersemi-supervised training with latent space regularizatioras:
h h ii
ng Regl ¢ xi a 2) = Epy(x) Eq NENS) Ep .(cia) Dzac
h h ii
* Bpox) Ba,(aix) Ep ((cja) Dzc

h i
+ xDwe + xEp (¢) Dxjc + cDeet+ cDc:

(3.15)

To create a link to the semi-supervised AAE B3], we also consider (3.12), where all latent
and reconstruction space regularizers are independent af, i.e., do not contain conditioning
on c.
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Semi-supervised training with latent space regularization and MSE reconstructiorbased on
(3.12):

ng me( ¢ x a 22=Dz+ xDe+ cDee+ cDe; (3.16)
h i
whereD;, Dk q,(2)kp ,(2) = Eq (y) Iog% .

Semi-supervised training with latent space regularization and with MSE and adversarial
reconstruction based on (3.12) deploys all terms:

LSS AAE ompee ( & %3 ai 2)= Dzt xDg + xDx+ D+ D (3.17)

pD(X)I

h
where Dx , D (Po(X)kp (X)) = Epy (x) 109 51y -

3.4.4 Links to state-of-the-art models

The considered HCP and LP models can be linked with several state-of-the-art unsupervised
models such VAE [L129 130, -VAE [131]], AAE [33] and BIB-AE [ 123 and semi-supervised
models such as AAE [33], CatGAN [34], VAE (M1+M2) [32] and SeGMA [126].

3.4.4.1 Links to unsupervised models

The proposed LP model (3.11) generalizes unsupervised models without the categorical latent
representation. In addition, the unsupervised models in a form of the auto-encoder are used
as a latent space regularizer in the LP setup. For these reasons, there are brie y considered
four models of interest, namely, VAE, -VAE, AAE and BIB-AE.

Before we proceed with the analysis, we de ne an unsupervised IB for these models. We
assume the fused encoderg _(ajx) and g ,(zja) without conditioning on c in the inference
model according to Fig. 3.2. We also assume no conditionally oo in the generative model.

The Lagrangian of unsupervised IB is de ned according to [123]:

LY( x; =1 ,0X5:2) &l . (Z:X); (3.18)
where similarly to the supervised counterpart (3.4), the rst term is de ned as:

#
q,(x;2) _ q,(zix) p ,(2)
9 @) - et 9T

Dk q,(ziX = x)kp ,(2) | Dk 9 ZEZ)kP [(2).;
D{? b D7 }

I z(X’Z): Eq ,(x:2) lo

(3.19)
= Epy(x)

and similarly to (3.14) the second term is de ned as:
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P, (Xj2) p ,(x)
Po(X) P, (X)

= Hpo(xje)ip (X)) Pre (PoIkp , ()} H
Dx

I, «(Z:X) = Epyx) Eq,(zx) log

. (3.20)
L2y

Dye

where the de nition of all terms should follow from the above equations.

SinceH (pp (xjc); p ,(x)) O, it can be lower boundedl . (Z;X) D x D x.

Having de ned the unsupervised IB variational bounded decomposition, one can proceed
with an analysis of the related state-of-the-art methods along the lines of analysis introduced
in Summary part of Section 2.

VAE [129, 130] and -VAE [131]:

1. The targeted tasks auto-encoding and generation.

2. The architecture in terms of the latent space representation the encoder outputs two
vectors representing the mean and standard deviation vectors that control a new latent
representationz = f (x)+ (X) , wheref (x)and (x) are outputs of the
encoder and is assumed to be a zero mean unit variance Gaussian vector.

3. The usage of IB or other underlying frameworks both VAE and -VAE use evidence
lower bound (ELBO) and are not derived from the IB framework. However, it can be
shown [123] that the Lagrangian (3.18) can be reformulated for VAE and VAE as:

h i
L vae( xi 2)= Eppx) Dzix + xDxr; (3.21)

where , = 1 for VAE. It can be noted that the VAE and -VAE are b@sed on
an upper bound on the mutual information term |1 (X;Z) Epo (x) Dzjx » since
DkL 9 ,(2)kp ,(2) 0. Similar considerations apply to the second term since

Dke (Po(X)kp ,(x)) 0.

4. The label space regularization does not apply here due to the unsupervised setting.
5. The latent space regularization is based on the hand-crafted prior with Gaussian pdf.

6. The reconstruction space regularization in case of reconstruction lossis based on
the mean square error (MSE) counterpart ofD,s that corresponds to the Gaussian
likelihood assumption.

Unsupervised AAE  [33]:

1. The targeted tasks auto-encoding and generation.
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2. The architecture in terms of the latent space representationthe encoder outputs one
vector in stochastic or deterministic way asz = f _(x).

3. The usage of IB or other underlying frameworks AAE is not derived from the IB
framework. As shown in [L123], the AAE equivalent Lagrangian (3.18) can be linked
with the IB formulation and de ned as:

Laae ( x; 2)= Dz+ xDx; (3.22)

where x = 1 in the original AAE formulation. It should be pointed out that the
IB formulation of AAE contains the term Dy, whose origin can be explained in the
same way as for the VAE. Despite of the fact that the term D, indeed appears in
(3.22) with the opposite sign, it cannot be interpreted either as an upper bound on
I (X;Z) similarly to the VAE or as a lower bound. The goal of AAE is to minimize
the reconstruction loss or to maximize the log-likelihood by ensuring that the latent
space marginal distribution q _(z) matches the prior p ,(z). The latter corresponds to
the minimization of Dk q ,(2)kp ,(2) , i.e., D, term.

4. The label space regularization does not apply here due to the unsupervised setting.

5. The latent space regularization is based on the hand-crafted prior with zero mean unit
variance Gaussian pdf for each dimension.

6. The reconstruction space regularization in case of reconstruction lossis based on the
MSE.

BIB-AE  [123]:
1. The targeted tasks auto-encoding and generation.

2. The architecture in terms of the latent space representationthe encoder outputs one
vector using any form of stochastic or deterministic encoding.

3. The usage of IB or other underlying frameworks the BIB-AE is derived from the
unsupervised IB (3.18) and its Lagrangian is de ned as:
h i
Leie AE( x; 2) = Epgx) Dzx D z+ xDx+ xDx: (3.23)

4. The label space regularization does not apply here due to the unsupervised setting.

5. The latent space regularization is based on the hand-crafted prior with Gaussian pdf
applied to both conditional and unconditional terms. In fact, the prior for D, can be
any but D, requires analytical parametrization.
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6. The reconstruction space regularization in case of reconstruction lossis based on the
MSE counterpart of Dyx and the discriminator Dyx. This is a distinctive feature in
comparison to VAE and AAE.

In summary, BIB-AE includes VAE and AAE as two particular cases. In turns, it should
be clear that the regularizer of semi-supervised model considered in this work resembles the
BIB-AE model and extends it to the conditional case that will be considered below.

3.4.4.2 Links to semi-supervised models

The proposed LP model (3.11) is also related to several state-of-the-art semi-supervised models
used for the classi cation. As pointed out in the introduction, there are only considered
available labeled and unlabeled samples in the analysis. The extension to the augmented
samples, i.e., permutations, synthetically generated samples, i.e., fakes, and the adversarial
examples for both latent space and label space regularizations can be performed along the
line of analysis but it goes beyond the scope and focus of this work.

Semi-supervised AAE  [33]:

1. The targeted tasks auto-encoding, clustering, (conditional) generation and classi cation.

2. The architecture in terms of the latent space representation the encoder outputs
two vectors representing the discrete class and continuous type of style. The class
distribution is assumed to follow categorical distribution and style Gaussian one. Both
constraints on the prior distributions are ensured using adversarial framework with two
corresponding discriminators. In its original setting, AAE does not use any augmented
samples or adversarial examples.

Remark: It should be pointed out that in the proposed architecture the latent space

is represented by the vectora, which is fed to the classi er and regularizer that gives

a natural consideration of IB and corresponding regularization and priors. In the
case of semi-supervised AAE, the latent space is considered by the class and style
representations directly. Therefore, to make it coherent with the considered case, one
should assume that the class vector of semi-supervised AAE corresponds to the vector
¢ and the style vector to the vector z.

3. The usage of IB or other underlying frameworks AAE is not derived from the IB
framework. However, as shown in the performed analysis the semi-supervised AAE rep-
resents the learnable prior case in part of latent space regularization. The corresponding
Lagrangian of semi-supervised AAE is given by (3.16) and considered in Section 3.4.3.

4. The label space regularization is based on the adversarial discriminator in assumption
that the class labels follow categorical distribution. This is applied to both labeled and
unlabeled samples.
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5. The latent space regularization is based on the learnable prior with Gaussian pdf of
AE.

6. The reconstruction space regularization in case of reconstruction lossis only based on
the MSE.

CatGAN [34]: is based on an extension of classical GAN binary discriminator designed
to distinguish between the original images and fake images generated from the latent space
distribution to a multi-class discriminator. The author assumes the one-hot-vector encoding
of class labels. The system is considered for the unsupervised and semi-supervised modes. For
both modes the one-hot-vector encoding is used to encoded class labels. For the unsupervised
mode, the system has an access only to the unlabeled data and the output of the classi er is
considered as a clustering to a prede ned number of clusters/classes. The main idea behind
the unsupervised training consists in such a training of the discriminator that any sample
from the set of original images is assigned to one of the classes with high delity whereas any
fake or adversarial sample is assigned to all classes almost equiprobably. This corresponds to
the fake samples and the regularization in the label space is based on the considered and
extended framework of entropy minimization based regularization. In the case of absence of
fakes, this regularization coincides with the semi-supervised AAE label space regularization
under the categorical distribution and adversarial discriminator that is equivalent to enforcing
the minimum entropy of label space. However, the encoding of fake samples is equivalent to
a sort of rejection option expressed via the activation of classes that have maximum entropy
or uniform distribution over the classes. Equivalently, the above types of encoding can be
considered as the maximization of mutual information between the original data and encoded
class labels and minimization of mutual information between the fakes/adversarial samples
and the class labels. Semi-supervised CatGAN model adds a cross-entropy term computed
for the true labeled samples.

Therefore, in summary:

1. The targeted tasks auto-encoding, clustering, generation and classi cation.

2. The architecture in terms of the latent space representation there is no encoder as such
and instead the system has a generator/decoder that generates samples from a random
latent spacea following some hand-crafted prior. The second element of architecture is
a classi er with the min/max entropy optimization for the original and fake samples.
The encoding of classes is assumed to be a one-hot-vector encoding.

3. The usage of IB or other underlying frameworks CatGAN is not derived from the
IB framework. However, as shown in 123, one can apply the IB formulation to
the adversarial generative models as in the case of CatGAN assuming that the term
I (X;A)=0in(3.3) due to the absence of encoder as such. The minimization problem



3.4 1B with learnable priors 57

(3.3) reduces to the maximization of the second terml . (A;C) expressed via its
lower bound of variational decomposition (3.6). The rstterm D, enforces that the class
labels of unlabeled samples follow the de ned prior distribution p(c) with the above
property of entropy minimization under one-hot-vector encoding whereas the second
term D¢ re ects the supervised part for labeled samples. In the original CatGAN
formulation, the author does not use the expression for the mutual information for the
decoder/generator training as it is shown above but instead uses the decomposition of
mutual information via the di erence of corresponding entropies (see, rst two terms
in (9) in [34]). As it has been pointed out, in the analysis there is not included the
term corresponding to the fake samples as in original CatGAN. However, it is obvious
that this form of regularization does play an important role for the semi-supervised
classi cation. The impact of this terms requires additional studies.

4. The label space regularization is based on the above assumptions for labeled samples,
which are included into the cross-entropy term, unlabeled samples included into the
entropy minimization term and fake samples included into the entropy maximization
term in the original CatGAN method.

5. The latent space regularization is based on the hand-crafted prior.

6. The reconstruction space regularization in case of reconstruction lossis based on the
adversarial discriminator only.

SeGMA [12€]: is a semi-supervised clustering and generative system with a single latent
vector representation auto-encoder similar in spirit to the unsupervised version of AAE that
can be also used for the classi cation. The latent space of SeGMA is assumed to follow a
mixture of Gaussians. Using a small labeled dataset, classes are assigned to components of
this mixture of Gaussians by minimizing the cross-entropy loss induced by the class posterior
distribution of a simple Gaussian classi er. The resulting mixture describes the distribution
of the whole data, and representatives of individual classes are generated by sampling from
its components. In the classi cation setup, SeGMA uses the latent space clustering scheme
for the classi cation.

Therefore, in summary:

1. The targeted tasks auto-encoding, clustering, generation and classi cation.

2. The architecture in terms of the latent space representation a single vector representa-
tion following mixture of Gaussians distribution.

3. The usage of IB or other underlying frameworks SeGMA is not derived from the IB
framework but a link to the regularized ELBO an other related auto-encoders with
interpretable latent space is demonstrated. However, as in previous methods it can
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be linked to the considered IB interpretation of the semi-supervised methods with
hand-crafted priors (3.16). An equivalent Lagrangian of SeGMA is:

Lseema( ¢ x; z2) = Dz+ xDxr + cDee; (3.24)

where the latent space discriminatorD, is assumed to be the maximum mean discrepancy
(MMD) penalty that is analytically de ned for the mixture of Gaussians pdf, Dy is
represented by the MSE andDg represents the cross-entropy for the labeled data
de ned over class labels deduced from the latent space representation.

4. The label space regularization is based on the above assumptions for labeled samples,
which are included into the cross-entropy term as discussed above.

5. The latent space regularization is based on the hand-crafted mixture of Gaussians pdf.

6. The reconstruction space regularization in case of reconstruction lossis based on the
MSE.

VAE (M1+M2) [32): is based on the combination of several models. The model M1
represents a vanilla VAE considered in section 3.4.4.1. Therefore, the model M1 is a particular
case of considered unsupervised IB. The model M2 is a combination of encoder producing
a continuous latent representation and following Gaussian distribution and a classi er that
takes as an input original data in parallel to the model M1. The class labels are encoded using
the one-hot-vector representations and follow categorical distribution with a hyper-parameter
following the symmetric Dirichlet distribution. The decoder of model M2 takes as an input
the continuous latent representation and output of classi er. The decoder is trained under
the MSE distortion metric. It is important to point out that the classi er works with the
input data directly but not with the common latent space like in the considered LP model.
For this reason, it is an obvious analogy with the considered LP model (3.11) under the
assumption that a = x and all performed IB analysis directly applies to. However, as pointed
by the authors, the performance of model M2 in the semi-supervised classi cation for the
limited number of labeled samples is relatively poor. That is why the third hybrid model
M1+M2 is considered when the models M1 and M2 are used in a stacked way. At the
rst stage, the model M1 is learned as the usual VAE. Then the latent space of model M1
is used as an input to the model M2 trained in a semi-supervised way. Such a two-stage
approach closely resembles the learnable prior architecture presented in Fig. 3.2. However,
the presented model is end-to-end trained with the explainable common latent space and 1B
origin, while the model M1+M2 is trained in two stages with the use of regularized ELBO
for the derivation of model M2.

1. The targeted tasks auto-encoding, clustering, (conditional) generation and classi cation.
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2. The architecture in terms of the latent space representation the stacked combination
of models M1 and M2 is used as discussed above.

3. The usage of IB or other underlying frameworks VAE M1+M2 is not derived from the
IB framework but it is linked to the regularized ELBO with the cross-entropy for the
labeled samples. The corresponding IB Lagrangian of semi-supervised VAE M1+M2
under the assumption of end-to-end training can be de ned as:

h i
LS vaemiemz (¢ x ar 2= Eppx) Dzix + xDe + D+ cDei (3.25)

4. The label space regularization is based on the assumption of categorical distribution of
labels.

5. The reconstruction space regularization in case of reconstruction lossis only based on
the MSE.

3.5 Experimental results

3.5.1 Experimental setup

The tested system is based on (i) the deterministic encoder and decoder and (ii) the stochastic
encoder of typea = f _(x + ) with the data independent perturbations and deterministic
decoder for both cases. The density ratio estimator]37 is used to measure all KL-divergences.
The results of semi-supervised classi cation on the MNIST dataset are reported in Table 3.1,
where symbolD indicates the deterministic setup and symbolS corresponds to the stochastic
one. To choose the optimal parameters of systems, e.g., the Lagrangian multipliers in the
considered models, a 3-run cross-validation with the randomly chosen labeled examples is
run as shown in Appendices C.1 - C.6. Once the model parameters are chosen, a 10 time
cross-validation is run and the average results are shown in Table 3.1.

Additionally, a 10-run cross-validation is performed on the SVHN dataset 115. The
same architecture is used as for MNIST with the same encoders, decoders and discriminators.
In contrast to VAE M1+M2, the normalized raw data without any pre-processing was used.
Additionally, in contrast to AAE, where an extra set of 531131 unlabeled images is used for
the semi-supervised training, in performed experiments only a train set of 73257 images is
used for training. Moreover, the experiments are performed: (i) for the optimal parameters
chosen after 3-run cross-validation for the MNIST dataset with no special adaption to SVHN
dataset and (ii) under the network architectures with exactly the same number of used lters
as given in Appendices C.1 - C.6 for the MNIST dataset. In summary, the main goal is to
test the generalization capacity of the proposed approach but not just to achieve the best
performance by ne-tuning of network parameters. The obtained results are represented in
Table 3.1.
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Table 3.1 Semi-supervised classi cation error (%) for the optimal parameters (Appendix C.1

- C.6) de ned on the MNIST dataset (D - deterministic; S - stochastic).

MNIST (100) MNIST (1000) MNIST (all) SVHN (1000)
NN Baseline (Dqe) [D] 26.31( 0.91) 7.50( 0.19) 0.68( 0.05) 36.16 ( 0.77)
[S] 26.78 ( 1.66) 7.54 ( 0.25) 0.70 ( 0.05) 36.28 ( 0.93)
InfoMax [34] [S] 33.41 21.5 15.86 -
VAE [36] [S] 14.26 8.71 5.02 -
MV-InfoMax [36] [S] 13.22 7.39 6.07 -
IB multiview [36] [S] 3.03 2.34 2.22 -
VAE (M1 + M2) [36] [S] 3.33( 0.14) 2.40 ( 0.02) 0.96 36.02 ( 0.10)
CatGAN [S] 1.91( 0.10) 1.73 ( 0.18) 0.91 -
AAE [D] 1.90( 0.10) 1.60 ( 0.08) 0.85( 0.02) 17.70 ( 0.30)
No priors on latent space
Des + Dg [D] 20.72( 1.58) 4.99( 0.28) 0.69( 0.04) 25.78 ( 0.90)
[S] 19.60( 1.37) 4.49( 0.25) 0.67 ( 0.05) 26.34 ( 0.80)
Hand-crafted latent space priors
D+ D [D] 27.44( 1.40) 6.77( 0.34) 0.91( 0.05) 35.94 ( 1.08)
cree T [S] 27.48 ( 1.07) 6.91( 0.45) 0.88( 0.05) 35.80 ( 1.21)
[D] 12.04( 4.46) 2.43( 0.12) 0.81( 0.05) 24.70( 0.46)
CDOC + Da + CDC
[S] 11.80( 3.82) 2.40( 0.10) 0.82( 0.04) 24.62 ( 0.54)
Learnable latent space priors
Dut D.+D.+ D [D] 1.55( 0.21) 1.25( 0.10) 0.74( 0.04) 20.07 ( 0.36)
cree T eFem Fz T xEX g 149 ( 0.18) 1.43( 0.06) 0.78 ( 0.04) 20.00 ( 0.31)
D+ Dc+D;+ D [D] 1.38( 0.09) 1.21( 0.10) 0.77( 0.06) 19.75 ( 0.52)
+ Dy [S] 1.42( 0.10) 1.16 ( 0.09) 0.79( 0.02) 19.71 ( 0.26)

The considered architectures are compared with several state-of-the-art semi-supervised
methods such as AAE B3], CatGAN [34], VAE (M1+M2) [ 32], IB multiview [ 36], MV-InfoMax
[36] and InfoMax [34] with 100, 1000 and 60000 training labeled samples. The expected
training times for the considered models are given in Table 32

3.5.2 Discussion MNIST

The deterministic and stochastic systems based on the learnable priors clearly demonstrate the
state-of-the-art performance in comparison to the considered semi-supervised counterparts.
Baseline Neural Network (NN): the obtained results allow to conclude that, if the amount
of labeled training data is large, as shown in "all" column (Table 3.1), the latent space
regularization has no practically signi cant impact on the classi cation performance for
both hand-crafted and learnable priors. The deep classi er is capable to learn a latent
representation retaining only su cient statistics in the latent space solely based on the
cross-entropy component of IB classi cation term decomposition as shown in Fig. 3.3, row

2The source code is available athttps://github.com/taranO/IB-semi-supervised-classi cation
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D¢ and column "all". The classes appear to be well separable under this form of visualization.
At the same time, the decrease of number of labeled samples leads to the degradation of
classi cation accuracy as show in Table 3.1 for columns "1000" and "100". This degradation
is also clearly observed in Fig. 3.3, ronDg and column "100", where one can observe a larger
overlap between the classes compared to the column "all". The stochastic encoding via the
addition of noise to the input samples does not enhance the performance with respect to
the deterministic decoding for the small amount of labeled examples. One can assume that
the presence of additive noise is not typical for the considered data, whereas the samples
clearly di er in the geometrical appearance. Therefore, one can only assume that random
geometrical permutations would be a more interesting alternative to the additive noise
permutations/encoding.

No priors on latent space: to investigate the impact of unlabeled data, the adversarial
regularizer D. is added to the baseline classi er based oD. The term D, enforces the
distribution of class labels for the unlabeled samples to follow the categorical distribution.
At this stage, no regularization of latent space is applied. The addition of the adversarial
regularizer D¢, see "100" column (Table 3.1), allows to reduce the classi cation error in
comparison to the baseline classi er. Moreover, the stochastic encoder slightly outperforms
the deterministic one for all numbers of labeled samples. However, the achieved classi cation
error is far away from the performance of baseline classi er trained on the whole labeled
dataset. Thus, the cross-entropy and adversarial classi cation terms alone can hardly cope
with the lack of labeled data and proper regularization of the latent space is the main
mechanism capable to retain the most relevant representation.

Hand-crafted latent space priors: along this line there is investigated the impact of hand-
crafted regularization in the form of the added discriminator D, imposing Gaussian prior on
the latent representation a. The sole regularization of latent space with the hand-crafted
prior on the Gaussianity does not re ect the complex nature of latent space of real data. As a
result the performance of the regularized classi er ;:Dg + D4 does not lead to a remarkable
improvement in comparison to the non-regularized counterpartD.s for both stochastic and
deterministic types of encoding. When in addition the label space regularizatiorD. is added
tothe nalclassier De+ Da+ De, it leads to the factor of 2 classi cation error reduction
over the cross-entropy baseline classi er but it is still far away from the fully supervised
baseline classi er trained on the fully labeled dataset. At the same time, there is no signi cant
di erence between the stochastic and deterministic types of encoding.

Learnable latent space priors:along this line there is investigated the impact of learnable
priors by adding the corresponding regularizations of the latent space of auto-encoder and data
reconstruction. The role of reconstruction space regularization based on the MSE expressed
via Dyz and joint Dy and Dy is investigated. The addition of discriminator Dy slightly
enhances the classi cation but requires almost doubled training time as shown in Table 3.2.
The stochastic encoding does not show any obvious advantage over the deterministic one in
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Table 3.2 Execution time (hours) per 100 epochs on one NVIDIA GPU. For the SVHN
the models with the learnable latent space priors are trained with a learning rate 1e-4 that
explains the longer time but without optimization of Lagrangians, i.e., the Lagrangians are
re-used from pre-trained MNIST model. All the others models are trained with a learning
rate le-3.

MNIST SVHN

NN Baseline (D¢e) 0.47 -0.65 0.85-0.92
No priors on latent space
Dee + D¢ 0.47 - 0.65 0.85-0.92

Hand-crafted latent space priors

cDee + Da 0.47 - 0.65 1-1.05

cDee+ Da+ D¢ 097-118 15-16
Learnable latent space priors

cDeet D+ D+ xDyxr 123-16 225-23

cDee+ cDct+ Dz+ Dy + yxDx 1.98-242 35-355

this setup. The separability of classes shown in Fig. 3.3, rowcDe+ D¢+ D+ xDg+ xDy
and column "1008, is very close to those of column "all" and rowD, i.€., the semi-supervised
system with 100 labeled examples is capable to closely approximate the fully supervised
one. However, it should be pointed out that the learnable priors ensures the reconstruction
of data from the compressed latent space and the learned representation is the su cient
statistics for the data reconstruction task but not for the classi cation one. Since the entropy
of the classi cation task is signi cantly lower to those of reconstruction, such a learned
representation contains more information than actually needed for the classi cation task. A
fraction of retained information is irrelevant to the classi cation problem and might be a
potential source of classi cation errors. This likely explains a gap in performance between
the considered semi-supervised system and fully supervised one.

3.5.3 Latent space of trained models

To better understand the properties of classi er's latent space for both the hand-crafted and
learnable priors under di erent amount of training samples, Fig. 3.3 and 3.4 show t-sne plots
for the perplexity 30 for 100, 1000 and 60000 (“all") training labels of the MNIST dataset.
The rst raw of Fig. 3.3 with the label " D" corresponds to the classi er considered in
Appendix C.1. The latent spacea of the classi er with "all" labels demonstrates the perfect
separability of classes. The classes are far away from each other and there are practically
no outliers leading to the misclassi cation. The decrease of the number of labels in the

3The t-sne is shown only for this setup since it practically coincides with ¢Dg + D¢+ Dz + xDw.
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Fig. 3.3 Latent spacea (of size 1024) of classi er.

supervised setup, see the columns 1000 and 100, leads to a visible degradation of separability
between the classes.

The regularization of class label space by the regularizeD or by the hand-crafted latent
space regularizeD, shown in raws 'Dge+  ¢D¢" considered in Appendix C.2 and Dea+  5D3"
considered in Appendix C.3 for the small number of training samples equal 100 does not
signi cantly enhance the class separability with respect to 'Des".
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Fig. 3.4 Latent spacez (of size 20) of auto-encoder.

At the same time, the joint usage of the above regularizers according to the model
"Dee+ cDc+ aDga" according to the model in Appendix C.4 leads to the better separability
of classes for 100 labels in comparison with the previous cases. At the same time, the addition
of these regularizers does not have any impact on the latent space for "all" label case.

The introduction of learnable regularization of latent space along with the class label
regularization according to the model 'Dee+ D+ D, + Dyg + xDy" considered in Appendix
C.6 enhances the class separability in the latent space of classi er for 100 label case that is
also very close to the fully supervised case.

For the comparison reasons, the latent space of the auto-encoderfor the above model is
visualized in Fig. 3.4.

3.5.4 Discussion SVHN

In the SVHN test, the Lagrangian coe cients are not optimized as it is done for MNIST.
However, to compensate a potential non-optimality, the model training is performed with the
reduced learning rate as indicated in Table 3.2. As a result, the training time on the SVHN
dataset is longer. Therefore, 10-run validation of the proposed framework on the SVHN
dataset is done with the optimal Lagrangian multipliers determined on the MNIST dataset.
In this respect, one might observe a small degradation of the obtained results comparing to
the state-of-the-art. Additionally, any pre-processing like PCA that is used in VAE M1+M2

is not applied and the extended unlabeled dataset is not used as it is done in case of AAE.
One can clearly observe the same behavior of semi-supervised classi ers as for MNIST dataset
discussed in Section 3.5.2. Therefore, it can be clearly con rmed the role of learnable priors
in the overall performance observed for both datasets.

3.6 Conclusions

We introduce a novel formulation of variational information bottleneck for semi-supervised
classi cation. To overcome the problem of original bottleneck and to compensate the lack
of labeled data in the semi-supervised setting, two models of latent space regularization
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via hand-crafted and learnable priors are considered. We investigate how the parameters
of proposed framework in uence the performance of classi er on a toy example of MNIST
dataset. By end-to-end training, we demonstrate how the proposed framework compares to
the state-of-the-art methods and approaches the performance of fully supervised classi er.

The envisioned future work is along the line to provide a stronger compression yet
preserving only classi cation task relevant information since retaining more task irrelevant
information does not provide distinguishable classi cation features, i.e., it only ensures
reliable data reconstruction. In this work, we consider IB for the predictive latent space
model. The contrastive multi-view IB formulation would be an interesting candidate for
the regularization of latent space. Additionally, the adversarially generated examples are
not used to impose the constraint on the minimization of mutual information between them
and class labels or equivalently to maximize the entropy of class label distribution for these
adversarial examples according to the framework of entropy minimization. This line of
"adversarial" regularization seems to be a very interesting complement to the considered
variational bottleneck. We consider a particular form of stochastic encoding by the addition of
data independent noise to the input with the preservation of the same class labels. This also
corresponds to the consistency regularization when samples can be more generally permuted
including the geometrical transformations. It is also interesting to point out that the same
form of generic permutations is used in the unsupervised contrastive loss based multi-view
formulations for the continual latent space representation as opposed to the categorical one
in the consistency regularization. Finally, the conditional generation can be an interesting
line of research considering the generation from discrete labels and continuous latent space of
the autoencoder.






Chapter 4

Copy detection patterns

This Chapter is dedicated to the investigation of the authentication and clonability aspects

of PGC from the perspective of the hand-crafted and machine learning copy attacks. It is
important to emphasise that this work does not target to investigate the clonability and
authentication aspects of some particular PGC but rather to demonstrate a general approach
applicable to the majority of PGC designed with identical modulation principles. In this
respect the DataMatrix codes based on the international standard ISO/IEC 16022 21]

are used. Although the DataMatrix codes were initially proposed as an overt feature for
personalization applications, the chosen parameters of these codes closely resemble those of
the recently proposed copy detection patterns. The results presented in this Chapter have
been partially published in [133].

Notations

We use the following notations.t 2 f 0;1g™ ™ denotes an original digital templates. If the
authentication is performed based on the physical template, i.e., an image acquired from a
printed object, we refertoitast 2 R™ M. x 2 R™ ™ corresponds to the original printed
codes, whilef 2 R™ ™ is used to denote fake printed codesy 2 R™ ™ stands for a probe
that might be either original or fake. Tosy (:) denotes the thresholding method based on the
threshold determined via Otsu's method P]. pp(t) and pp(x) correspond to the empirical
data distributions of the reference templates and original printed codes correspondingly. The
discriminators corresponding to Kullback Leibler divergences are denoted a®y, where the
subscript indicates the space to which this discriminator is applied to. The cross-entropy
metrics are denoted asDy, where the subscript indicates the corresponding vectors.
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Fig. 4.1 ScanTrust secure QR code

4.1 Introduction

In the modern world of globalised distributed economy it is extremely challenging to ensure
a proper production, shipment, trade distribution, consumption and recycling of various
products and goods of physical world. These products and goods range from everyday food
to some luxury objects and art. Creation of twins of these objects with appropriate track and
trace infrastructures complemented by graphical tools like blockchain represents an attractive
option. However, it is very important to provide a robust, secure and unclonable link between

a physical object and its digital representation in centralized or distributed databases. This
link might be implemented via overt channels, like personalized codes reproduced on products
either directly or in a form of coded symbologies like 1D and 2D codes or covert channels,
like invisible digital watermarks embedded in images or text or printed by special invisible
inks. However, many codes of this group are easily copied or can be regenerated. Thus, there
is a great need in unclonable modalities that can be easily integrated with the codes. This
necessity triggered the appearance and growing popularity of PGC. The PGC belongs to a
family of copy detection patternsoften "injected" into traditional 2D codes. During the last
decade, the PGC attracted many industrial players and governmental organizations.

The copy detection patterns used in PGC are based on a so-called information loss
principle: each time the code is printed or scanned some information about the original
digital template is inevitably lost. As an example, in [134] the author proposes to use a
maximum entropy image based on a secret key as a digital signature. This idea formed a
basis for a so-named ScanTrust 2D bar codes as illustrated in Fig. 4.1. That codes consist

thttps://www.weforum.org/agenda/2020/06/counterfeiters-pandemic-how-to-stop-them
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(a) Digital. (b) Printed. (c) Digital. (d) Printed.

Fig. 4.2 Examples of the dot gain e ect: (a) - (b) a black symbol surrounded by white
symbols increases its size but remains well detectable; (c) - (d) a white symbol surrounded
by black symbols might disappear under strong dot gain.

of the primary information that can be read by any 2D bar code reader and the secondary
information that is made di cult to reproduce without alteration in a visible pattern [135].

In the case of printable codes, the information loss principle is based on physical phenomena
of random interaction between the ink or toner with a substrate. As a result any black dot
undergoes a complex unpredictable modi cation and changes its shape accordingly to a dot
gain e ect. Generally, the black dot increases in size. Thus, the origin of its name. A white
whole on a black background accordingly decreases its area due to the dot gain of nearest
black dot surround as shown in Fig. 4.2.

In the case of image acquisition the information loss principle refers to a loss of image
guality due to various factors that include variability of illumination, nite and discrete
nature of sampling in CCD/CMOS sensors, non-linearity in sensor sensitivity, sensor noise
and various sensor defects, etc. All together, the enrolled image is characterized by some
variability that degrades the quality of image in terms of its correspondence to the original
digital template t from which the code was printed.

Nowadays, there exist a big variety of di erent approaches aiming to combine the copy
detection patterns and widely used traditional 2D codes. Without pretending to be exhaustive
in the presented overview, some of the most representative approaches are mentioned below.

In general, it is possible to distinguish the standard one-level PGC and more advanced
multi-level PGC. Examples of these codes are given in Fig. 4.3. Originally the multi-level
PGC aimed at increasing the storage capacity of the regular PGC 136. Recently, the
multi-level PGC are considered as a tool to increase the security of standard PGC. Without
loss of generality, it is possible to identify the multi-level PGC with a modulation of the main
black symbols as shown in Fig. 4.3(b) and a background modulation as illustrated in Fig.
4.3(c).

The most well known multi-level PGC of the rst type are so-called two level QR (2LQR)
codes proposed in140 13§, where the standard black modules are substituted by special
modulated patterns. The general principles of modulation of multi-level codes were initially
considered and theoretically analysed in141]. The public level of this code is read as normal
standard QR code. The texture patterns are chosen to be sensitive to the print & scan process.
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(a) One-level PGC [137].  (b) Two level 2LQR code [138]. (c) Two level W-QR code [139].

Fig. 4.3 Examples of di erent types of PGC.

At the same time, the modulation pattern can carry out private message. Furthermore,
the idea of 2LQR was extended in 142 by the use of di erent encrypting strategies. The
anti-counterfeiting performance of these codes was mainly tested based on desktop printers
and scanners. Thus, there is a great interest in validation of these codes under the industrial
printing and mobile phone authentication.

The second type of multi-level PGC is so-called W-QR codes proposed ii139, where
the authors substitute the background of a standard QR code by a speci ¢c random texture.
The embedded texture does not a ect the readability of the standard code but it should
be sensitive to the print & scan process in such a way to give a possibility to authenticate
the original code from the counterpart. The authors propose a particular random textured
pattern, which has a stable statistical behavior. Thus, the attacker targets to estimate the
parameters of the used textured pattern.

An interesting extension of the concept of multi-level PGC is represented in ], where the
authors propose a two-layer QR code, in which two messages are stored and can be retrieved
separately from two di erent viewing directions as shown in Fig. 4.4. The proposed codes
aim at increasing the storage capacity but, for the moment, do not have any protections
against illegal copying.

Despite the di erences in ways how the traditional QR codes and copy detection patterns
are combined, in general case, the authentication of digital artwork based on the copy
detection patterns is done by comparing the reference template with the printed version
scanned using a scanner or camera of mobile phone. As a reference template there can be
used either a digital template or printed version of the same artwork. The comparison can be
done in di erent ways either in the spatial or frequency domain using a correlation, distance
metrics or a combined score of di erent features, etc., 134, 26]. Alternatively, one can also
envision an authentication in a transform domain using latent space of pretrained classi ers
or auto-encoders.
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Fig. 4.4 An example of a two-layer QR code that consists of a top and a bottom layers [1].

4.2 PGC datasets

The majority of the research experiments in the domain of PGC are performed either on
synthetic data or on small private datasets. The production of datasets of real PGC is a
costly and timely process. It requires the printing and acquisition of the original PGC and
the production and acquisition of the counterfeits preferably on the equipment close to the
industrial.

Up to our best knowledge, there are only few public datasets created to investigate the
clonability aspects of copy detection patterns:

" DPOE

In [22] the authors reported the DPOE? dataset of real and counterfeited PGC based on
DataMatrix modulation produced with four printers and enrolled by a high resolution
scanner. As it is indicated in Table 4.1, this dataset contains 3456 codes among which
384 digital templates with symbol size 6 6, 1536 printed original codes and 1536 fake
codes printed on the same printers as original codes.

" CSGC

The CSGC datasef announced in R3] consists of 3800 codes among which 950 digital
templates with symbol size 1 1 and 2850 original codes printed on one printer and
scanned by one scanner but under three di erent resolutions as indicated in Table 4.1.
In their work, the authors say that the produced fakes are reprinted and are taken

into account in the authentication tests. However, the produced fakes are publicly

unavailable.

In current work to investigate the authentication and clonability aspect of the PGC the
three datasets are created:

2http://sip.unige.ch/projects/snf-it-dis/datasets/dpOe
*https://www.univ-st-etienne.fr/graphical-code-estimation/index.html



72 Copy detection patterns

Table 4.1 An overview of the datasets of PGC:(i) publicly available state-of-the-art and (ii)
created and investigated in the current Thesis. The "original" and "fakes" correspond to the
printed and enrolled on the corresponding equipment codes.

Name Digital templates Printing Acquisition # of codes

Publicly available state-of-the-art datasets

Laser, at 1200 dpi:

_ Samsung Xpress 430 g.anner digital: 384
DPOE size: 384r 384 I__exmark CS31(_) Epson V850 Pro orlgln.al. 1536
o symbol size: 6 6 |nkjet, at 1200 dpi: at 1200 ppi fakes: 1536
[22] Canon PIXMA iP7200 total: 3456
HP O ceJet Pro 8210
Scanner: N
. . Epson V850 Pro dlgltal' _950
size: 100 100 Laser, at 600 dpi: at 2400 poi original: 2850
CSGC SymbOl size: 1 1 Xerox Phaser 6500 pp fakes: 0
[23] at4800 ppi a1 3800
at 9600 ppi '
Datasets created in this Thesis
Laser, at 1200 dpi: Scanner: o
Samsung Xpress 430 digital: 384
Sa Canon 9000F o
DP1C Size: 384 384 Lexmark CS310 at 1200 poi original: 3072
& symbol size: 6 6 |nkjet, at 1200 dpi: P fakes: 3072
! ! Epson V850 Pro )
DP1E Canon PIXMA iP7200 : total: 6528
at 1200 ppi
HP O ceJet Pro 8210
. digital: 300
] size: 330 330 Industrial , at 812 dpi: M.Ob”e phone original: 300
|nd|go o ! iPhone XS .
, symbol size: 5 5 HP Indigo 5500 DS auto settings fakes: 1200
mobile 95 total: 1800
siz€. 330. 3_30 Scanner: digital: 300
symbol size: _ , o
. 5 5 Industrial , at 812 dpi: Epson Perfec- original: 900
Indigo 1 2 HP Indigo 5500 DS tion 4999 fakes: 0
scanner 3 3 at 1200 ppi total: 1200
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Fig. 4.5 Examples of digital templates used in DP1C and DP1E datasets.

1. Two extensions of the originally published DPOE dataset [22]:

"~ DP1C #
" DP1E °®

Both datasets are publicly available for the academic usage and consist of codes printed
on two inkjet and two laser o ce printers as indicated in Table 4.1. The main objective

of these datasets is to investigate in uence of the printing and scanning equipment on
the clonability aspects of copy detection patterns used in the PGC from the side of the
attacker. In this regard, the printed codes are scanned at 1200 ppi resolution.

2. Indigo mobile dataset

A dataset of codes printed on the industrial printer HP Indigo 5500 DS (Table 4.1). The

main objective of this dataset is to investigate the general authentication capabilities
of copy detection patterns from the side of the defender. In this regard, to make the
authentication conditions closer to the real life environment, instead of high quality

scanners the printed codes are enrolled by using a mobile phoriPhone XS under

regular room light.

3. Indigo scanner dataset

A dataset of codes with a symbols of three di erent sizes as indicated in Table 4.1 printed
on the industrial printer HP Indigo 5500 DS and enrolled by using Epson perfection
4990 scanner. This dataset is used to investigate the capabilities of the attacker to
accurately estimate the original digital templates from the printed counterparts with
respect to the di erent sizes of copy detection pattern symbols used in PGC.

42.1 DPI1C and DP1E datasets

The ability to perform an accurate estimation of the digital templates from the printed
counterparts depends on many factors, among which the used printing and scanning equipment
play the most fundamental role. While the properly selected printing equipment along with

“http://sip.unige.ch/projects/snf-it-dis/datasets/dplc/
*http://sip.unige.ch/projects/snf-it-dis/datasets/dple/
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(b) DP1C: LX.

= T 3L

(e) DP1E: SA. (f) DP1E: LX. (g) DP1E: CA. (h) DP1E: HP.

Fig. 4.6 The DP1C and DP1E datasets: the rst raw corresponds to the scans produced by
Cannon scanner and the second raw is produced by Epson scanner for all considered printers.
One can note a considerable variability among di erent printers, while the scans produced by
two di erent scanners visually look to be quite correlated ones.

a chosen substrate plays an important role for the defender as an additional barrier for
copy attacks, the attacker is interested in using the acquisition equipment of highest quality.
It should be pointed out that the defender is somehow limited with his/her selection of
printing equipment and substrate in view of various economical or even ecological factors.
The printing is performed on a massive scale while the attacker can use the best available
scanning equipment as many times as needed to succeed with his/her goal.

To investigate the in uence of printing equipment on the clonability aspects of PGC from
the side of attacker, we generate 384 distinct digitalDataMatrix templatest 2 f 0; 1g384 384
with the symbols of size 6 6. Several examples of the digital templates are shown in Table
4.5. The generated codes are printed on two inkjet and two laser printers at the resolution
1200 dpi:

~ Laser printers:
Samsung Xpress 430 (hereinafter referred to aSA);
Lexmark CS310 (hereinafter referred to ad_X).

" Inkjet printers:

Canon PIXMA iP7200 (hereinafter referred to as CA);
HP O ceJet Pro 8210 (hereinafter referred to as HP).
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e N ST S S
L it i)
(a) Canon CanoScan 9000F. (b) Epson Perfection V850.

Fig. 4.7 The scans of empty substrate (paper) by the Cannon and Epson scanners with the
same setting of parameters as for Fig. 4.6.

To investigate the in uence of scanning equipment the printed codes are scanned on two
scanners at the resolution 1200 ppi:

~ Canon CanoScan 9000F - the DP1C dataset;
" Epson Perfection V850 - the DP1E dataset.

Taking into account the equal printing and scanning resolutions, the enrolled codes consist
of symbols of size 6 6 points. Examples of enrolled codes are shown in Fig. 4.6. It is easy
to see that the SA printer provides the most accurate printing with a small dot gain. In
the case of the LX printer, the dot gain is the highest one but the symbols' shape is quite
accurate. In the cases of the CA and HP printers, the symbols' edges are a little torn. On
the scanned codes the visual di erence between the two scanners is not evident. Nevertheless,
the di erence in the illumination between Epson and Cannon scanners can be seen in Fig.
4.7, where the result of scanning of empty substrate (paper) is illustrated.

In total, the dataset contains 6528 codes:

~ 384 distinct digital templates;

~ 3072 original printed and scanned codes: 384 templates 4 printers 2 scanners;

~ 3072 fake printed and scanned codes on the same equipment as original codes.

4.2.2 Indigo mobile dataset

An accurate authentication of the copy detection patterns is not less important than the
resistance to the copy attacks. Moreover, the authentication in the industrial settings, when
an industrial printer and a mobile phone are used, is of great practical importance.

To investigate the question of PGC authentication from the side of the defender, we
generate 300 distinct digital DataMatrix templatest 2 f 0; 1g33° 330 with the symbols of size
5 5. An example of the digital template is given in Fig. 4.8(a). The digital templates
consist of the central copy detection pattern and four synchro-markers that allow to make
an accurate synchronization and cropping of the code of interest. To simulate the real life
scenario, the generated digital templates are printed on the industrial printerHP Indigo 5500
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(a) Binary digital template. (b) Printed original code.

Fig. 4.8 Examples of (a) a binary digital template used for printing and (b) the printed
original code from the Indigo mobile dataset.

DS at the resolution 812 dpi. The acquisition of the printed codes is done under regular
room light using mobile phoneiPhone XS under the automatic photo shooting settings in
Lightroom application®. The mobile phone is held parallel to the printed code at height
11 cm as schematically shown in Fig 4.9. One photo is taken for each printed code. The

Fig. 4.9 The schematic representation of the mobile phone acquisition setup.

photos are taken in DNG format to avoid built-in mobile phone image post-processing. An
example of obtained photo is shown in Fig. 4.8(b). The following cropping of the code is
performed in an automatic way by applying a geometrical synchronization with four squared
synchro-markers. Finally, the cropped codes are converted to the RGB format. The obtained
codes arex 2 R330 330 with symbols' size 5 5 points. An example of the obtained code is
shown in Fig. 4.10(b).

As the most typical scenario for an unexperienced counterfeiter simulation we produce
HC copies based on standard copy machines. The two di erent copy machines are used and
the fakes are produced on two types of paper:

" Copy machines:

1. RICOH MP C307
2. Samsung CLX-6220FX

" Copy regime: text

®https://apps.apple.com/us/app/adobe-lightroom-photo-editor/id878783582
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(a) Digital template. (b) Original. (c) Fakes #1 white.

(d) Fakes #1 gray. (e) Fakes #2 white. (f) Fakes #2 gray.

Fig. 4.10 Examples of original and fake codes with symbol size 55 taken by a mobile phone
from the Indigo mobile dataset.

" Papers:

white paper 80 g/m?
gray paper 80 g/m?

Thus, for each original printed code we produced four fake codes:

1. Fakes #1 white: made by the rst copy machine on the white paper.

2. Fakes #1 gray: made by the rst copy machine on the gray paper.

3. Fakes #2 white: made by the second copy machine on the white paper.
4. Fakes #2 gray: made by the second copy machine on the gray paper.

To be coherent with the enrolled original printed codes, the acquisition of the produced
fakes is done in the same way on the same mobile phone under the same photo and light
settings.

In total, the Indigo mobile dataset contains 1800 codes:

~ 300 distinct digital templates;

~ 300 enrolled original printed codes;

" 1200 enrolled fake printed codes: 300 originals 4 type of fakes.

Examples of the obtained digital, original and fake codes are shown in Fig. 4.10. Due to
a smart morphological processing built-in the Ricoh copy machine the fakes #1 are more
accurate with a dot gain close to the original codes. In the case of the fakes #2 the dot
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(a) Symbol size: 5 5. (b) Symbol size: 4 4. (c) Symbol size: 3 3.

Fig. 4.11 Examples of three types of codes with di erent symbol size from thdndigo scanner
dataset. All codes are scanned at 1200 ppi.

gain is much higher and, as a result, the symbols are less accurate. Visually the di erence
between the two types of used paper is not evident.

The main research question is to investigate whether the originals and produced fakes are
reliably distinguishable under the mobile phone veri cation.

4.2.3 Indigo scanner dataset

Without a doubt the printing equipment plays an important role in the estimation of original
digital templates from the printed counterparts. Along with that, the size of the used copy
detection pattern elements (symbols) plays not less important role.

To explore the in uence of size of used copy detection elements on the accuracy of digital
templates estimation, we use 300 distinct digitalDataMatrix templates with the mapping
matrix of 66 66 symbols of three sizes(i) 5 5, (i) 4 4 and(ii) 3 3. All codes are
printed on the same printer HP Indigo 5500 DS at resolution 812 dpi. The enrollment of the
printed codes is performed using Epson Perfection 4990 scanner at the resolution 1200 ppi.
The example of the printed codes are shown in Fig. 4.11. Taking into account the di erence
between the printing and scanning resolutions, the original symbol size increases in about
1.48 times (1206812 = 1:48). Thus, the original codes of size 5 5 become of size 7 7, the
codes of size 4 4 increase to about 5 5 and the codes 3 3 become of size 4 4.

In total, the dataset contains 1200 codes:

~ 300 distinct digital templates;

~ 900 original printed codes:
300 codes of original size 5 5
300 codes of original size 4 4
300 codes of original size 3 3

This dataset is used to verify how accurately the attacker can estimate the original digital
templates from the printed counterparts with di erent symbol size using di erent estimation
strategies.
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Fig. 4.12 The overview of investigated authentication and clonability aspects of the PGC.
The authentication task is studied from the side of defender with respect to the HC and ML

copy fakes. The clonability of PGC is investigated from the side of attacker with respect to
the HC and ML approaches.

4.3 Research questions

In this work, we focus on PGC considering defender-veri er and attacker strategies. This
Section aims at introducing the main research questions related to the investigation of
authentication and clonability aspects of PGC. Fig. 4.12 represents overview of the problems

under investigation that leads to the following research questions that are also summarized
in Tables 4.2 - 4.3:

Hand-crafted (HC) copy fakes

Q.1 (Defender-veri er): What is the achievable accuracy of authentication, when
the classi er knows all fakes at training time, i.e., the supervised classi cation?

Due to the great achievements of the mobile phone imaging technologies, the PGC
authentication via modern mobile phones under conditions close to the real life
is nowadays a hot topic. In this regard, the base-line supervised authentication
of the PGC with respect to the typical HC fakes is performed on the Indigo
mobile dataset that includes the originals and four type of typical HC copy fakes
printed on the industrial HP Indigo printer and enrolled via mobile phone under
regular light conditions’. The question of supervised authentication of the PGC is
investigated in Section 4.4. The experiments should also give an answer to the
guestion how the quality of the used fakes impacts the authentication accuracy on

"The more details about the Indigo mobile dataset are given in Section 4.2.2.
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the unseen types HC copy fakes. Furthermore, we are interested to demonstrate
the importance of fake sample selection for the worst case fakes-based classi cation.

Q.2 (Defender-veri er): Can the typical HC copy fakes be e ciently authenticated
via one-class classi cation in spatial domain?
The base-line supervised classi cation is an important question that provides a
kind of upper bound on the expected e ciency of authentication, when all types
of fakes are available for training. At the same time, it is obvious, that in practice
it is quite di cult to predict in advance what kind of fakes will appear and will
be presented for the authentication. In this regard, Section 4.5 investigates the
e ciency of one-class classi cation trained in a "blind" way without observing
the potential fakes at all. More particularly, Section 4.5.1 studies the one-class
classi cation of the HC fakes in the spatial domain, i.e., in the domain of the
direct observation without transforming data to some transform or latent space.
The investigation is performed on the Indigo mobile dataset under conditions close
to the real life environment.

Q.3 (Defender-veri er): Is the HC copy fakes' authentication based on the one-
class classi cation in a deep processing domain more e cient than in the spatial
domain?

One might expect that the one-class classi cation in the spatial domain might
be a complex problem due to the no always trivial choice of the proper features
and metrics for investigation. In addition, the class of original and fakes might be
on very complex data manifolds requiring a selection of complex kernels. At the
same time, the same task might be more intuitive and easy solvable in the deep
processing domain or transform domain based on available data. In this regard
Section 4.5.2 aims at investigating the one class classi cation of the PGC in the
deep processing domain. Similarly to the investigation in the spatial domain, the
study is performed on the Indigo mobile dataset.

Machine learning (ML) copy fakes

Q.4 (Attacker): What is the impact of the printing and scanning equipment on the
clonability aspects of copy detection patterns?

Besides the typical HC copy fakes produced on the standard copy machines, the
current work also aims at investigating the other types of fakes, namely, the fakes
based on an estimation of the original digital templates from the corresponding
printed counterparts. Di erent factors might impact the quality of fakes produced

in such a way. The investigation of the printing and acquisition equipment that
are among the most important fakes, is considered in Sections 4.6.1 - 4.6.2 and is
performed on the DP1C and DP1E datasets that include four desktop printers.
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Q.5

Q.6

Q.7

Q.8

Since the attacker aims at producing the fakes as close as possible to the original
codes, the use of the mobile phone is unreasonable and two high quality scanners
are used for this study.

(Attacker): Is accuracy of ML-based fakes higher than the accuracy of HC
attacks?

From one side the ML fakes require less know-how from the attacker. From the
other side they require a certain amount of training data that might be quite
expensive and di cult to obtain in real life applications. Taking this into account
Sections 4.6.1 - 4.6.2 compare the e ciency of machine learning and hand-crafted
based approaches in terms of accuracy of estimation of the original digital templates
from the corresponding printed counterparts. The evaluation is performed on the
DP1C and DP1E datasets with respect to the di erent printing and scanning
equipment.

(Defender-veri er): Can the produced ML fakes be e ciently authenticated via
one-class classi cation in a deep processing domain?

Similarly to the one-class classi cation of the HC fakes, no less important is to
investigate the same task with respect to the ML fakes. The investigation in
Section 4.6.3 is performed on the DP1C and DP1E datasets with respect to the high
quality ML fakes produced on the di erent printing equipment that additionally
shows how di erent printing quality might be bene ciary to the defender or to the
attacker. To investigate the impact of ML fakes printed on the same equipment,
while eliminating the impact of mobile phone imaging, the veri cation is performed
on scanned samples.

(Defender-veri er): What is the e ciency of supervised classi cation of the
produced ML fakes?

The base-line supervised classi cation with respect to the high quality ML fakes
is performed in Section 4.6.4. Similarly to the one-class classi cation scenario,
the evaluation is done on the DP1C and DP1E datasets on the same printing
and acquisition equipment. The performed experiments additionally answer to
a question of impact of the printing quality as an advantage for the defender or
attacker.

(Attacker):  What is the impact of the symbols' size on the clonability aspects of
copy detection patterns?

The research question Q.4 aims at investigating the impact of printing and scanning

equipment on the quality of the produced fakes. The size of symbols used in the
copy detection patterns is also of great importance for both the defender and
attacker. This factor is investigated in Section 4.7 on a specially designed Indigo
scanner dataset that is printed at the high resolution on the industrial printer HP
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Indigo. Moreover, to avoid a potential bias due to the quality of the acquisition
equipment, a high quality scanner is used for codes' enrollment.

Table 4.2 The summary of research questions with respect to the hand-crafted (HC) fakes.

# Research question Section Dataset Conclusions
The DNN model trained in a supervised
way is capable to authenticate the origi-
nal PGC from the typical HC copy fakes
E) What is the achievable ac- with a high accuracy.
g curacy of authgnt|cat|on, . The quality of fakes used for the training
i when the classi er knows Indigo .
o Q.1 L ; plays a very important role. The use of
° all fakes at training time, mobile .
c ) . . fakes close to the original codes at the
Q i.e., the supervised classi- L .
© cation? training allows to authenticate the lower
o ' quality fakes even when the model does
not see them during the training. The
opposite is not true.
2 Can the typical HC copy The authentication in the spatial domain
g fakes be e ciently au- . is dicult with respect to the nding
5 Q.2 thenticated via one-class 451  "919%  right metrics and is not e cient enough
2 classi cation in a spatial mobile iy view of the great similarity between
wg domain? the original and fake codes.
a
The one-class classi cation in the deep
5 Is the HC copy fakes' au- processmg.dor.nalr? is more eqent thgn
= " the authentication in the spatial domain.
4] thentication based on the
i one-class classi cation in Indigo  Although, the DNN based models have
o Q.3 . . 5.2 ? . - . .
2 a deep processing domain mobile  higher training complexity, at the infer-
Q£ more e cient than in the ence stage, the trained models are equiv-
a spatial domain? alent in complexity to the authentication

in the spatial domain.
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Table 4.3 The summary of research questions with respect to the machine learning (ML)

fakes.
# Research question Section Dataset Conclusions
The four printers and two scanners
are investigated.
An accurate printing leads to easier
- What is the impact of the estimation _of the digital templates
S 04 printing and scanning equip- 4.6.1 DP1C & from the printed counterparts.
€ = menton the clonability aspects 4.6.2 DP1E  The scanner illumination might
< of copy detection patterns? have an important in uence on the
production of high quality ML fakes,
especially for the printers with a big
dot gain.
The machine learning methods
E Is accuracy of ML-based fakes 461 DPLC & demonstrate cons_|der§1bly hlgh_e_r ac-
S Q.5 higher than the accuracy of HC -0 curacy of the estimation of digital
g attacks? 462 DP1E  templates than the hand-crafted ap-
proaches.
Due to the high degree of similar-
o ity between the originals and ML
'E) Can the produced ML fakes fakgs, it is very.di gult to train.an
= Qe beedientyauthenticatedvia o, DPIC& € cient authentication model in a
S < oneclass classication in a pp1E  "blind" way without observing the
E deep processing domain? fakes. Thus, the one-class classi er
3 is not capable to distinguish the ML
fakes for the considered code design.
In contrast to the case of HC copy
E) fakes, the supervised classi cation
4 What is the e ciency of super- is not e cient enough against the
i . o DP1C & ML fakes.
g Q.7 vised classi cation of the pro- 4.6.4 DP1E
S duced ML fakes? The printing deviations might play
] very important role for the authen-
o tication of high quality ML fakes.
Reducing the original symbols' sizes
) ) leads to a deterioration in the accu-
= What is the impact of the sym- _ racy of ML-based estimation. Since
—;5, 0.8 bols' size on the clonaplllty as- Indigo  \we are limited in the access to the
g pects of copy detection pat- scanner  symhol size 1 1 prints, the question

terns?

of clonability of these codes based
on the ML-attacks remains open.
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4.4 Supervised classi cation with respect to the HC fakes

Addressing the research question Q.1 from Section 4.3, the supervised classi cation is chosen
as a base-line to validate the authentication e ciency of the PGC. The complete availability
of fakes for the classi cation gives the defender an information advantage over the attacker.
Such a scenario is an ideal case for the defender and the worst case for the attacker. This
scenario assumes that, besides the original digital templatest g, and the corresponding
printed codesfxig}v':l, the defender has an access to the fake codés; g:\ifl M M.

The problem formulation and theoretical analysis of the supervised classi cation are given
in Section 3.3. The supervised classi cation corresponds to the considereslipervised training
without latent space regularizationdescribed by the equation (3.7):

HCP N
LS "Noreg( ¢ a) = Dee!

The empirical experiments are performed on theindigo mobile dataset that includes four
types of HC copy fakes. The fakes are used in the same amount as the original printed codes,
i.e., My = M. Moreover, the physics of thelndigo mobile dataset construction involves
pairwise matching between the digital templates, printed original and fake codes.

The supervised classi cation is performed in two scenarios:

~ Five class classi cation:
1. original
2. fake #1 white
3. fake #1 gray
4. fake #2 white
5. fake #2 gray
" Two class classi cation:
1. original
2. fake

The detailed information about the training procedure, model architecture and the used
parameters is given in Appendix D.1.1.

At the inference stage, the query sampley, which might be either original x or one
of the fakesfK, k = 1;:::;4, is passed through the classi erg trained with respect to the
cross-entropy term Dg.

4.4.1 Five class classi cation

The ve class supervised classi cation aims at investigating the performance of the base-line
supervised classi cation scenario, where the model is trained on all classes of the data. At
the inference stage three scenarios are evaluated:

8The detailed information about each run classi cation error is given in Appendix D.1.2.
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Table 4.4 The average (over ve runs) classi cation error in % on the test sub-set of the
classi cation model trained in a supervised way on the originals and all type of fake%

Type of Original Fake #1 Fake #1 Fake #2 Fake # 2
classi cation white gray white gray

2 classes 0.00 0.28 ( 0.3)

3 classes 0.00 0.78 ( 0.68) \ 0.35( 0.5)

5 classes 0.00 | 23.26 ( 7.55) | 21.56 ( 0.81) | 16.88 ( 6.62) | 11.35 ( 4.89)

Fig. 4.13 T-SNE of the latent space of the classi cation model trained on originals and all
type of fakes.

(a) 2 classes classi cation: the ability of model to distinguish the originals from the fakes
without caring about the fakes type.

(b) 3 classes classi cation: the ability of model to distinguish the originals, fakes from the
rst (fakes #1) and the second (fakes #2) groups.

(c) 5 classes classi cation: the ability of model to distinguish all classes of the data, i.e.,
originals and each type of fake.

Due to the relatively small amount of the codes in thelndigo mobile dataset and to avoid
the bias in the selection of data for training and testing, the classi cation model is trained
ve times on the randomly chosen data. The average classi cation error is given in Table
4.4. 1t is easy to see that the investigated model is capable to authenticate the original codes
in all scenarios with the Ppiss = 0. The probability of false acceptance Pz, about 0:28% in
the two classes validation setup (2 classes type of classi cation) indicating that despite the
visual similarity the classi er is capable to distinguish original and fakes with high enough
accuracy. From the three classes validation scenario (3 classes type of classi cation), one can
notice that the model confuses more the fakes #1 and fakes #2. We will explain the reasons
for that below. The last validation scenario (5 classes type of classi cation) shows that for
both groups of fakes the most di cult is to distinguish between the white and gray paper
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Table 4.5 The average (over ve runs) classi cation error in % on the test sub-set of the
classi cation model trained in a supervised way on the originals and only one type of fakés

Train on Original | Fake #1 white | Fake #1 gray | Fake #2 white | Fake # 2 gray
Pmiss F>fa Pfa Pfa Pfa
Fakes #1 white 0 0 0.14 ( 0.32) 0 0
Fakes #1 gray 0 0 0 0 0
Fakes #2 white 0 99.43 ( 0.32) 100 0 0
Fakes # 2 gray 0 99.29 ( 0.5) | 99.86 ( 0.32) 0 0

type fakes. In addition, in Fig. 4.13 the T-SNE visualization [143 of the latent space of the
classi er trained in ve class classi cation scenario is illustrated. From that visualization

one can easily see the same phenomena: three main classes (originals, fakes #1 and fakes
#2) are well separated while the samples printed on the white and gray papers are overlap.
This indicates that the substrate identi cation is a di cult problem even for the supervised
classier.

4.42 Two class classi cation

The two class classi cation aims at investigating the in uence of the fakes' type used for
the training on the model e ciency at the inference stage. In this respect, the training is
performed separately on each type of fakes. The classi cation accuracy is evaluated with
respect to the probability of miss Ppniss and the probability of false acceptancePs, :

( Prfg (Y)61|jHgg;

Prig (Y)=1jHog

Pmiss =

P (4.1)

where Hq corresponds to the hypothesis that the queryy is an original code andHj is the
hypothesis that the query y is a fake code.

Similarly to the ve class classi cation scenario, in each case, the model is trained ve
times on the randomly chosen data to avoid the bias in the training data selection. The
average results are represented in Table 4.5.

The models trained on the originals and fakes #1 provide high classi cation accuracy
on the all type of data, including the fakes #2. That is expected and can be explained by
the fact that, as it is discussed in Section 4.2.2, the fakes #1 are closer to the originals,
while the fakes #2 are the coarser copies of the original codes. In this regard, when the
training is performed on the fakes #2, the model is not capable to distinguish the originals
from the fakes #1. That is con rmed by the probability of false acceptance close to 100%.
Nevertheless, the model is capable to distinguish the originals from the fakes #2 with 100%
accuracy. The T-SNE visualization of the latent space of each model illustrated in Fig. 4.14

9The detailed information about each run classi cation error is given in Appendix D.1.3
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(a) Training with respect to the fakes #1 white. (b) Training with respect to the fakes #1 gray.

(c) Training with respect to the fakes #2 white.  (d) Training with respect to the fakes #2 gray.

Fig. 4.14 The latent space T-SNE visualization of the supervised two class classi er trained
on the originals and one type of fakes.

con rms these observations. From Fig. 4.14(a) and 4.14(b) that present the latent space of
model trained on the originals and the fakes #1, one can see the good separability between
the originals and fakes while all classes of fakes are overlap. The latent space visualization of
model trained on the originals and fakes #2 illustrated in Fig. 4.14(c) and 4.14(d) shows the
overlapping between the originals and the fakes #1 preserving the fakes #2 in well separable
cluster.

4.4.3 Conclusions

The performed analysis of the base-line supervised classi cation of PGC reveals two important
observations:

In the general case, the model trained in a supervised way is capable to authenticate
with a high accuracy the original PGC from the fakes produced on modern copy
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machines even with build-in smart morphological processing enhancing image quality
and reducing the dot gain for further reproduction.

The quality of the fakes used for the training plays a very important role. The superior
quality fakes close to the original codes are of preference for the training and allow
the model to authenticate the inferior quality fakes, even when the model does not see
them during the training. In contrast, if the classi er is trained on the inferior quality
fakes, such a classi er is not capable to authenticate the superior quality fakes.

4.5 One-class classi cation with respect to the HC fakes

The supervised classi cation scenario considered in Section 4.4 is an ideal case for the informed
defender. However, in practice, collecting fakes is time consuming and might be expensive
enough process. Moreover, due to the permanent improvement of technologies available to
the attacker, it is quite di cult to predict in advance what kind of fakes might be produced

by the attacker next time. In this respect, the one-class classi cation scenario, where the
authentication model is trained only on the original data disregarding the potential fakes is
of great practical importance. Up to our best knowledge, such a problem was not considered
in the state-of-the-art works related to the PGC authentication.

One-class classi cation 144 also known as amanomaly detectionand out-of-class detection
[145 144 is an important class of classi cation that has been investigated within diverse
research areas and application domains. One-class classi cation aims at detecting the patterns
in data that do not conform to expected behavior.

A straightforward one-class classi cation approach consists in de ning a region representing
the known normal class of the data and declaring any observations in the data that does not
belong to this normal region as an outliers. In regard to the PGC authentication, this task
might be very challenging due to the fact that the attackers often adapt themselves to make
the fake observations appear normal, thereby making the task of de ning original patterns
representing inliers more di cult.

4.5.1 Spatial domain data analysis

In Section 4.4 it is shown that according to results obtained for thelndigo mobile dataset
the original and fake codes are well separable in the latent space of the supervised classi er.
The research question Q.2 from Section 4.3 aims at investigating how these data behave in
the direct image domain (hereinafter also referred to as &patial domain). To answer this
question, the 2D T-SNE visualizations of the data in the spatial domain are shown in Fig.
4.15.

Fig. 4.15(a) shows the direct visualisation of the RGB images. It is easy to note that
the data do not form any clusters corresponding to originals or fakes. Instead, the data are
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@) (b) ()

Fig. 4.15 The 2D T-SNE visualisation of the original and fake codes in the spatial domain (a
horizontal axis denotes T-SNE dimension 1 and the T-SNE dimension 2 is on the vertical axis):
(a) presents the direct RGB images' visualisation; (b) is based on the xor di erence between
the corresponding digital templates and printed codes binarized via simple threshold method
with an optimal threshold determited individually for each printed code via Otsu's method [2];
(c) visualizes the di erences between the physical references and the corresponding printed
original and fake codes.

allocated into small groups that are formed by the original and fakes corresponding to the
same digital template. Such a behavior is expectable and is explainable by the data nature.

Fig. 4.15(b) demonstrates a visualization based on the xor di erence between the digital
templates and the corresponding printed codes binarized via a simple threshold method with
an optimal threshold determited individually for each printed code via Otsu's method [2]. In
general, one can observe a kind of rings that consist of the original and fakes but no clusters
speci ¢ to the data types. These rings are explainable by the fact that both originals and
fakes can have bigger or smaller di erence with the digital template due to the dot gain in
the di erent group of black and white symbols: a white symbol surrounded by the black
symbols results in a bigger binarization error, while the black symbol surrounded by the
white symbols is more likely to survive after binarization.

To better understand the role of the digital templates as a references, théndigo mobile
dataset was specially extended by the printed references (hereinafter also referred to as
physical references®). From Fig. 4.15(c) that illustrates the T-SNE of the di erences between
the physical reference and the corresponding printed original and fake codes, it is easy to note
the central dense cluster formed by the original codes (in blue) and two surrounding clusters
from the fakes #1 (mostly on the right-hand side) and fakes #2 (mostly on the left-hand
side). Despite this, the overall mixing of individual samples from the di erent classes is quite
signi cant. This indicates that the reliable direct spatial authentication might be infeasible.

The physical references correspond to the original codes' acquired for the second time on the same
equipment as the rst case scenario. It assumes the probable presence of small geometrical (rotation) and
illumination deviations between the original codes and corresponding physical references.
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(a) Pearson correlation with respect to (b) Pearson correlation with respect to
the digital templates/references. the physical references.

(c) Hamming distance with respect to (d) Hamming distance with respect to
the digital templates/references. the binarized physical references.

Fig. 4.16 The distribution of the Hamming distances between the references (digital or
physical) and the corresponding printed codes (original and fakes). In case of the physical
references the binarization is applied as a simple thresholding with an optimal threshold
determined individually for each code via Otsu's method.
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(a) "1 distance with respect to (b) ", distance with respect to
the digital templates/references. the physical reference.
(c) ", distance with respect to (d) ", distance with respect to
the digital templates/references. the physical reference.

Fig. 4.17 The distribution of the "1 and ", distances between the references (digital or physical)
and the corresponding printed codes (original and fakes).
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(8) "1 vs Hamming distance with respect (b) "1 vs Hamming distance with respect
to the digital templates/references. to the physical references.
(c) "2 vs ", distances with respect (d) ", vs ", distances with respect
to the digital templates/references. to the physical references.

(e) "2 vs Hamming distance with respect (f) "2 vs Hamming distance with respect
to the digital templates/references. to the physical references.

Fig. 4.18 The 2D PGC separability in the spatial domain with respect to the *», 1 and
Hamming distances between the references (digital or physical) and the corresponding printed
codes (original and fakes) (part 1).
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(a) Pearson correlation vs™; distance with (b) Pearson correlation vs ™y distance with
respect to the digital templates/references. respect to the physical references.
(c) Pearson correlation vs™, distance with (d) Pearson correlation vs ™, distance with
respect to the digital templates/references. respect to the physical references.

(e) Pearson correlation vs Hamming distance  (f) Pearson correlation vs Hamming distance
with respect to the digital templates/references. with respect to the physical references.

Fig. 4.19 The 2D PGC separability in spatial domain with respect to the “,, “1, Hamming
distances and Pearson correlation between the references (digital or physical) and the
corresponding printed codes (original and fakes) (part 2).
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Table 4.6 The average (over ve runs) OC-SVM classi cation error in % on the test sub-set.

Train on Original Fake #1 white Fake #1 gray Fake #2 white Fake #2 gray
Pmiss Pta Pta Pta Pta
With respect to the digital templates:
- grayscale x 3.1( 0.83) 2.54 ( 1.93) 3.82 ( 1.22) 0 0
- RGB x 282 ( 1.14) 2.1 ( 0.86) 14 ( 14 0 0

With respect to the physical references:
- grayscalex 11.44 ( 4.14) 3586 ( 7.38) 40.58 ( 4.86) 1.72 ( 2.07) 1.12 ( 0.8)
- RGB x 11.16 ( 3.64) 31.84 ( 6.3) 39.54 ( 6.11) 1.44 ( 1.69) 0.98 ( 0.63)

To con rm this observation, Fig. 4.16 represents the distribution of distances between
the references (digital or physical) and the corresponding printed codes (original and fakes).
The comparison is done with respect to the Pearson correlation and Hamming distance. For
the Hamming distance the binarization is applied as a simple thresholding with an optimal
threshold determined individually for each code via Otsu's method. Additionally, the results
with respect to the "1 and ", metrics are given in Fig. 4.17. In general, one can conclude
that, besides some rare exceptions (the fakes # 2 in Fig. 4.16(a)), it is impossible to separate
the original and fakes codes neither with respect to the digital template nor with respect to
the physical reference based only on one metric. At the same time, as shown in Fig. 4.18
4.19 the separability with respect to the two metrics is much better.

The obtained results encourage to apply the one-class classi cation to the case of the
Pearson correlation and Hamming distance between the printed codes and the corresponding
digital or physical references shown in Fig. 4.19(e) - 4.19(f). In this regard, the one-class
support vector machines (OC-SVM) [147] is chosen as a base-line approach. The detailed
information about the OC-SVM training parameters is given in Appendix D.2.1.

To better understand the role of used reference and the in uence of color information
during the acquisition of black and white codes as opposed their convertion to only grayscale
images, the OC-SVM is applied with respect to four types of training data:

~ With respect to the digital templates on:
the grayscale original codes;
the RGB original codesx.

" With respect to the physical references on:
the grayscale original codes;
the RGB original codesx.

To avoid the bias in the training data selection, the OC-SVM is trained ve times on
randomly chosen original printed samplesx and either digital templates or physical references.
The OC-SVM is trained to minimize the Pqss on the validation sub-set. The obtained
average classi cation error is represented in Table 4.6. The detailed information about
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(a) With respect to the digital templates: (b) With respect to the digital templates:
grayscale data. RGB data.

(c) With respect to the physical references: (d) With respect to the physical references:
grayscale data. RGB data.

Fig. 4.20 The decision boundaries of OC-SVM trained with respect to the Pearson correlation
and Hamming distance between the reference (digital or physical) and the corresponding
original printed code. The visualisation is given for the samples from the Indigo mobile test

sub-set.

the training parameters and each run classi cation error is given in Appendix D.2.1. The
visualisation of the OC-SVM decision boundaries is illustrated in Fig. 4.20.

Analyzing the obtained results, at rst, it should be pointed out that the OC-SVM
classi cation error based on thePniss and Ps, is quite high and unacceptable for all types of
used training data. At the same time two important conclusions can be done:

" With respect to the chosen metrics the use of the digital templates is preferable than

the printed references.
" Despite the monochrome nature of the printed codes, the color information related to

the enrollment via mobile phone might be useful for training.
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(a) The general scheme of auto-encoding model.

(b) A particular scheme considered in Thesis with respect to the given reference codés

Fig. 4.21 Auto-encoding model based on the IB principle: the inputx is "compressed" toz/ a
via the parametrized mapping q (zjx)/ q _(ajx) leading to a bottleneck representationz/ a.

4.5.2 One-class classi cation from the IB point of view

Aiming at answering the research question Q.3 from Section 4.3 about the e ciency of
one-class classi cation in a deep processing domain, we consider a one-class classi cation
based on the features extracted via DNN processing. More particularly, we consider a DNN
auto-encoding. The general scheme of auto-encoding model is shown in Fig. 4.21(a). In
a particular case of the PGC authentication, where the reference templates are given,
the auto-encoding can take more complex form as illustrated in Fig. 4.21(b) and can be
considered as a "compression” of to a via the parametrized mapping q _(ajx) leading to a
bottleneck representation a yet preserving a certain level of information|; about t in the
latent representation a and the information |, about x in t. Accordingly, it can be formulated

as:

min I (X5A); (4.2)
I(A;T) It

a L(T:X) Iy

and in the Lagrangian formulation as a minimization of:
LC =1 (X;A) I (AT)  «I(T;X); (4.3)
where { and y are the regularization parameters corresponding td; and |y respectively.

Decomposition of the rst term

The rst mutual information term | _(X;A) in (4.3) is de ned as:
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q ,(ax)
q ,(a)po(x)
L) Ly

= constant =0

#
q ,(ajx)
- Eq 2(&x) IOgi

| a(X;A)z Eq (@) |Og q (a)

(4.4)

where pp (x) denotes the data distribution of printed codes andq _(a; x) is a joint distribution,
H (AjX)= Eq L(@x) logqg ,(ajx) denotes the conditional entropy de ned by q _(ajx).
Due to the deterministic encodingq _(ajx) = (a f _(x)), it equals to zero. H (A) =

Eq . (a) logq ,(a) denotes the entropy of distribution g _(a) and it is constant since, in the
considered setup, any particular constraints on the latent spacea are not applied. Therefore,
for a given architecture of the encoder and de ned latent space, the minimization of the
term | _(X;A) does not play any role.

Decomposition of the second term

The second mutual information term |1 (A; T) in (4.3) is de ned as:

plajt)  _ p(tia) .
po(Dp(@) - oran 1095y

where p(a;t) is a joint distribution, p(a) and pp (t) are marginals for the latent space and
digital templates. It is important to highlight that p(tja) is not de ned and we proceed with
its parametrization via a network p (tja).

As it is shown in Appendix D.2.2.1, the mutual information (4.5) can be lower bounded
by I(A;T) | . (A;T), where:

I (A ; T) = Ep(a;t) |Og

(4.5)

h i
I J(AST) . Epyyllogpo ()] + Epiixy Eq (ajx) [logp (tja)]

= Hp(T) H; (TiA);

(4.6)

h i
whereHp(T) = Eyy) [logpp(t)l and H ; (TjJA) = Epuix) Eq (ajx) [logp ((tja)] .

It is important to ensure that the estimated templates closely follow the statistics of
original digital templates. That is why one can also consider the decomposition of (4.6) as:

Iy a(A;T): Ep(t;x) Eq (ajx) IOth(tJa)
: Po (1) 4.7)
= By Eq o 10 p . (tia)p ()
' a Po(t) p (1)
po (1) h -
Epoty [logp ()] Epyt) |09m + Eptx) Eq (ajx) [l0gp (tja)]

h i
H(po(t);p (1)) Dxke (Po(t)kp (1)) + Epiix)y Eq ,(ajx) [l0gp ((tja)] ;



98 Copy detection patterns

whereH (pp (t); p (1)) = Ep, (t) [logp | (t)] denotes a cross-entropy. Sinckl (pp (t); p ,(t))
0, one can lower bound (4.7) ad ,; (A;T) I\, (AT), where!!:

h [
AT lEp(t;x) Eq o(23) [Iogpt(tja)]} Pre (Po{t)kp (1))

D
D¢ !

(4.8)

Remark: The term Dy in (4.8) can be implemented based on the density ratio estimation
[148. The term D, can be de ned explicitly using Gaussian or Laplacian priors. In the
Gaussian case, one can de ng ,(tja) / exp( kt g, (a)k2) with a scale parameter ,
which leads to “»-norm, and g (a) denotes the decoder. It also corresponds to the model
t = g ,(a)+ e, wheree, is a reconstruction error vector following the Gaussian pdf. Therefore,
(4.8) reduces to:

1% (AT = B hE ix) [kt g (a)kz]I ke (Pot)kp (1)) :
A= B Ba @ (@l P (Lkp ()

D
D¢ !

(4.9)

Decomposition of the third term

The third mutual information 1(T;X) in (4.3) can be decomposed in a way similar to the
second term:

p(t; x) p(xjt)
[(T;X)= Eptxy) 00—~ = Epix) lOg—F7—= 4.10
(12207 Bt 1095 60poty ™ 5t 199 o ) (@20
Accordingly, it can be lower bounded byl (T;X) | Lt; (T X), where:
h i
15 (TX) Ep Ep |t [logp  (Xjt)] ke (Po (X)kp (X)) :
;X | p(t;x) =p t(m&% } P g% 3 (4.11)
Dxe x
Summary
The nal minimization problem schematically shown in Fig. 4.22 is:
("o 6 ) =argmin LY & 6 ox)
B (4.12)
= argmin t(Dy D ) x(Dxx D ):

" The cross-entropy computation requires knowledge of model p , (t), whereas the KL-divergence is based
on the ratio of two distributions and can be computed without an explicit knowledge of distributions but only
from the training samples.
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Fig. 4.22 The feature extraction for the one-class classi cation based on the estimation of the
reference templates viaD,; and D¢ and the printed codes viaDyg and Dy terms.

where h i
Dit» Eptx) Eq (ajx) [logp ((tja)] ;

Dt, Dk (pﬁ)(t)kp (1) |
Dx% ’ Ep(t;x) Ep ¢ (tjx) [|ng x(th)] ;
Dy, Diku (Po(x)kp (X)) :

In practice four basic scenarios of features extractors for the one-class classi cation are
considered:

(4.13)

1. The reference templates estimation based on the tern,:
Li( & )= Dy (4.14)
2. The reference templates estimation based on the termB s and Dy:
L2( a5 t)= Dy + D¢ (4.15)

3. The estimation of the reference templates and the printed codes based on ternis,;
and Dyx:
La( o ;3 x)= tDyp xDxz: (4.16)
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Fig. 4.23 The one-class classi cation training procedure: the encoder and decoder parts of the
auto-encoder model shown in Fig. 4.22 are pre-trained and xed (as indicated by a "*"); the
OC-SVM is trained on the outputs of D¢ and D; terms that are the results of I -. J(AT)

decomposition and theDyz and Dy terms that are the results of | '-t; (T ;X) decomposition.

4. The estimation of the reference templates and the printed codes based on terni3,
D¢, Dy and Dy:

La( o5 5 x)= tDip + Dt xDxe +  xDx: (4.17)

In general case, to be comparable with the one-class classi cation in the spatial domain
discussed in Section 4.5.1, a one-class classi cation model based on the OC-SVM is used.

The OC-SVM training procedure shown in Fig. 4.23 uses the pre-trained and xed
encoder and decoder parts of the auto-encoder model that serves as a features extractor. As
an input the OC-SVM might take di erent combinations of outputs of four main terms: Dy,
D¢, Dxx and Dy. The exact scenarios are discussed below in Sections 4.5.2.1 - 4.5.2.4.

The empirical evaluation is performed on thelndigo mobile dataset that is split into three
sub-sets: training with 40% of data, validation with 10% of data and 50% of data is used for
the test. To avoid the bias in the choice of training and test data, each scenario's model is
trained ve times under randomly chosen data. Moreover, it should be pointed out that, in
each scenario, the training is performed only on the training sub-set of the digital templates
t and the corresponding original printed codes<. The test sub-set of the fake codes are used
only at the inference stage.

4521 Li( 4 v)= tDig

The optimization problem Li( ,; )= D¢ aims for each input printed original code x
to output an accurate estimation f of the corresponding binary digital template t. Taking
into account that, due to the nature of the used trained model, the output estimation is real
valued but not binary, at the inference stage, to measure the Hamming distance the nal
estimation f is obtained after thresholding with a threshold 0.5. The detailed information
about the model architecture and the training parameters is given in Appendices D.2.2.2 and
D.2.2.3.
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Fig. 4.24 The rst scenario results visualization: the distribution of symbol-wise Hamming
distance between the original digital templatest and the corresponding estimations' obtained
via the encoder model trained with respect to theD,; term.

Fig. 4.24 illustrates the distributions of the symbol-wise Hamming distance between the
original digital templates t and the corresponding estimationsf obtained from the printed
original and fake codes. Taking into account that the extracted feature vector consists only of
one value, the OC-SVM is not used and the classi cation is performed based on the decision

rule: (

Pmiss = Prfduyamming (t;t\) > 1jHog;

Pta Pr f diamming (t; f\) 1] Hog;
where Pniss is a probability of miss and Pz, is probability of false acceptance. TheHg
corresponds to the hypothesis that the input code is original and theH o corresponds to the
hypothesis that the input code is fake. Aiming to have Pniss = 0, the decision constant ; is
determined on the validation sub-set to be equal to 2 symbols. The average (over ve runs)
classi cation error is given in Table 4.7. Each run detailed classi cation results are given in
Table D.11 in Appendix D.2.2.3.

From the obtained results it is easy to see that the one-class classi cation based on
the encoder model trained with respect to theD; term as shown in Fig. 4.22 allows to
distinguish the originals and the fakes #2 with 100% accuracy. The obtainedPnss and Pz,
are con rmed by the distribution of the Hamming distance shown in Fig. 4.24. In case of the
fakes #1 the corresponding distributions overlap and the Pz, is about 6 - 8%.

(4.18)
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Fig. 4.25 The second scenario results visualisation: the 2D distribution ofi) the symbol-
wise Hamming distance between the original digital templatest and the corresponding
estimations f obtained via the encoder model trained with respect to theD 4 term and (ii)
the corresponding responses of the discriminator model trained with respect to th®; term.

4522 Ly( o )= Dy+ Dy

The optimization problem La( 5 )= tDy + D¢ is an extension of the scenario 4.5.2.1
by the discriminator part D; that aims to distinguish between the original digital templates
and the corresponding estimations. The detailed information about the training procedure
and architecture of the feature extraction model are given in Appendices D.2.2.2 and D.2.2.4.

Fig. 4.25 presents the 2D distribution of (i) the symbol-wise Hamming distance between
the original digital templates t and the corresponding estimationst obtained based on the
encoder model trained with respect to theD,; term and (ii) the corresponding responses of
the discriminator trained with respect to the D; term as shown in Fig. 4.22. It is easy to see
that, with respect to the Hamming distance, the obtained results are very close to those in
Fig. 4.24, namely, the results for the original codes are close to zero and overlap with the
fakes #1, while the fakes #2 are well separable. With respect to theD; discriminator decision
the situation is similar too, namely, the fakes #2 are well recognizable by the decision ratio
smaller then 0.5 - 0.6. At the same time, for the the fakes #1 the decision ratio is mostly
bigger than 0.7 - 0.8 as well as for the originals.

The average (over ve runs) authentication error based on thePnss and P;, calculated
with respect to the decision rule (4.18) and given in Table 4.7 shows that the regularization
via the discriminator D; does not have big in uence and does not allow to improve the
authentication error. Each run classi cation results are given in Table D.12 in Appendix
D.2.2.4.
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(@) (b)

Fig. 4.26 The third scenario results visualization: (a) the distribution of (i) the symbol-wise
Hamming distance between the digital templates and its corresponding estimations via the
encoder model trained with respect to theD; term and (ii) the ", distance between the
printed codes and its corresponding reconstructions by the decoder model trained with respect
to the Dye term; (b) the OC-SVM decision boundaries.

4523 La3( 4 t5 x)= tDip xDx

In the third scenario the term Dy is in charge of the printed codes reconstruction and plays
a role of a learnable regularization similarly to those discussed in Section 3.4. The detailed
information about the training procedure and architecture of the trained models are given in
Appendices D.2.2.2 and D.2.2.5.

Fig. 4.26(a) demonstrates the obtained distribution of two metrics: the rst one is the
symbol-wise Hamming distance introduced in the Section 4.5.2.1 and the second one is a
error between the printed codes and the corresponding reconstructions obtained as an output
of the decoder model trained with respect to theDyg term as shown in Fig. 4.22 without
any additional post-processing.

The average (over ve runs) authentication results based on the decision rule (4.18) is
given in Table 4.7. It is easy to see that the learnable regularization viaDys term preserves
the Pniss and Pz, on the fakes #2 to be zero, similar to the previous scenarios. At the same
time, it allows to decrease thePs, on the fakes #1 from 7% till 1-1.6%. Additionally, in
Table 4.7 there is given the average (over ve runs) authentication results based on the two
metrics decision rule:

( .
Pmiss = Prdeamming(t;f\)> 1& d,(X;R)> 2jHog

T (4.19)
Pfa Prf dHamming (t; f\) 1& d,(X;R) 2] Hog;

that allows to signi cantly reduce the P:, for the fakes #1 to about 0.28%. Aiming to have
the Pmiss = 0, the decision constant » is determined on the validation sub-set to be equal
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(@) (b)

Fig. 4.27 The fourth scenario results visualization: (a) the distribution of (i) the symbol-wise
Hamming distance between the digital templates and its corresponding estimations via the
encoder model trained with respect to theD; term and (ii) the ", distance between the
printed codes and its corresponding reconstructions by the decoder model trained with respect
to the Dyp term; (b) the OC-SVM decision boundaries.

0.0017 and the i equals to 2 symbols. Each run detailed results are given in Table D.13 in
Appendix D.2.2.5.

In addition, Table 4.7 includes the results of OC-SVM trained with respect to the metrics
under investigation (the symbol-wise Hamming distance between the digital templates and
its corresponding estimations via the encoder model trained with respect to theD 4 term
and the *, distance between the printed codes and its corresponding reconstructions by the
decoder model trained with respect to theD,z term). The OC-SVM is trained only on the
train sub-set of the original printed codesx and its corresponding templatest. The example
of OC-SVM decision boundaries is illustrated in Fig. 4.26(b). The OC-SVM reduces thePs,
to 0% for all types of fakes. However, thePniss increases to about 0.28% in contrast to the
previously obtained results with Ppjss = 0%.

4524 La( 5 0 x)= tDip + Dt xDxg + xDx

The last considered scenario includes four terms: the main tern 4, the discriminator Dy on
the digital templates estimation space, the printed codes reconstruction space regularization
D,z and the discriminator Dyx. The detailed information about the training procedure and
the models architectures are given in Appendices D.2.2.2 and D.2.2.6. Similarly to the
third scenario, the OC-SVM is trained with respect to the two features: (i) the symbol-wise
Hamming distance between the original digital templates and its estimations and(ii) the ",
distance between the printed codes and its reconstructions. A visual representation of the
mutual distribution of these metrics is shown in Fig. 4.27(a). Table 4.7 includes the average
(over ve runs) one-class classi cation error based on three criteria: the decision rules (4.18)
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Table 4.7 The average (over ve runs) authentication error in % on the test sub-set.

Original Fake #1 Fake #1 Fake #2 Fake #2
Model white gray white gray
Pmiss Pfa Pfa Pfa Pfa
Based on the equation (4.18)
tDyp 0 6.38 ( 2.4) 8.23( 2.95) 0 0
tDy + Dy 0 6.81 ( 1.63) 7.09 ( 2.4) 0 0
tDyp xDxe 0 156 ( 0.32) 0.99 ( 0.81) 0 0
tDip + D¢ xDxe + xDx 0 241 ( 1.38) 2.13( 1.59) 0 0
Based on the equation (4.19)
tDyp xDxe 0 0.28 ( 0.64) 0 0 0
tth + Dy xDxe + xDx 0.57 ( 127) 0 0.14 ( 032) 0 0
Based on the OC-SVM
tDis x Dxe 0.28 ( 0.39) 0 0 0 0
tDy + Dy xDx + xDx 0.14 ( 0.32) 0 0 0 0

and (4.19) and the OC-SVM. The example of OC-SVM decision boundaries is illustrated in
Fig. 4.27(b). Each run classi cation results are given in Table D.14 in Appendix D.2.2.6.

From the obtained results, one can note that in terms of decision rule (4.18), the
regularization via D; and Dy discriminators is counter-productive and makes the classi cation
error bigger in comparison with the third scenario. In case of the decision rule (4.19) the
regularization leads to a signi cant increase ofPss . At the same time, the OC-SVM allows
to decreasePpss in two times, from 0.28% to 0.14% preservingP:, equals to zero for all
types of fakes.

In summary, it should be pointed out that, despite the great performance of the fourth
scenario's model, its complexity is times higher compared with the other considered scenarios.
The execution time complexity in hours per 100 training epochs is given in Table 4.8 for each
scenario.

45.3 Conclusions

The performed analysis of PGC authentication based on the one-class classi cation using
Indigo mobile dataset shows that:

In view of the great similarity between the original and fake codes the authentication
in the spatial domain (i) is di cult with respect to the nding of right metrics and (i)
is not reliable enough due to the high overlapping between the classes.

The authentication with respect to the digital templates is more e cient compared to
the authentication with respect to the physical references.

Despite the visually grayscale nature of the PGC the authentication based on codes
taken by the mobile phone in color mode is more e cient compared to the grayscale
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Table 4.8 Execution time (hours) per 100 epochs on one NVIDIA GPU with a learning rate
le-4 for the considered scenarios.

Model Execution time
tDyp 2.78 - 3.05
tDip + Dt 5.12 - 5.25
tDyp x Dy 5.56 - 5.83

tDyp + Dt xDxe + xDx  11.11-11.39

mode due to the fact that the di erent color channels have di erent sensitivity and due to
the information loss while converting a three-channels color image into a single-channel
grayscale one.

The authentication with respect to the DNN estimation of the digital templates and
printed codes reconstruction is more e cient than the direct authentication with respect
to the digital and printed codes in spatial domain.

The main disadvantage of the DNN based models is its high training complexity
compared to the direct authentication in spatial domain.

At the same time, at the inference stage, the trained models are equivalent in terms of
authentication complexity to the authentication in spatial domain.

Besides the impressive performance of the one-class classi cation on real samples and
mobile phone veri cation, it should be pointed out that the above analysis is done with
respect to the typical HC copy attacks. In view of the widespread use of the ML technologies,
the question about the robustness to the ML attacks is an important problem nowadays.
That is why the next section addresses this problem in details.

4.6 ML fakes authentication

The results obtained in Sections 4.4 and 4.5 demonstrate a high accuracy of the authentication
of PGC with respect to the typical HC copy fakes. At the same time, during the last several
years the ML based attacks attracted a lot of attention and are of the great interest due to
their domain adaptation, especially in view of the recent advents in the theory and practice
of machine learning tools.

The clonability aspects of copy detection patterns used in the PGC are de ned by many
factors, such as, for example, the printing and scanning equipment, the size and the individual
characteristics of the used copy detection elements (symbols), etc.

Thus, the main goal of this Section is to investigate:
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(a) Full area estimation. (b) Half area estimation.

Fig. 4.28 Hand-crafted digital templates estimation methods.

the in uence of the printing and scanning equipment on the clonability aspects of PGC

from the side of the attacker (the research questions Q.4 and Q.5 from Section 4.3);

the PGC authentication accuracy against the ML fakes from the side of the defender
(the research questions Q.6 and Q.7 from Section 4.3).

~

In this respect the experiments are performed on the specially designed DP1C and DP1E
datasets represented in Section 4.2.1. The two HC attacks are taken as a baseline for the
comparison.

4.6.1 Details of the setup
Hand-crafted (HC) setup

In contrast to the simple HC copy fakes produced by the use of copy machines considered in
Sections 4.4 and 4.5, the setup considered in this Section is focused on the fakes' production
based on the hand-crafted estimation of the original digital templates from the corresponding
printed counterparts with the following re-printing of the estimated templates. In such an
estimation setup, the attacker uses the prior knowledge about the quantity, shape and size of
the copy detection pattern symbols that might be estimated from the printed codes. Using
this knowledge the two HC setups are investigated:

The simplest method to estimate the digital template from the printed counterpart is
to calculate the mean of symbol's intensity from the full symbol area as shown in Fig.
4.28(a).

The second method uses the mean intensity of the central part of symbol as shown in
Fig. 4.28(b). This is expected to compensate to a certain extent the dot gain and the
sampling jitter.

Finally, the hard decision threshold 0.5 is used. However, in general case, the other priors,
like for example the median value of each symbol intensities, can be easily adopted into the
estimation.
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Fig. 4.29 The general scheme of ML estimation of digital templates from the printed counter-
parts based on the IB principle.

Machine learning (ML) setup

The ML fakes considered in the current Section are based on the same idea of digital templates
estimation from the printed counterparts similar to the discussed HC setup. However, in
contrast to the HC approaches, the machine learning setup assumes that any prior information
about the amount and size of symbols is not taking into account in a direct way to perform
some pre-processing. At the same time, this prior information is taken into account in an
indirect way: it is assumed that, besides the publicly available printed coded x;g, , the
attacker has an access to the corresponding original digital template$t;gM,. There are
various ways to obtain these training pairs. As one possible scenario, one can assume that
the attacker can print the digital templates ft;gM; on the same printer as the defender and
scan them asfx;gM, . Such a setup allows to fully explore the power of training on the side
of attacker.

In the general case, for the given pairs of digital and printed codest;;x;gM, '? the
templates' estimation task can be considered as an optimization problem based on the IB
principle as illustrated in Fig. 4.29 that aims at "compressing"x into a via the parametrized
mapping q (ajx) leading to a bottleneck representationa yet preserving a certain level of
information |; about t in the latent representation a. Accordingly, it can be formulated as:

min 1 (X;A); (4.20)
A(AT) Iy

and in the Lagrangian formulation as a minimization of:
LC)=1 OA) 1 (AT); (4.21)

where is the regularization parameters corresponding tol ;.

12\M equals to the amount of pairs of original digital and printed codes. For simplicity it is assumed that
there is given the same amount of pairs for all printers.
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Following the decompositions discussed in Sections 4.5.2 it is easy to show that:

" The rst mutual information can be decomposed as:

I (X;A)= f—l_{gé} i—l_(éﬁ% (4.22)
= constant =0

whereH (AjX) = Eq (ax)[logqg (ajx)] denotes the conditional entropy de ned by
g (ajx). Itequals to zero due to the deterministic encoding.H (A)= Eq (3 [logq (a)]
denotes the entropy of distribution g (a). For simplicity in the considered setup no
particular constraints on the latent space a are not applied. In this respect, theH (A)
is constant and has no interest for the optimization.

The second mutual information can be lower bounded in the same way as in Sections
452byl(A;T) 1L (A;T), where:

h i
1L (A;T), Epix Eq aix) [l0gp (tja t)kp (1)) :
; ( ) | p(t;x) q (aji(7)[ ap ( J )]} PKL (pD&) p ( )i (4.23)
D¢ Dt
Thus, the nal minimization problem is:
(";™)=argmin LY( ; )=argmin D4+ D (4.24)

It was shown in Section 4.5.2.2 that, in general, the termD; does not a ect much the
templates estimation. Therefore, the empirical investigation is performed with respect to the
scenario:

GE argmin Dy (4.25)

Assuming that p (tja) / exp( tkt g (a)ky) similarly to the remark (4.9) in Section
4.5.2, (4.25) yields to:

pd
(";"y=argmin  kt; g (ai)ks; (4.26)
; i=1

wherea; = f (x;) and f denotes the encoder.
4.6.2 Fakes production

HC fakes

The hand-crafted estimation is performed on the DP1C and DP1E datasets. The obtained
estimation error in % is measured as a symbol-wise Hamming distance between the original
digital templates t and the corresponding estimationsf is given in Tables 4.9 and 4.10 for the
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Table 4.9 The average (over three runs) estimation error in % based on the symbol-wise
Hamming distance between the original digital templates and the corresponding estimations
in the DP1C test sub-set. As indicated in the rst column, each model is trained only on the
codes printed on one corresponding printer. At the test stage each model is tested on the
codes printed on di erent printers as shown by the corresponding columns.

DP1C
Train on \Test on SA LX CA HP
Hand-crafted
Full area 3.49 5.98 1.39 1.71
Half area 1.00 2.22 0.66 0.76
LinearBN
SA 0.15( 0.01) 1.13( 0.15 0.13( 0.01) 0.38( 0.06)
LX 0.28( 0.03) 0.34 ( 0.03) 0.20( 0.01) 0.38( 0.01)
CA 0.22( 0.03) 1.18( 0.27) 0.13 ( 0.01) 0.36 ( 0.03)
HP 0.30( 0.05 1.31(0.32) 0.14( 0.03) 0.31( 0.08)
ConvBN
SA 0.12 ( 0.02) 0.77( 0.22) 0.21( 0.04) 0.43( 0.10)
LX 0.64 ( 0.18) 0.23 ( 0.08) 0.60( 0.20) 0.97 ( 0.26)
CA 0.29( 0.04) 1.14( 0.34) 0.12 ( 0.02) 0.36 ( 0.06)
HP 0.23( 0.04) 1.11(052) 0.17( 0.07) 0.22 ( 0.04)

DP1C and DP1E correspondingly. As expected, the estimation approach based on the half
symbol's area provides the best performance for all printers under investigation. Moreover,
for all considered printers, except the LX, the obtained estimation error could be considered
as su ciently small, about 0.65 - 1% of the total number of symbols in the code. In case of
the LX printer, in contrast to the other used printers, the error is several times higher due to
the high printing dot gain speci ¢ to this printer that can be visually veri ed in Fig. 4.6 in
Section 4.2.1.

ML fakes

For the ML estimation two types of DNN architectures based on a bottleneck principle fL49
were chosen:(i) linear model LinearBN and (ii) convolutional model ConvBN. The detailed
information about the used architectures and training parameters are given in Appendix
D.3.1. Similarly to the HC case, the ML estimation is performed on the DP1C and DP1E
datasets. To better understand the role and in uence of printing equipment, the cross-printer
evaluation (test) is performed, while the training is performed individually for each printer.
The obtained average (over three runs) results in % are given in Tables 4.9 and 4.10.
From the obtained results it can be seen that:
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Table 4.10 The average (over three runs) estimation error in % based on the symbol-wise
Hamming distance between the original digital templates and the corresponding estimations
in the DP1E test sub-set. As indicated in the rst column, each model is trained only on the
codes printed on one corresponding printer. At the test stage each model is tested on the
codes printed on di erent printers as shown by the corresponding columns.

~

DP1E
Train on \Test on SA LX CA HP
Hand-crafted
Full area 2.88 5.21 1.48 1.93
Half area 0.85 1.76 0.66 0.88
LinearBN
SA 0.16 ( 0.02) 1.48( 0.04) 0.21( 0.01) 0.61( 0.06)
LX 0.40 ( 0.05) 0.71( 0.05) 0.36( 0.04) 0.71( 0.02)
CA 0.16 ( 0.01) 1.32( 0.10) 0.13 ( 0.003) 0.47 ( 0.03)
HP 0.22 ( 0.06) 1.23( 0.04) 0.15( 0.002) 0.56 ( 0.12)
ConvBN
SA 0.15( 0.08) 1.35( 0.28) 0.30( 0.09) 0.79( 0.21)
LX 043 ( 0.12) 042 ( 0.17) 058( 0.25) 1.16 ( 0.25)
CA 0.21( 0.05) 0.93( 0.12) 0.13 ( 0.04) 0.50 ( 0.09)
HP 0.11( 0.01) 0.75( 0.05) 0.08( 0.01) 0.18 ( 0.02

For both datasets, the ConvNN produces more accurate estimations that results in a
smaller estimation error.

Moreover, the cross-printer tests show that, in general, the training and testing for the
same printers is more e cient than the performing training and testing on di erent
printers, especially if the printers have di erent printing artifacts and dot gain, as for
example, the SA and HP or the SA and LX.

Additionally, it should be pointed out that it might seem that the di erence between the
results on the DP1C and DP1E datasets is not obvious. Under the detailed investigation,
one can notice that the DP1C estimation error on average is smaller than in case of
the DP1E dataset. This is related to the di erence in illumination between Epson and
Cannon scanners that can be seen in Fig. 4.7, where the results of scanning of empty
substrate (paper) are illustrated. Thus, one can conclude that the scanner illumination
might have an important in uence on the production of high quality ML estimations of
the original digital templates, especially for the printers with a big dot gain, like in
case of the LX printer.

In summary, it should be pointed out that, as expected, the ML estimation is more

accurate compared to the results of HC estimation.
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(a) DP1C: SA. (b) DP1C: LX. (c) DP1C: CA. (d) DP1C: HP.

(e) DP1E: SA. (f) DP1E: LX. (g) DP1E: CA. (h) DP1E: HP.

Fig. 4.30 Examples of the produced ML fakes in the DP1C and DP1E datasets.

Taking into account that the re-printing and acquisition process are time consuming, the
investigation of PGC authentication with respect to the produced fakes is performed only
for the ML estimations based on the ConvBN model as the most accurate and, therefore,
the most di cult case. The estimations of the rst run are printed and used for the further
investigation. Several examples of the produced fakes are visualized in Fig. 4.30.

4.6.3 One-class classi cation with respect to the ML fakes

Based on the performed analysis and results obtained in Section 4.5 the one-class classi cation
scenarioLa( ; t; x)= tDip + Dt «D + xDy is considered as the most accurate
and is used for the investigation of PGC authentication with respect to the produced ML
fakes. Similarly to the training procedure described in Section 4.5.2.4, for each printer, at
rst, the feature extraction based on the auto-encoding model is performed and, secondly,
the OC-SVM is trained based on the two metrics: (i) the symbol-wise Hamming distance
between the original digital templates and its estimations and(ii) the ",-distance between
the printed codes and its reconstructions. For both stages, the training is performed only on
the train sub-set of original data. The average (over ve runs) OC-SVM classi cation error
obtained on the test sub-set is given in Table 4.11. The detailed information about each run
classi cation results is given in Table D.18 in Appendix D.3.2. The examples of the OC-SVM
decision boundaries on the DP1C dataset are illustrated in Fig. 4.31. The examples for the
OC-SVM decision boundaries on the DP1E dataset are given in Fig. D.6 in Appendix D.3.2.
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Table 4.11 The average (over ve runs) OC-SVM classi cation error in % on the test sub-set
with respect to the ML fakes based on theConvBN model.

DP1C DP1E
Pmiss Pta Pmiss Pta
SA 754 ( 3.13)  87.42( 5.5) 8.34 ( 1.11)  78.22 ( 6.38)
LX 21.14 ( 14.19) 57.82 ( 22.39) 14.48 ( 6.06) 60.38 ( 10.40)
CA 10.94 ( 5.87) 35.56 ( 9.44) 13.44 ( 10.48) 10.94 ( 6.75)
HP 7.14 ( 2.33) 79.80 ( 12.86) 6.94 ( 1.03)  80.98 ( 4.18)

First of all, it should be pointed out that, despite the relatively small error rate in the ML
digital templates estimation for all considered printers, the classi cation results of OC-SVM
are much more di erent.

In case of the SA printer, in principle, the obtained classi cation error is quite expectable:
relatively small Ppjss along with a huge Ps5 . It is explained by the fact that, due to the
good print quality and small estimation error, the originals and fakes are very close.

In case of the LX printer, one can note the increasing oPniss and decreasing ofPs,
compared to the SA printer. Additionally, a higher deviation from the average value is
observable. That indicates a bigger deviation in the results of the regeneration model and, as
a consequence, the more di cult evaluation of the area of originals by the OC-SVM.

In case of the CA printer, it is possible to see the smallesP;; compared to the other
printers along with a middle level of the Pp,iss . In Fig. 4.31(c) on can see the biggest deviation
in the ~,-error in comparison with the other printers. Taking into account that, in contrast
to the ML estimation discussed in Section 4.6.2, where the models are optimized only with
respect to an accurate digital template estimation, in case of the one-class classi cation the
regeneration model is additional optimized with respect to an accurate reconstruction of the
printed codes. In this regard, in addition to the bigger deviation in the *, error one can
observe a bigger deviation in thedyamming error for the fake codes. That leads to the smaller
Psa.

The one-class classi cation results for the HP printer are similar to those of the SA
printer.

In summary, it should be pointed out that for all printers the training conditions are the
same. Any ne-tuning of the training parameters for each particular printer has not been
performed. In this respect, the obtained results might be not optimal. However, in general, it
does not change the fact that, in case of the ML fakes, it is very di cult to train an accurate
"pblind" model (without observing the fakes) due to the high degree of similarity between the
originals and fakes.
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(a) SA. (b) LX.

(c) CA. (d) HP.

Fig. 4.31 The examples of the OC-SVM decision boundaries for the di erent printers in the
DP1C dataset. All fakes are produced based on the ML-estimates.

4.6.4 Supervised classi cation with respect to the ML fakes

The supervised classi cation with respect to the ML fakes produced by theConvBN model is
performed in the same way as described in Section 4.4 with the only di erence that for each
printer there exists only one type of fake. The obtained average (over ve runs) classi cation
error is given in Table 4.12. The detailed information about each run classi cation results is
given in Table D.19 in Appendix D.3.3.

It is easy to see that in case of the SA printer the supervised classi cation is quite unstable
as evidenced by the large deviation from the average value and is inaccurate as illustrated by
the high classi cation error. Such a result is expectable and can be explained by the small
di erences between the printed original and fake codes due to the very accurate printing and
small ML digital templates' estimation error.

The situation with the LX printer in DP1C dataset is similar to the SA. At the same time,
one can see that in case of the DP1E dataset the classi cation error is in about three times
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Table 4.12 The average (over ve runs) supervised classi cation error in % with respect to
the ML fakes based on theConvBN model.

DP1C DP1E
Pmiss Pta Pmiss Pta
SA 34.17 ( 11.12) 28.96 ( 11.79) 24.16 ( 7.42) 31.87 ( 5.19)
LX 30.42 ( 4.34) 32.60 ( 12.02) 10.73 ( 4.11) 10.21 ( 6.73)
CA 2.08 ( 1.33)  8.85( 4.20) 1.46 ( 1.62) 6.35 ( 3.38)
HP 8.54 ( 3.84)  20.62 ( 8.45) 8.12 ( 4.46) 15.31 ( 7.85)

smaller. This can be explained by the fact that the ML digital templates estimation error
in this case is in about two times bigger as shown in Table 4.10. Moreover, the estimation
errors are mostly related to the big dot gain. As the result, the produced fakes have specic
deviations from the originals, which the classi er takes into account for the authentication.

In the case of the CA printer, the classi cation error is the smallest one compared to
the other used printers. At rst glance, such a result is very strange since the amount of
the estimation error in the digital templates is approximately the same as in case of the SA
printer. On the other hand, in contrast to the SA, the CA printing quality is much more
di erent: the printed symbol's borders are very uneven and ragged as can be seen in Fig. 4.6.
The same printing quality can be observed for the HP printer too.

To better understand the role of the printing irregularity, it is important to pointed out
that the original and fake codes are printed with a time interval of several weeks. In this
respect, the changes in settings of the printers are not excluded since these printers have
been used for other job printing. The investigation of the in uence of printing regimes and
its deviations is an important topic that deserves a special attention and study but is out of
scope of the current work.

From Fig. 4.32 one can observe printing irregularity in case of the CA and HP printers.
Moreover, for the CA printer it is possible to see the speci ¢ deviations marked in red in Fig.
4.32. The frequency with which these deviations occur can be noted under close examination
of the CA printed codes. As a result, these irregularities are the reason of the bigger deviation
in the ", error between the printed fake codes and its regenerations for the CA printer shown
in Fig. 4.31 (almost in two times bigger than in case of other printers). At the same time,
these deviations are very important for the supervised classi er deviations but yet not typical
for the HP printer. In this respect, the classi cation error for the HP printer is higher.

Finally, it should also be noted that for all printers the supervised classi ers are trained
under the same conditions without any speci ¢ parameters' tuning. The detailed information
about the used architecture and trained parameters is provided in Appendix D.3.3. This
might be a cause of a large deviation from the average value in the obtained results.
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(a) CA original. (b) CA fake. (c) HP original. (d) HP fake.

Fig. 4.32 The DP1C dataset examples of the printing irregularity and deviations between the
original and fake codes for the CA and HP printers.

4.6.5 Conclusions

This Section aimed at investigating the aspects of the digital templates estimation from the
corresponding printed counterparts based on the modern machine learning approaches. The
two basic hand-crafted methods are considered for the comparison reasons. The four printers
and two scanners are investigated.

As expected, the machine learning methods demonstrate more accurate estimation than
the hand-crafted approaches. With respect to the choice of printing equipment, as it is shown
by the obtained results, the accurate printing leads to more accurate estimation of the digital
templates. At the same time, it can create a fake illusion for the defender that the use of less
accurate printing equipment would provide the better defense against the copy attacks.

To dispel this illusion, the one-class classi cation and supervised classi cation are per-
formed with respect to the produced ML fakes.

The one-class classi cation results show that, in contrast to the typical HC copy fakes
investigated in Section 4.5, it is very di cult to obtain an e cient authentication model
trained in a "blind" way without observing the fakes due to the high degree of similarity
between the originals and ML fakes.

The considered supervised scenario does not add much optimism. The classical supervised
classi cation, e ciently applicable against the typical HC copy fakes, is not anymore so
accurate against the ML fakes. However, as the obtained results show, the printing deviations
might play very important role for the authentication of high quality ML fakes. The
investigation of the impact of printing deviations is related to the printing process randomness
category and is an interesting direction for the future work.

4.7 Digital templates estimation

The clonability aspects of copy detection patterns used in the PGC are de ned by many
factors. The in uence of printing and scanning equipment is investigated in Section 4.6.
The role of size of base elements (symbols) is yet another important factor (see the research
guestions Q.8 from Section 4.3).
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To explore the in uence of symbols' size factor on the clonability aspects of copy detection
patterns we proceed with a specially designedindigo scannerdataset presented in Section
4.2.3. It is important to emphasize that all codes are printed on the same industrial printer
HP Indigo 5500 DS'® at the resolution 812 dpi. The enroliment is performed by using Epson
perfection 4990 scanner at the resolution 1200 ppi.

4.7.1 Details of the setup

As it is discussed in Section 4.2.3 the digital templates are generated with three di erent
symbols' sizes. Taking into account the di erence in printing (812 dpi) and scanning (1200
ppi) resolutions, the symbols' size in the enrolled codes increases in about 1.48 times (1200
/ 812 = 1.48) compared to the symbol size of digital templates used for printing. In this
respect, the original symbols of size 5 5 become 74 7:4,the 4 4 become ® 5:9 and the
symbols of size 3 3 become 4 4:4. Taking into consideration that the increasing factor
is not integer, all codes are rescaled with respect to the integer number of pixels. Moreover,
aiming to compensate the resulting discrepancy, all codes are additionally rescaled to the
size of corresponding digital templates. Thus, we have two enrolled sets for each symbol size:
" for the digital templates with symbols of size 5 5 the enrolled codes are of size:

77
5 5

" for the digital templates with symbols of size 4 4 the enrolled codes are of size:
5 5
4 4

~ for the digital templates with symbols of size 3 3 the enrolled codes are of size:
4 4
3 3

Similarly to Section 4.6.2 the fakes' production is based on the estimation of original
digital templates from the corresponding printed counterparts. We assume that for each
original digital template the attacker has only one printed copy. The fakes' production is
investigated in four setups:

~ HC full area

Similarly to Section 4.6.1, the full area HC setup assumes that the attacker performs
the printed codes' symbol-wise thresholding based on the mean intensity in the full
symbol's area.

~ HC half area

The half area setup di ers from the full area only by using for the analysis the reduced
central symbols' area.

13The standard printing resolution of this printer is 812.8 dpi.
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ML trained on the HC estimations

This setup combines the HC and ML approaches. The ML approach consists in the
training of DNN model on the pairs of printed codes and corresponding digital templates.
In the considered setup, the used digital templates are obtained via the HC estimation.
ML trained on the original digital templates

This setup assumes the usage of original digital templates for the training of DNN

model and could be considered as an ideal case for the attacker.

To be coherent with the previously obtained results, the ML setups are based on the 1B

principle and practical scenarioL( ; )= D,¢ discussed in Section 4.6.1. The detailed
information about the used training parameters and models' architecture are given in
Appendix D.4.

At the inference stage the estimation accuracy is measured with respect to the average
percentage of error symbols in one code based on the symbol-wise Hamming distance between
the original digital templates and the corresponding binary estimations. In addition to this,
we calculate the percentage of codes estimate@ without any error, (i) with the 1 or 2
error symbols and(iii) with the amount of error symbols bigger than 2. The reported results
are given with respect to the test sub-set.

4.7.2 Estimation results

Estimation of 5 5 codes. The digital templates estimation results for the codes with
the original symbol size 5 5 are given in Table 4.13. Similarly to Section 4.2.3, theHC full
area setup demonstrates the worst performance with the average percentage of error symbols
about 6.5 - 7%. At the same time the HC estimation based only on the half symbol area
allows to reduce the estimation error to about 1%. With respect to the usedDataMatrix
mapping matrix of 66 66 symbols as explained in Section 4.2.3 it is about 43 symbols.
Which is quite signi cant. In addition, it should be noted that, in principle, the increasing
symbols' size due to the di erence in printing and scanning resolutions does not give any
signi cant improvement with respect to the original size 5 5.

At the same time, from Table 4.13 one can observe the remarkable improvement of the
estimation accuracy for the ML based approaches. The detailed information about each run
results is given in Table D.22 in Appendix D.4. The ML estimation trained on the HC half
area estimation as a ground truth allows to reduce the estimation error in about 1.8 times
for the scans with 7 7 symbol's size. For the scans with the original 5 5 symbol's size the
improvement is even more signi cant: from about 1% to 0.014% and the amount of codes
without any estimation error from about 4.5 % to 72%.

In case of the ML model trained on the original digital templates, the obtained results are
the most accurate. In case of the scans with 5 5 symbol's size, 94% of codes are estimated
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Table 4.13 The estimation error in % based on the symbol-wise Hamming distance between
the original digital templates with the symbol's size 5 5 and the corresponding estimations.
For the ML approaches the average results over three runs are given.

Scanned codes Average % of % of codes with % of codes with % of codes with
symbol size error symbols error symbols =0 error symbols 2 error symbols> 2

HC full area

7 7 6.42 0.00 0.00 100.00

5 5 6.83 0.00 0.00 100.00
HC half area

7 7 1.07 4.67 9.33 86.00

5 5 1.07 4.67 9.33 86.00
ML trained on the HC half area estimations

7 7 0.57 ( 0.16) 18.29 ( 18.82) 19.48 ( 5.17) 62.23 ( 23.87)

5 5 0.014 ( 0.01) 72.30 ( 4.43) 22.30 ( 0.68) 5.4 ( 3.7)
ML trained on the original digital template

7 7 0.025 ( 0.01) 74.7 ( 2.37) 17.57 ( 2.34) 7.66 ( 1.03)

5 5 0.0015 ( 0.0002) 94.14 ( 1.03) 5.86 ( 1.03) 0.00

without any mistake and the rest 6% of codes have less than 3 error symbols. The results
obtained for the scans with symbol's size bigger than the original one are a little worse. This
can be explained by the fact that the increase of the symbols' size is not regular, meaning
that 1200=812 5 = 7:4, that results in situation, when some symbols might have bigger or
smaller in uence on the neighbors. It is especially critical for the white symbol surrounded
by the black ones. The reduction of symbols' size close to the original might reduce this
in uence, especially for the ML approaches that are more sensitive to invisible at rst glance
deviations.

Estimation of 4 4 codes. The results obtained for the estimation of digital templates
with the original symbol size equaled to 4 4 are given in Table 4.14.

In case of the HC half area estimation one can observe the increase of average estimation
error from 6 - 7% for 5 5 (Table 4.13) to 10 - 11% for 4 4 (Table 4.14). Moreover, there is
not any estimated code with the error less than 3 symbols in contrast to the similar method
for5 5 in Table 4.13.

The ML estimators'* trained on the HC half area estimations as a ground truth do not
demonstrate any signi cant improvement in contrast to the similar case demonstrated in
Table 4.13. However, in comparison to the 5 5 case, one can see that the scans with increased
symbol's size show a little bit better performance. In general case, the obtained phenomenon
might be related to the fact that 4 4 times the scaling factor 1.48 gives ® 5:9 which
is almost 6 6 pixels in contrast to the previous case with the 74  7:4 pixels, where the

14 The each run detailed results are given in Table D.23 in Appendix D.4
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Table 4.14 The estimation error in % based on the symbol-wise Hamming distance between
the original digital templates with the symbol's size 4 4 and the corresponding estimations.
For the ML approaches the average results over three runs are given.

Scanned codes Average % of % of codes with % of codes with % of codes with
symbol size error symbols error symbols =0 error symbols 2 error symbols> 2

HC full area

5 5 10.63 0.00 0.00 100.00

4 4 10.08 0.00 0.00 100.00
HC half area

5 5 2.35 0.00 0.00 100.00

4 4 3.30 0.00 0.00 100.00
ML trained on the HC half area estimations

5 5 2.34 ( 0.04) 0.00 0.22 ( 0.38) 99.78 ( 0.38)

4 4 3.13( 0.12) 0.00 0.00 100
ML trained on the original digital template

5 5 0.0016 ( 0.0003) 95.11 ( 1.54) 4.22 ( 1.54) 0.67 ( 0)

4 4 0.0016 ( 0.0002) 94.89 ( 1.02) 4.44 ( 1.02) 0.67 ( 0)

discrepancy in less than half of symbol might have negative e ect. The detailed investigation
of these phenomena is an interesting question for the future work.

In case of the ML estimators trained on the original digital templates, the obtained
estimation results are the best. In general, the average estimation error is close to the
previous case. However, the amount of the codes estimated with the small number of the
error symbols is slightly higher: 0.67% instead of 0% demonstrated in Table 4.13.

Estimation of 3 3 codes. The estimation results obtained for the original digital
templates with symbol's size 3 3 are given in Table 4.15. In general case, one can observe
the same tendency as in two previous cases, namely, the HC approach based on the analysis of
the full symbol's area shows the worst performance. The HC analysis of the half symbol's area
allows to improve the estimation. Similarly to the case of the estimation of the codes with
the original symbol's size 4 4, the ML estimators'® trained on the HC half area estimations

as a ground truth do not allow to improve the estimation accuracy due to the signi cant level

of errors in that estimations. The best results are obtained by the ML estimators trained

on the original digital templates. However, one can notice that the further reduction of
symbols' size in the original digital templates makes the ML estimation more harder: the
average percentage of error symbols increases in about 7 times from 0.0015 - 0.0016 to 0.011.
The amount of codes without any error is reduced in about 1.3 times from about 95% to
approximately 70%.

15The each run detailed results are given in Table D.24 in Appendix D.4
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Table 4.15 The estimation error in % based on the symbol-wise Hamming distance between
the original digital templates with the symbol's size 3 3 and the corresponding estimations.
For the ML approaches the average results over three runs are given.

Scanned codes  Average % of % of codes with % of codes with % of codes with
symbol size error symbols  error symbols =0 error symbols 2 error symbols> 2
HC full area

4 4 16.73 0.00 0.00 100.00

3 3 17.13 0.00 0.00 100.00
HC half area

4 4 10.44 0.00 0.00 100.00

3 3 8.54 0.00 0.00 100.00
ML trained on the HC half area estimations

4 4 10.25( 0.2) 0.00 0.00 100

3 3 8.53 ( 0.22) 0.00 0.00 100
ML trained on the original digital template

4 4 0.018 ( 0.02) 74.00 ( 2.40) 23.13 ( 1.68) 2.89 ( 0.77)

3 3 0.011 ( 0.001) 69.33 ( 0.67) 27.33 ( 0.67) 3.33 ( 1.33)

4.7.3 Conclusions

The main goal of this Section is to investigate the robustness of PGC to the clonability
attacks based on the estimation of original digital templates from the corresponding printed
counterparts.

The four setups are investigated and the obtained results show the benet of the ML
approaches over the HC techniques, especially in case, when the attacker has either access to
the original digital templates or when the good quality HC estimation are available.

As expected, the reduction of the original symbols' sizes leads to a deterioration of the
accuracy of estimation. However, the accuracy of estimation stay relatively high: even in the
case of the codes with the 3 3 symbols the amount of codes with the estimation without
any error symbol is about 70%.

Finally, it can be concluded that it was not a purpose of this section to explore the
authentication aspects of PGC with respect to the newly produced high quality ML fakes.
That question is investigated in details in Section 4.6. Taking into account the level of errors
in the estimation of original digital templates, it is obvious that the authentication of such
fakes is even more di cult for the defender than in case of the ML fakes produced and
investigated in Section 4.6.
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4.8 Conclusions

This Chapter aims at investigating the authentication and copy detection aspects of PGC
from the perspective of HC and ML copy attacks.

Due to the lack of the publicly available datasets besides DPOE and CSGC printed on the
desktop printers, we extended the DPOE dataset by DP1C and DP1C datasets and created
two new datasets of codes printed on the industrial printer HP Indigo (Indigo mobile and
Indigo scannerdatasets) to investigate the clonability of PGC behavior. The in uence of the
used printing equipment is investigated on the DP1C and DP1E datasets. However, due
to the restricted access to a big number of di erent industrial printers, the desktop o ce
printers are used for the investigation. Moreover, to make the authentication conditions close
to the real life environment, in the Indigo mobile dataset the enroliment is performed by
using a modern mobile phone iPhone XS under regular room light.

The investigation of the authentication aspects of PGC with respect to the typical HC
copy fakes shows that the supervised classi cation of the HC fakes is quite accurate. Although,
it is di cult to predict in advance what kind of fakes will be used at the inference stage, the
properly chosen training data might be su cient to guarantee an accurate authentication of
the certain classes of fakes.

In the case of the one-class classi cation, the authentication accuracy depends to a large
extent on a selection of features, metrics and reference templates (physical or digital), which
might be a di cult task for the spatial domain. At the same time, the similar analysis in the
domain of DNN processing might be more intuitive, easily controllable and more accurate.
Despite the possible di culties, in general case, the one-class classi cation of the typical HC
copy fakes might be as accurate as the supervised authentication.

At the same time, the one-class classi cation as well as the supervised authentication of
the high quality ML copy fakes appears to be a more di cult problem, especially in the case
of an accurate printing leading to an accurate estimation of the original digital templates
from the printed counterparts by the attacker.

The investigation of in uence of the symbols' size of the copy detection patterns shows
that, de nitely, the symbols' size has an important impact on the accuracy of estimation
of digital templates from the corresponding printed counterparts. The smaller size of the
symbols results in the higher amount of errors in the estimations. However, when the
original digital templates are available for the ML training, the obtained fakes might turn
out to be accurate enough even despite the small size of symbols. In such a situation the
defender-veri er might not be capable to authenticate the ML fakes with a high con dence.
In the general case, there is no need for the attacker to have an access to the pairs of digital
templates and corresponding printed codes used by the defender. Theoretically, the attacker
can estimate the used printer from the printed counterparts and can produce the necessary
amount of corresponding pairs for the training of the ML model by himself.
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Finally, as a general conclusion, it should be pointed out that the clonability of PGC
are determined by many factors. The continuous improvement and development of the ML
technologies make the PGC quite "fragile” with respect to the potential appearances of high
guality ML fakes.

Therefore, the future work should target to investigate an impact of further reduction
of symbol size in the copy detection patterns. For the defender it is important to establish
a dependence between the potential deterioration of the authentication accuracy and the
decrease of symbols' size. From the attacker's side it is important to ensure an accurate ML
fakes' production by using potentially more complex DNN based models.

Another important direction for the future research is to study of authentication and copy
detection aspect of PGC based on the color copy detection patterns and their comparative
analysis with the studied black and white codes.

In view of constantly improving optical characteristics of cameras of modern mobile phones,
the investigation of the PGC authentication based on the unique ngerprint produced by the
printing process is(i) a promising direction for future improvement of PGC authentication

even with respect to the high quality fakes and(ii) an important research question for the
future work.






Chapter 5

Conclusions and Future work

In this work, we address a problem of reliable classi cation under adversarial examples
produced in digital and physical worlds. In both cases we target a "blind" classi cation, when
the adversarial examples and fakes are not available for classi er training and compare our
results with fully supervised counterparts whenever possible.

Considering the problem of reliable classi cation in the digital world representing a
considerable research interest for both theory and practice, we mainly focus on the DNN-
based models. Thesis aims at investigating the vulnerability of the DNN-based classi cation
systems to adversarial attacks that questions the usage of DNN models for many security- and
trust-sensitive domains. Based on the performed analysis of the state-of-the-art defense and
attacks approaches, Thesis proposes a new defense based on key-based diversi ed aggregation
(KDA) mechanism in a gray- and black-box scenarios. The white-box scenario attacks are
out of scope of the current Thesis due to the fact that such attacks are more suitable for
the synthetic laboratory conditions and rarely applicable to real world conditions. The KDA
based on a multi-channel architecture provides an information advantage for the defender
over the attacker due to the knowledge of the secret keys in the key-based diversi cation
and a limited access to the internal states of the system. At the same time, the attacker
knows the architecture of classi er and the used defense strategy. Moreover, he/she has
no limitation in the access to the used datasets. The robustness of the whole system is
achieved by a specially designed key-based randomization in a transform domain in several
channels. It prevents the gradients' back propagation and the aggregation of soft outputs
from each channel stabilizes the results and increases the reliability of the classi cation score.
The evaluation of the e ciency of the proposed defense and the performance of the whole
classi cation system is done on three standard well-known and widely used datasets against a
number of known state-of-the-art attacks. The numerical results demonstrate the robustness
of proposed defense mechanism against these state-of-the-art adversarial attacks and show
that using the multi-channel architecture with following aggregation stabilizes the results
and increases the classi cation accuracy.
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Based on these encouraging results, we can also suggest a number of possible future
extensions: (i) to investigate in more details the security aspects of proposed KDA algorithm,
(ii) to obtain the estimates and bounds on the attacker complexity attempting at learning the
introduced randomization or bypassing it by some dedicated structures(iii) to investigate
from the theoretical and practical sides the impact of number of the used training examples
jointly with the randomization in terms of comparison of entropy of training dataset versus
needed entropy of randomization.

The second important question addressed in Thesis and related to the reliable classi cation
in the digital world is an impact of the amount of labeled data available for the training
on the classi cation accuracy. Taking into account that usually we have an access to a
lot of unlabeled data in view of global digitalization of today's world, the semi-supervised
classi cation is proposed as a reliable alternative to the fully supervised classi cation models.
To ful Il a lack of training data, we propose to consider a role and impact of priors on the
latent space of classier. In Thesis, we performed the theoretical analysis of the several
families of priors on latent space representation in semi-supervised classi cation based on
the IB principle. We practically demonstrated an impact of di erent regularizers on the
classi cation accuracy. A new formulation of semi-supervised IB with the hand-crafted and
learnable priors is proposed. Additionally, we showed a link of the proposed framework to
the several state-of-the-art unsupervised and semi-supervised methods.

As a future work it would be interesting to investigate an "adversarial” regularization
by the adversarially generated examples to impose the constraints on the minimization of
mutual information between them and class labels or equivalently to maximize the entropy of
class label distribution for these adversarial examples according to the framework of entropy
minimization. The contrastive multi-view IB formulation would be an interesting candidate
for the regularization of latent space.

Along the direction of the reliable classi cation in the physical world, Thesis studies
the authentication and clonability aspects of modern PGC. Taking into account ethical and
non-competition aspects of this problem with respect to several competitive technologies on
the market, the investigation is performed on the copy detection patterns generated based
on an open international standard. The main goal is to demonstrate a general approach
applicable to the majority PGC designed with identical modulation principles rather than to
investigate the clonability and authentication aspects of some particular PGC.

The PGC are investigated from both the defender-veri er and attacker sides. From the
side of defender-veri er the aspects of the reliable classi cation of PGC are studied with
respect to the HC and ML fakes in di erent setups. The base-line supervised approach is
investigated with respect to the di erent training and test data. At the same time, taking
into account that in practice the supervised scenario is rare, an one-class classi cation is
investigated in the di erent domains, namely in the direct spatial domain and in the domain
of DNN-based processing. It should be pointed out that the one-class classi cation is closer
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to real life conditions, where the defender-veri er pair is not capable to predict in advance
what kind of fakes the system will face. We showed that both types of the classi cation work
well with respect to the di erent types of the HC fakes. At the same time, for the one-class
classi cation in the direct spatial domain the choice of the appropriate metrics for training is

a non-trivial task, while in the DNN-based processing domain, the choice is more intuitive
and justi ed by the used models.

Simultaneously, we considered mechanisms of production of high quality ML fakes based
on the achievements of modern DNN models. The di erent aspects impacting the fakes'
production process are investigated and namely, the impact of the used printing and scanning
equipment along with the impact of size of symbols used in the copy detection patterns.
It is shown that, although, the both factors have a great impact, the modern DNN based
approaches have a high potential for the generation of high quality fakes based on the
estimation of original digital templates from the corresponding printed counterparts. It is
shown that the produced ML fakes are more di cult for the authentication than the HC
fakes. Therefore, the ML fakes represent a great risks for the considered code designs. At the
same time, we envision several countermeasures against the ML-based fakes.

As a future work it is important to investigate the impact of further decreasing the size
of symbols used in the copy detection patterns of the size 2 2 and even 1 1. The main
technological challenge is a possibility of modern printing technologies to reliably reproduce
1 1 symbols at high printing resolution. Once printed, the dot gain e ect will lead to
considerable degradation of codes thus preventing the attacker from the reliable ML-based
estimation of digital templates. At the same time, an important and interesting direction is
an investigation of PGC based on the color copy detection patterns, their reliability for the
robust authentication and the analysis of their basic characteristics compared to the black
and white patterns. Moreover, an important question is to investigate the authentication of
the PGC based on the printing process randomness (printing ngerprint). From the side of
the attacker it is important to study the clonability aspects of color PGC and the abilities of
attacker to estimate not only the original symbolic template but also the corresponding used
color palette.

Finally, an important point is to continue the initiated work with respect to the creation
of the datasets of PGC publicly available for the academic usage to stimulate the cooperation
and reproducible research.
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Appendix B

Robust classi er based on the KDA

B.1 Technical details of training

To ensure a reproducible research the complete code is available at https://github.com/
taranO/multi-channel-KDA.

C&W attack

For the fair comparison, the gradient based C&W attack is tested on the classi ers with the
architecture identical to those tested in [97]. The implementation is done in TensorFlow. For
the training the SGD is used with a learning rate 1e-2 and weight decay 1e-6. The "attacked
vanilla" and "transferability vanilla" models are trained during 50 epochs (after 50th epoch
the saturation is observed) with a batch size equals to 128. In the multi-channel model,
each classi er is trained during 100 epochs using Adam optimiser with a learning rate le-3,
weight decay le-6 and batch size 64. For the, attack the learning rate is 1e-2, con dence O,
maximum number of iterations 1000 with early stopping if the gradient descent gets stuck,
the minimum and maximum pixel values equal to -0.5 and 0.5 correspondingly. For the
and "; attacks the constant factor is 2, the rest of the used parameters are the same as in
case of , attack.

OnePixel attack

The VGG16 [150 and ResNetl8 §0] vanilla models are trained during 100 epochs with
learning rate le-3, weight decay 5e-4 and batch size 128. For the VGG16 the SGD is used.
In case the ResNetl18 the Adam was used. In multi-channel system for each classi er the
same corresponding parameters are used and the implementation is done in Pytorch.
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PGD attack

The PGD attack is used to attack the VGG16 and ResNet1l8 models. The Pytorh implemen-
tation of PGD attack from the FoolBox library ! is used with the next parameters: equals
to 0.5, step size 0.01 and 100 iterations.

thttps://foolbox.readthedocs.io/en/stable/index.html



Appendix C

Semi-supervised training

To ensure a reproducible research the complete code is available at https://github.com/
taranO/IB-semi-supervised-classi cation.

C.1 Supervised training without latent space regularization

The baseline supervised model's architecture is based on the cross-entropy terbe (3.7)
introduced in Section 3.3 and shown in Fig. C.1:

LgcﬁoReg( ¢; a) = Dee: (C.1)

The parameters of encoder and decoder are shown in Table C.1. The performance
of baseline supervised classi er with and without batch normalization corresponds to the
parameter =0 in Table C.3 (deterministic scenario) and Table C.4 (stochastic scenario).

Table C.1 The network parameters of baseline classi er trained onDe. The encoder is
trained with and without batch normalization (BN) after Conv2D layers.

Encoder
Size Layer
Y Decoder
28 28 1 Input Size Layer
14 14 32 Conv2D, (BN) LeakyRelLU
1024 Input
7 7 64 Conv2D, (BN) LeakyRelLU
500 FC, ReLU
4 4 128 Conv2D, (BN) LeakyReLU
10 FC, Softmax
2048 Flatten

1024 FC, ReLU
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Fig. C.1 Baseline classi er based orD term. The blue shadowed regions are not used.
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C.2 Semi-supervised training without latent space regulariza-
tion and with class label regularizer

The semi-supervised model under investigation is based on termBs, and D¢ in (3.8)
introduced in Section 3.3 and schematically shown in Fig. C.2:

I-ggPNoReg( ¢; a)= Deet cDc (C.2)

The parameters of encoder, decoder and discriminator are shown in Table C.2. The
KL-divergence term D is implemented in a form of density ratio estimator (DRE) [132. In
the considered practical implementation, the parameter . controls the trade-o between the
cross-entropy and class discriminator terms. The discriminatorD. is trained in an adversarial
way based on samples generated by the decoder and from targeted distribution.

The performance of semi-supervised classi er with and without batch normalization is
shown in Table C.3 (deterministic scenario) and Table C.4 (stochastic scenario).

S L) RO (") SR " Yot

Fig. C.2 Semi-supervised classi er based on the cross-entropy terde and categorical class
discriminator D.. No latent space regularization is applied. The blue shadowed regions are
not used.
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Table C.2 The network parameters of semi-supervised classi er trained oD and D¢. The
encoder is trained with and without batch normalization (BN) after Conv2D layers.

Decoder
Size Layer
Encoder 1024 Input
Size Layer 500 FC, RelLU
28 28 1 Input 10 FC, Softmax
14 14 32 Conv2D, (BN), LeakyReLU
7 7 64 Conv2D, (BN), LeakyRelLU D¢
4 4 128 Conv2D, (BN), LeakyReLU Size Layer
2048 Flatten 10 Input
1024 FC, RelLU 500 FC, RelLU
500 FC, RelLU

1 FC, Sigmoid
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Table C.3 The performance (percentage error) ofleterministic  classi er based onDg+ (D¢
for the encoder with and without batch normalization as a function of Lagrangian multiplier
¢ and the number of labeled examples.

Runs

Encoder model c mean std
1 2 3
MNIST 100
0 26.56 26.24 28.04 26.95 0.96
) 0.005 20.44 21.93 18.98 20.45 1.48
without BN
0.0005 18.55 20.43 20.59 1986 1.14
1 19.23 22.42 20.57 20.74 1.60
0 29.37 29.27 30.62 29.75 0.75
) 0.005 27.97 28.02 26.27 27.42 1.00
with BN
0.0005 25.99 23.70 24.47 2472 1.17
1 27.78 31.98 35.88 31.88 4.05
MNIST 1000
0 774 699 6.97 7.23 0.44
. 0.005 5,62 6.06 5.60 576 0.26
without BN
0.0005 6.30 6.12 6.02 6.15 0.14
1 599 6.27 6.28 6.18 0.16
0 745 695 7.52 731 031
) 0.005 557 5.08 5.22 529 0.25
with BN
0.0005 560 6.05 6.22 596 0.32
1 6.05 6.41 5.82 6.09 0.30
MNIST all
0 0.83 083 0.74 0.80 0.05
. 0.005 0.83 0.82 0.88 0.84 0.03
without BN
0.0005 0.86 092 0.82 0.87 0.05
1 0.72 085 0.87 0.81 0.08
0 0.73 0.67 0.79 0.73 0.06
. 0.005 0.72 0.73 0.70 0.72 0.02
with BN
0.0005 0.75 077 0.72 0.75 0.03

1 0.67 0.68 0.73 0.69 0.03
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Table C.4 The performance (percentage error) ofstochastic classi er with supervised noisy
data (noise std = 0.1, # noise realization = 3) based on D + D¢ for the encoder with
and without batch normalization as a function of Lagrangian multiplier . and the number
of labeled examples.

Runs
Encoder model c u mean std
1 2 3
MNIST 100
0 25.75 26.61 26.59 26.32 0.49
. 0.005 23.34 21.38 24.37 23.03 1.52
without BN
0.0005 19.92 1583 16.03 17.26 2.31
1 2251 20.48 21.28 21.42 1.02
0 30.26 31.24 29.3 30.27 0.97
. 0.005 21.17 24.41 24.75 23.44 1.98
with BN
0.0005 2297 26.38 24.44 2460 1.71
1 26.62 30.43 28.44 28,50 1.91
MNIST 1000
0 768 7.30 7.23 7.4 0.24
. 0.005 559 5.16 5.80 5,52 0.33
without BN
0.0005 5.59 6 5.84 581 0.21
1 6.66 6.8 7.62 7.03 0.52
0 6.97 7.06 7.66 7.23 0.38
. 4.42 4.54 4. 4. 24
with BN 0.005 5 08 35 O
0.0005 528 556 5.14 533 0.21
1 577 5.88 572 5.79 0.08
MNIST all
0 0.8 0.91 0.87 0.86 0.06
. 0.005 0.77 082 0.88 0.82 0.06
without BN
0.0005 0.86 0.81 0.87 0.85 0.03
1 0.93 085 0.92 0.90 0.04
0 0.65 0.67 0.71 0.68 0.03
. 0.005 0.69 0.77 0.68 0.71 0.05
with BN
0.0005 0.78 0.71 0.74 0.74 0.04

1 0.71 0.64 0.62 0.66 0.05
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C.3 Supervised training with hand-crafted latent space regu-
larization

The supervised model under investigation is based on the cross-entropy teri. and either
term Dy or Dy or jointly Dy and D, as de ned by (3.9) in Section 3.3. In practical
implementation, the regularization based on the adversarial termD, is considered similar to
AAE due to the exibility of imposing di erent priors on the latent space distribution. The
implemented system shown in Fig. C.3 is based on:

Lgcgeg( ¢; a)= Deet aDa (C.3)

where , is a regularization parameter controlling a trade-o between the cross-entropy term

and latent space regularization term. The Lagrangians above are replaced with respect to

(3.9) in Section 3.3 and used it in front of D, in contrast to the original formulation (3.9). It

is done to keep the termDg without a multiplier as the reference to the baseline classi er.
The parameters of encoder, decoder and discriminator are summarized in Table C.5. The

performance of this classi er without and with batch normalization is shown in Table C.6

(deterministic scenario) and Table C.7 (stochastic scenario).
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Fig. C.3 Supervised classi er based on the cross-entropy ternb.s and hand-crafted latent
space regularizationD,. The blue shadowed parts are not used.
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Table C.5 The network parameters of supervised classi er trained onD, and Dy;. The
encoder is trained with and without batch normalization (BN) after Conv2D layers. D, is
trained in the adversarial way.

Decoder
Size Layer
Encoder 1024 Input
Size Layer 500 FC, ReLU
28 28 1 Input 10 FC, Softmax
14 14 32 Conv2D, (BN), LeakyRelLU b
7 7 64 Conv2D, (BN), LeakyRelLU : a
Size Layer
4 4 128 Conv2D, (BN), LeakyReLU
2048 Flatten 1024 Input
1024 FC 500 FC, ReLU
500 FC, ReLU

1 FC, Sigmoid
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Table C.6 . The performance (percentage error) ofdeterministic  classi er based on

D+ 4Dj for the encoder with and without batch normalization as a function of Lagrangian
multiplier.

R
Encoder model a uns mean std
1 2 3
MNIST 100
0 26.79 27.26 27.39 27.15 0.32
) 0.005 28.05 25.95 30.72 28.24 2.39
without BN
0.0005 26.67 27.69 2846 27.61 0.89
1 33.42 33.05 34.81 33.76 0.92
0 30.37 29.32 29.82 29.83 0.52
) 0.005 28.02 31.49 30.80 30.11 1.84
with BN
0.0005 3454 31.92 29.82 31.09 2.36
1 34.43 4435 44.25 41.01 5.70
MNIST 1000
0 7.16 8.12 7.55 7.61 0.48
. 0.005 7.02 6.34 6.59 6.65 0.34
without BN
0.0005 6.73 6.34 6.82 6.63 0.26
1 9.49 993 10.56 9.99 0.54
0 739 783 7.92 7.72 0.28
) 0.005 794 7.15 8.53 7.88 0.69
with BN
0.0005 8.00 962 951 9.05 0.91
1 15.79 14.88 13.71 14.79 1.04
MNIST all
0 0.76 0.70 0.81 0.76 0.06
. 0.005 1.07 1.03 1.13 1.08 0.05
without BN
0.0005 0.84 0.78 0.89 0.84 0.06
1 478 724 471 5,58 1.44
0 0.68 0.68 0.69 0.68 0.01
. 0.005 0.90 081 1.12 0.94 0.16
with BN
0.0005 0.87 0.80 0.89 0.85 0.05

1 237 361 435 3.44 1.00
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Table C.7 The performance (percentage error) ofstochastic classi er with supervised noisy
data (noise std = 0.1, # noise realization = 3) based onD + ;D4 for the encoder with
and without batch normalization as a function of Lagrangian multiplier.

Encoder model a Runs mean  std
1 2 3
MNIST 100
0.005 28.13 25.16 29.9 27.73 2.40
without BN 0.0005 28.05 30.03 28.11 28.73 1.13
1 32.33 34.09 33.73 33.38 0.93
0.005 32.25 33.47 26.01 30.58 4.00
with BN 0.0005 33.37 36.15 35.65 35.06 1.48
1 33.37 42.37 32.46 36.07 5.48
MNIST 1000
0.005 737 7.17 6.65 7.06 0.37
without BN 0.0005 748 6.68 6.67 6.94 0.46
1 9.48 9.94 11.61 10.34 1.12
0.005 782 797 781 7.87 0.09
with BN 0.0005 9.5 8.68 9.37 9.18 0.44
1 12,99 1052 9.98 11.16 1.60
MNIST all
0.005 1.19 1.09 1.06 1.11 0.07
without BN 0.0005 0.79 0.88 0.82 0.83 0.05
1 6.22 4.81 5 5.34 0.77
0.005 094 1.07 1.04 1.02 0.07
with BN 0.0005 0.78 081 0.78 0.79 0.02
1 449 335 2.18 3.34 1.16
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C.4 Semi-supervised training with hand-crafted latent space
and class label regularizations

The semi-supervised model under investigation is based on the cross-entropy terB.. and

either term Dy or D4 or jointly Dy, and D, and the label class regularizeD. as de ned by

(3.10) in Section 3.3. In current implementation, the regularization based on the adversarial
term D only is considered as shown in Fig. C.4. The training is based on:

Lgcgeg( ¢ a)= Deet cDc+ aDa (C.4)

The parameters of encoder, decoder and both discriminators are shown in Table C.8. The
performance of this classi er without and with batch normalization is shown in Table C.9
(deterministic scenario) and Table C.10 (stochastic scenario).

S L) Y8 () S ' H+" Yo

Fig. C.4 Semi-supervised classi er based on the cross-entropy ter@.. and hand-crafted
latent space regularizationD,. The blue shadowed parts are not used.
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Table C.8 The network parameters of semi-supervised classi er trained oD, D5 and Dg.
The encoder is trained with and without batch normalization (BN) after Conv2D layers. D,
and D¢ are trained in the adversarial way.

Encoder
. D¢
Size Layer -
Size Layer
28 28 1 Input
10 Input
14 14 32 Conv2D, (BN), LeakyReLU
500 FC, ReLU
7 7 64 Conv2D, (BN), LeakyRelLU
500 FC, ReLU
4 4 128 Conv2D, (BN), LeakyRelLU - -
1 FC, Sigmoid
2048 Flatten
1024 FC Dy
Size Layer
Decoder y
Size Layer 1024 Input
500 FC, ReLU
1024 Input
500 FC, ReLU
500 FC, ReLU , .
1 FC, Sigmoid

10 FC, Softmax
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Table C.9 The performance (percentage error) ofdeterministic  classi er based on
Do+ aDat+ D¢ for the encoder with and without batch normalization.
Runs
Encoder model a c mean std
1 2 3
MNIST 100
0.005 0.005 21.39 18.12 18.34 19.28 1.83
. 0.0005 0.0005 15.33 22.36 13.80 17.16 4.56
without BN
0.005 0.0005 25.66 26.25 28.81 26.91 1.67
0.0005 0.005 982 1344 13.06 12.11 1.99
0.005 0.005 23.45 21.19 28.87 2450 3.94
with BN 0.0005 0.0005 28.57 19.06 26.37 24.67 4.98
0.005 0.0005 26.18 26.18 25.49 25.95 0.40
0.0005 0.005 8.96 13.82 14.76 1252 3.11
MNIST 1000
0.005 0.005 391 421 3.70 3.94 0.26
. 0.0005 0.0005 354 372 354 3.60 0.10
without BN
0.005 0.0005 6.19 580 7.31 6.43 0.78
0.0005 0.005 280 2.82 283 282 0.02
0.005 0.005 330 294 293 3.06 0.21
. 0.0005 0.0005 280 253 250 261 0.17
with BN
0.005 0.0005 351 375 412 3.79 031
0.0005 0.005 258 227 224 237 0.19
MNIST all
0.005 0.005 1.04 1.07 1.07 1.06 0.02
. 0.0005 0.0005 0.86 0.90 0.88 0.88 0.02
without BN
0.005 0.0005 1.08 0.92 1.09 1.03 0.10
0.0005 0.005 0.85 0.93 0.93 0.90 0.05
0.005 0.005 1.10 1.01 0.93 1.01 0.09
. 0.0005 0.0005 0.84 0.88 0.83 0.85 0.03
with BN
0.005 0.0005 1.10 1.12 0.93 1.05 0.10
0.0005 0.005 0.76 082 079 0.79 0.03
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Table C.10 The performance (percentage error) oktochastic classi er with supervised noisy
data (noise std = 0.1, # noise realization = 3) based onD + ;D5+ D¢ for the encoder
with and without batch normalization.

Runs
Encoder model a c mean  std
1 2 3
MNIST 100
0.005 0.005 12.4 18.05 16.73 15.73 2.96

0.0005 0.0005 15.01 11.16 14.74 13.64 2.15

without BN
0.005 0.0005 23.31 26.61 25.41 25.11 1.67
0.0005 0.005 9.21 9.02 10.12 9.45 0.59
0.005 0.005 13.55 22.48 14.72 16.92 4.85
with BN 0.0005 0.0005 8.37 15.01 26.92 16.77 9.40
0.005 0.0005 32.12 30.27 31.44 31.28 0.94
0.0005 0.005 5.46 17 11.54 11.33 5.77
MNIST 1000
0.005 0.005 3.9 425 4.02 406 0.18
. 0.0005 0.0005 3.64 382 411 3.86 0.24
without BN
0.005 0.0005 6.68 5.34 6.36 6.13 0.70
0.0005 0.005 3.03 288 2.66 2.86 0.19
0.005 0.005 296 3.37 298 3.10 0.23
. 0.0005 0.0005 2.87 3.10 273 290 0.19
with BN
0.005 0.0005 3.72 3.8 414 3.89 0.22
0.0005 0.005 257 239 228 241 0.15
MNIST all
0.005 0.005 1.05 1.09 1.1 1.08 0.33
, 0.0005 0.0005 0.94 0.96 0.9 0.93 0.03
without BN
0.005 0.0005 1.16 1.14 1.13 1.14 0.02
0.0005 0.005 0.88 0.92 0.91 0.90 0.02
0.005 0.005 098 084 094 0.92 0.07
. 0.0005 0.0005 0.79 096 0.82 0.86 0.09
with BN

0.005 0.0005 1.04 105 1.03 1.04 0.01
0.0005 0.005 0.74 078 084 0.79 0.05
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C.5 Semi-supervised training with learnable latent space reg-
ularization

The semi-supervised model under investigation is based on the cross-entropy terMg, the
MSE term representing Dz, the label class regularizerD. and either term D, or D, or
jointly D, and D; as de ned by (3.16) in Section 3.4. In practical implementation, the
regularization of the latent space based on the adversarial ternD, only is considered to
compare it with the vanilla AAE as shown in Fig. C.5. The encoder is also not conditioned
on c as in the original semi-supervised AAE. Thus, the tested system is based on:

Lg; pe( ¢ xi ai 2= cDeet cDe+ Dz+ xDir: (C.5)

The parameters x and . are set to 1 to compare the investigated system with the vanilla
AAE. However, these parameters can be also optimized in practice.

The parameters of encoder and decoder are shown in Table C.11. The performance of
this classi er without and with batch normalization is shown in Table C.12 (deterministic
scenario) and Table C.13 (stochastic scenario).

L) 8 ("YU " Yol
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Fig. C.5 Semi-supervised classi er with learnable priors: the cross-entropDc¢e, MSE Dyy,
class labelD. and latent space regularizationD,. The blue shadowed parts are not used.
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Table C.11 The encoder and decoder of semi-supervised classi er trained based Brg, D¢
and D,. The encoder is trained with and without batch normalization (BN) after Conv2D
layers. D¢ and D, are trained in the adversarial way.

Encoder
Size Layer
28 28 1 Input
14 14 32 Conv2D, (BN), LeakyRelLU
7 7 64 Conv2D, (BN), LeakyRelLU
4 4 128 Conv2D, (BN), LeakyRelLU
2048 Flatten
1024 FC, ReLU
10 10 FC, Softmax FC
D,
Size Layer
10 Input
500 FC, ReLU
500 FC, ReLU
1 FC, Sigmoid

Table C.12 The performance (percentage error) ofleterministic

Decoder
Size Layer
10+ 10 Input
7 7 128 FC, Reshape, BN, RelLU
14 14 128 Conv2DTrans, BN, RelLU
28 28 128 Conv2DTrans, BN, RelLU
28 28 64 Conv2DTrans, BN, RelLU
28 28 1 Conv2DTrans, Sigmoid
D¢
Size Layer
10 Input
500 FC, ReLU
500 FC, ReLU
1 FC, Sigmoid

classi er based on

De + Do+ D, + Dy for the encoder with and without batch normalization.

Encoder model Runs mean std
1 2 3
MNIST 100
without BN 215 205 1.78 199 0.19
with BN 157 156 1.92 1.68 0.21
MNIST 1000
without BN 155 147 153 152 0.04
with BN 1.37 134 1.73 1.48 0.22
MNIST all
without BN 0.78 0.7 0.82 0.77 0.06
with BN 0.79 0.77 0.76 0.77 0.02
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Table C.13 The performance (percentage error) oktochastic classi er with supervised noisy
data (noise std = 0.1, # noise realization = 3) based onD + D+ D, + Dy for the encoder
with and without batch normalization.

Encoder model Runs mean std
1 2 3
MNIST 100
without BN 155 3.19 211 2.28 0.83
with BN 14 133 1.72 148 0.21
MNIST 1000
without BN 173 153 1.6 1.62 0.10
with BN 128 143 1.2 1.30 0.12
MNIST all
without BN 0.94 0.86 0.86 0.89 0.05

with BN 0.77 0.65 0.84 0.75 0.10
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C.6 Semi-supervised training with learnable latent space reg-
ularization and adversarial reconstruction

The semi-supervised model under investigation is similar to the previously considered model
but in addition to the MSE reconstruction term representing Dy it also contains the adver-
sarial reconstruction term Dy as de ned by (3.17) in Section 3.4. In practical implementation,
the regularization of the latent space based on the adversarial ternD; is considered as shown
in Fig. C.6. The training is based on:

Lg; AAE( C; X; a; Z) = DZ+ DX% + DCC+ DC+ xDx: (C6)

The parameters of encoder and decoder are shown in Table C.14. The performance of
this classi er without and with batch normalization is shown in Table C.15 (deterministic
scenario) and Table C.16 (stochastic scenario).
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Fig. C.6 Semi-supervised classi er with learnable priors: the cross-entropyD e, MSE Dyg,
adversarial reconstruction Dy, class labelD; and latent space regularizerD,. The blue
shadowed parts are not used.
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Table C.14 The network parameters of semi-supervised classi er trained based oD, D¢
and D,. The encoder is trained with and without batch normalization (BN) after Conv2D
layers. D and D, are trained in the adversarial way.

Encoder
Size Layer
28 28 1 Input
14 14 32 Conv2D, (BN), LeakyRelLU
7 7 64 Conv2D, (BN), LeakyRelLU
4 4 128 Conv2D, (BN), LeakyRelLU
2048 Flatten
1024 FC, ReLU
10 10 FC, Softmax FC
D; D¢
Size Layer Size Layer
10 Input 10 Input
500 FC, ReLU 500 FC, RelLU
500 FC, ReLU 500 FC, ReLU
1 FC, Sigmoid 1 FC, Sigmoid

Decoder
Size Layer
10+ 10 Input
7 7 128 FC, Reshape, BN, RelLU
14 14 128 Conv2DTrans, BN, RelLU
28 28 128 Conv2DTrans, BN, ReLU
28 28 64 Conv2DTrans, BN, RelLU
28 28 1 Conv2DTrans, Sigmoid
Dx
Size Layer
28 28 1 Input
14 14 64 Conv2D, LeakyRelLU
7 7 64 Conv2D, LeakyRelLU
4 4 128 Conv2D, LeakyRelLU
4 4 256 Conv2D, LeakyRelLU
4096 Flatten
1 FC, Sigmoid
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classi er based on
xDy for the encoder with and without batch normalization.

Table C.15 The performance (percentage error) ofleterministic
Dee + Dc+ Dz+ Dy +

Encoder model X Runs mean std
1 2 3
MNIST 100

0.005 285 336 2.77 299 0.32
without BN 0.0005 258 249 3.08 272 0.32
1 19.62 19.96 15.97 18.52 2.21

0.005 156 133 1.35 141 0.13
with BN 0.0005 168 166 2.02 1.79 0.20
1 20.85 13.6 21.67 18.71 4.44

MNIST 1000

0.005 229 235 211 225 0.12
without BN 0.0005 169 188 224 194 0.28
1 347 330 4.12 3.63 0.43

0.005 1.18 1.21 1.09 1.16 0.06
with BN 0.0005 1.44 128 1.29 1.34 0.09
1 414 294 2.48 3.19 0.86

MNIST all

0.005 097 101 1.04 1.01 0.04
without BN 0.0005 0.88 0.85 0.93 0.89 0.04
1 1.31 1.28 147 1.35 0.10
0.005 081 083 0.75 0.80 0.04

with BN 0.0005 0.73 0.78 0.75 0.75 0.03
1 0.88 0.86 1.27 1.00 0.23
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Table C.16 The performance (percentage error) oktochastic classi er with supervised noisy
data (noise std = 0.1, # noise realization = 3) based onD + Do+ D, + Dyx + Dy for the
encoder with and without batch normalization.

Runs

Encoder model X mean std
1 2 3
MNIST 100
) 0.005 245 3.04 2.67 2.72 0.30
without BN
0.0005 263 23 245 2.46 0.17
. 0.005 1.34 121 6.4 298 296
with BN
0.0005 1.35 151 193 160 0.30
MNIST 1000
. 0.005 231 226 22 2.26 0.06
without BN
0.0005 1.71 2.16 1.86 1.91 0.23
. 0.005 1.23 131 1.10 1.21 0.11
with BN
0.0005 1.42 1.62 1.37 1.47 0.13
MNIST all
. 0.005 093 101 1.05 1.00 0.06
without BN
0.0005 0.92 0.83 0.88 0.88 0.05
. 0.005 0.88 0.86 0.91 0.88 0.03
with BN

0.0005 0.77 0.80 0.80 0.79 0.02
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D.1 Supervised classi cation with respect to the HC fakes

D.1.1 Technical details of training

The base line model for the supervised classi cation is based on the cross-entropy teridga
(3.7) introduced in Section 3.3. The used model's architecture is given in Table D.1. The
experiments are performed on thelndigo mobile dataset that is split into three sub-sets:
training with 40% of data, validation with 10% of data and 50% of data is used for the
test. To avoid the bias in the choice of training and test data, the classi cation model is
trained ve times on the randomly shifted data. Each time the model is trained with the
learning rate equals to 1le-4, the batch of size 21 and the cross-entropy loss. The Adam is
used as an optimizer. The supervised classi cation is performed in two scenariogi) ve
class classi cation and(ii) two class classi cation that are discussed in Section 4.4. Taking
into account the su ciently small amount of data available for the training, in case of two
class classi cation the next data augmentations are used:

~ the rotation on 90°, 180° and 270°;

~ the gamma correction with 2 [0:4; 1:3] with step 0.2.
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Table D.1 The architecture of the model used for the supervised classi cation and trained
with respect to the cross-entropy term D¢, Where ¢ equals to 5 for the ve class classi cation
scenario and to 2 for the two class classi cation case.

Supervised classi er

Size Layer

330 330 3 Input
326 326 32 Conv2d, RelLU
108 108 32 MaxPooling2D
104 104 16 Conv2d, RelLU
34 34 16 MaxPooling2D
30 30 8 Conv2d, ReLU

10 10 8 MaxPooling2D
800 Flatten
512 Dense, ReLU
128 Dense, RelLU
64 Dense, RelLU
16 Dense, RelLU

c Dense, Softmax
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D.1.2 Five class supervised classi cation

Table D.2 Two classes (original, fake) classi cation error in % on the test sub-set for a model
trained in a supervised way on the printed original codes and four types of fakes.

Original Fake #1 (white, gray) & Fake #2 (white, gray)

Run
Pmiss Pfa
1 0.00 0.00
2 0.00 0.35
3 0.00 0.00
4 0.00 0.35
5 0.00 0.71
mean 0.00 0.28
std 0.00 0.30

Table D.3 Three classes (original, fake #1, fake #2) classi cation error in % on the test
sub-set for a model trained in a supervised way on the printed original codes and four types
of fake.

Original Fake #1 (white, gray) Fake #2 (white, gray)

Run
Pmiss Pfa Pfa
1 0.00 0.00 0.00
2 0.00 1.06 0.00
3 0.00 0.35 0.71
4 0.00 0.71 0.00
5 0.00 1.77 1.06
mean 0.00 0.78 0.35

std 0.00 0.68 0.50
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Table D.4 Five classes (original, fake # 1 white, fake # 1 gray, fake #2 white and fake # 2
gray) classi cation error in % on the test sub-set for a model trained in a supervised way on
the printed original codes and four types of fakes.

RUN Original Fake #1 white Fake #1 gray Fake #2 white Fake #2 gray
Pmiss Pfa Pfa I:>fa Pfa

1 0.00 20.57 21.28 22.70 7.09
2 0.00 18.44 20.57 7.09 19.15
3 0.00 17.73 22.70 15.60 9.93
4 0.00 23.40 21.28 15.60 7.80
5 0.00 36.17 21.99 23.40 12.77

mean 0.00 23.26 21.56 16.88 11.35
std 0.00 7.55 0.81 6.62 4.89
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D.1.3 Two class supervised classi cation

Table D.5 Two classes (original, fake) classi cation error in % on the test sub-set for a model
trained in a supervised way on the printed originals and fakes #1 white. The test is performed
for all type of fakes.

Original Fake #1 white Fake #1 gray Fake #2 white Fake # 2 gray

Run
Pmiss Pta Pta Pta Pta
1 0.00 0.00 0.00 0.00 0.00
2 0.00 0.00 0.00 0.00 0.00
3 0.00 0.00 0.00 0.00 0.00
4 0.00 0.00 0.71 0.00 0.00
5 0.00 0.00 0.00 0.00 0.00
mean 0.00 0.00 0.14 0.00 0.00
std 0.00 0.00 0.32 0.00 0.00

Table D.6 Two classes (original, fake) classi cation error in % on the test sub-set for a model
trained in a supervised way on the printed originals and fakes #1 gray. The test is performed
for all type of fakes.

Original Fake #1 white Fake #1 gray Fake #2 white Fake # 2 gray

Run
Pmiss Pta Pra Pta Pta
1 0.00 0.00 0.00 0.00 0.00
2 0.00 0.00 0.00 0.00 0.00
3 0.00 0.00 0.00 0.00 0.00
4 0.00 0.00 0.00 0.00 0.00
5 0.00 0.00 0.00 0.00 0.00
mean 0.00 0.00 0.00 0.00 0.00

std 0.00 0.00 0.00 0.00 0.00
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Table D.7 Two classes (original, fake) classi cation error in % on the test sub-set for a model
trained in a supervised way on the printed originals and fakes #2 white. The test is performed
for all type of fakes.

Original Fake #1 white Fake #1 gray Fake #2 white Fakes # 2 gray

Run
Pmiss Pta Pta Pta Pta
1 0.00 99.29 100 0.00 0.00
2 0.00 99.29 100 0.00 0.00
3 0.00 99.29 100 0.00 0.00
4 0.00 100.00 100 0.00 0.00
5 0.00 99.29 100 0.00 0.00
mean 0.00 99.43 100 0.00 0.00
std 0.00 0.32 0.00 0.00 0.00

Table D.8 Two classes (original, fake) classi cation error in % on the test sub-set for a model
trained in a supervised way on the printed originals and fakes #1 white. The test is performed
for all type of fakes.

RUN Original Fake #1 white Fake #1 gray Fake #2 white Fake # 2 gray

Prmiss Pra Pta Pta Pta
1 0.00 99.29 100 0.00 0.00
2 0.00 98.58 99.29 0.00 0.00
3 0.00 99.29 100 0.00 0.00
4 0.00 100 100 0.00 0.00
5 0.00 99.29 100 0.00 0.00
mean 0.00 99.29 99.86 0.00 0.00

std 0.00 0.50 0.32 0.00 0.00
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D.2 One class classi cation with respect to the HC fakes

D.2.1 OC-SVM in the spatial domain

The one class classi cation of the PGC in the spatial domain is based on the OC-SVM trained
with respect to the Pearson correlation and Hamming distance between the original printed
codes and the corresponding references (digital or physical). If needed the binarization of
the real valued printed codes and physical references is performed via simple thresholding
with respect to an optimal threshold determined via Otsu method [2] individually for each
code. The experiments are performed on théndigo mobile dataset that is split into (i) the
training sub-set with 40% of the data, (ii) validation sub-set with 10% of the data and (iii)
the test sub-set with 50% of the data. To avoid the bias in the training data selection, the
OC-SVM s trained ve times on the randomly shifted data. The python OneClassSVM
method from the sklearn package is used with the next training parameters:

~ kernel="rbf";

~ gamma=0.1;

" nu=0.03 for the digital templates and nu=0.1 for the physical references.
The detailed information about each run classi cation error is given in Table D.1.
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Fig. D.1 The OC-SVM classi cation error in % on the test sub-set in the spatial domain with
respect to the Pearson correlation and Hamming distance between the printed codes and the
corresponding references (digital or physical).

Original Fake #1 white Fake #1 gray Fake #2 white Fake #2 gray

Run
Pmiss Pta Pta Pta Pta
Train on the grayscale data with respect to the digital templates
1 2.8 14 2.8 0 0
2 4.3 2.8 4.3 0 0
3 2.8 5.7 5.7 0 0
4 3.5 0.7 2.8 0 0
5 2.1 2.1 3.5 0 0
mean 3.1 2.54 3.82 0 0
std 0.83 1.93 1.22 0 0
Train on the rgb data with respect to the digital templates
1 2.8 2.1 0.7 0 0
2 4.3 3.5 3.5 0 0
3 2.1 2.1 2.1 0 0
4 35 14 0 0 0
5 14 14 0.7 0 0
mean 2.82 2.1 1.4 0 0
std 1.14 0.86 14 0 0
Train on the grayscale data with respect to the physical references
1 9.3 33.6 40 4.3 1.4
2 11.4 37.1 42.1 0 0.7
3 18.6 38.6 35 0 0
4 9.3 25 37.9 3.6 2.1
5 8.6 45 47.9 0.7 14
mean 11.44 35.86 40.58 1.72 1.12
std 4.14 7.34 4.86 2.07 0.8
Train on the rgb data with respect to the physical references
1 8.6 30 40.7 3.6 1.4
2 13.6 32.1 42.1 0 0.7
3 16.4 30 30.7 0 0
4 8.6 25 37.1 2.9 14
5 8.6 42.1 47.1 0.7 14
mean 11.16 31.84 39.54 1.44 0.98

std 3.64 6.30 6.11 1.69 0.63
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D.2.2 One class classi cation from the IB point of view
D.2.2.1 Mutual information decomposition tricks

According to the de nition (4.5) in Section 4.5.2, the mutual information | (A;T) can be
decomposed as:

p(tja)
Po (t)

The rst term of this decompaosition corresponds to the entropy of referencesHp(T) =
Epo (1) [logpo (1)]. In the second term the transition probability p(tja) is unknown. At the
same time, it can be written as:

|(A,T) = Ep(a;t) |Og

Eps (1) [l0gPo (1)] + Epayr) [logp(tja)] : (D.1)

ZZ
Epan llogptja)l = p(a;t)logp(tja) dt da: (D.2)

The expectation with resgect to the jointhIistribution p(a;t) can also be de ned via the
marginalization p(a;t) = , p(x;a;t)dx = , p(t;x)q _(ajx)dx. Combing these results, one

can obtain:
Z7Z Z

Epat) [logp(tja)] p(t;x)a ,(ajx)log p(tja) dt da dx

ta g i (D.3)

Ep(t iX) Eq 2(ajx) [IOg p(tja)]

To overcome the problem of unknownp(tja), a variational distribution p ,(tja) parametrized
via a set of parameters ; is applied to approximate p(tja):

E ogp ia)l = E . P tja
E E (0] it p(tja) ( ' )
; i | P tja + E . lo _ :
p(t;x) q a(ajx)[ g t( J )] p(a;t) g t(tj )

where in the second term the expectation de ned in (D.3) is used.

p(tja) _ , p(tja)

p () @ Feia) 1095 ey

Epa) [DkL (P(tJA = a)kp (tjA = a))]
Dke (p(tja)kp ((tja)) :

Since the KL-divergenceDg, (p(tja)kp ,(tja)) O, the (D.4) can be lower bounded as:

h i
Ep(a;t) [IOg p(tja)] Ep(t X) Eq 2(ajx) [Ing t(tja')] : (D-6)

Epait) 109
(D.5)
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Therefore, the mutual information (D.1) can be lower bounded asl (A;T) |, (A;T),
where the lower bound is de ned as:
h i
I t; a(A;T) ) HD(T)"' Ep(t;x) Eq 2(ajx) [Ing t(tja)]
= Ho(T) H; (TjA);

h i
whereH . (TjA) = Eptx) Eq (ajx) [logp ((tja)] .

(D.7)

D.2.2.2 Technical details of training

The one class classi cation based IB principle discussed in Section 4.5.2 includes four terms:
D¢, Dt, Dy and Dy. The estimation and reconstruction models are trained with respect
to the D,y and Dyz term correspondingly and are based on the UNet architecture given in
Table D.9. The KL-divergence termsD; and Dy are implemented in a form of density ration
estimator. The architecture of the corresponding models is given in TableD.10.

The investigation of the one class classi cation of the PGC in the DNN processing domain
is performed on the Indigo mobile dataset that is split into three subsets: training with 40%
of data, validation with 10% of data and 50% of data is used for the test. To avoid the
bias in the choice of training and test data, the classi cation model is trained ve times on
the randomly shifted data. Each time the model is trained with the learning rate equals
to 1le-4, the batch of size 18 and the MSE loss. The Adam is used as an optimizer. Taking
into account the su ciently small amount of data available for the training the next data
augmentations are used:

" the rotation on 90°, 180° and 270°;

" the gamma correction with 2 [0:5; 1:2] with step 0.1.

The one class classi cation of the PGC in the DNN processing domain is based on:

A~

the equation (4.18) introduced in Section 4.5.2.1;
the equation (4.19) introduced in Section 4.5.2.3;

the OC-SVM trained with respect to the Hamming distance between the original digital
templates and corresponding DNN estimations, and the , distance between the printed
guery codes and the corresponding DNN reconstructions. The pythorOneClassSVM
method from the sklearn package is used with the next training parameters:

kernel="rbf";
gamma=0.1,
nu=0.0005.
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Table D.9 The architecture of the estimation and reconstruction models, where the number
of input and output channels ¢ equals to 1 in the case of theD,; and to 3 in the case of the
Dyg.

UNet model
Size Layer
256 256 c Input
256 256 64 Conv2d, RelLU
256 256 64 Conv2d, RelLU
128 128 64 MaxPooling2D
128 128 128 Conv2d, RelLU
128 128 128 Conv2d, RelLU
64 64 64 MaxPooling2D
64 64 128 Convad, RelLU
64 64 128 Conv2d, RelLU
32 32 128 MaxPooling2D
32 32 256 Conv2d, RelLU
32 32 256 Conv2d, RelLU
32 32 256 Dropout
16 16 256 MaxPooling2D
16 16 256 Convad, RelLU
16 16 256 Conv2d, ReLU
16 16 256 Dropout
32 32 256 Conv2DTranspose, RelLU
32 32 512 Concatenate
32 32 256 Convad, RelLU
32 32 256 Conv2d, RelLU
64 64 128 Conv2DTranspose, RelLU
64 64 256 Concatenate
64 64 128 Conv2d, RelLU
64 64 128 Conv2d, RelLU
128 128 128 Conv2DTranspose, RelLU
128 128 256 Concatenate
128 128 128 Conv2d, RelLU
128 128 128 Conv2d, RelLU
256 256 64 Conv2DTranspose, RelLU
256 256 128 Concatenate
256 256 64 Conv2d, RelLU
256 256 64 Conv2d, RelLU
256 256 16 Conv2d, RelLU
256 256 ¢ Conv2d, Sigmoid




180 Copy detection patterns

Table D.10 The architecture of the discriminator based on theD; and Dy terms, where the
number of the input channelsc equals to 1 in case oD; and to 3 in case ofDy.

Discriminator model

Size Layer
256 256 c Input
128 128 128 Conv2d, LeakyRelLU
64 64 64 Conv2d, BatchNormalization, LeakyRelLU
32 32 32 Conv2d, BatchNormalization, LeakyReLU
16 16 16 Conv2d, BatchNormalization, LeakyRelLU
16 16 8 Conv2d, BatchNormalization, LeakyRelLU
14 14 1 Conv2d, LeakyRelLU
196 Flatten

1 Dense, Sigmoid
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Fig. D.2 The general scheme of the system used in the rst scenario and trained with respect
the D term. The gray shadowed regions are not used.
D.2.2.3 The PGC authentication in the rst scenario

The optimization problem (4.14) introduced in Section 4.5.2 and schematically shown in Fig.
D.2is:

Ll( ar t) = tDt"t‘ (D-8)
Taking into account the remark (4.9) in Section 4.5.2:
h i
Li( a0 )= ¢ Eptx) Eq (aix) [kt g (a)ke]
a ah p(t;x) =g ,(ajx) 5 (D.9)

= aBpix) Eq @ Kt g (@)ke] ;

where g , (a) denotes the decoder.

In practical implementation the parameter  is setto 1. The architecture of the estimator
model is given in Table D.9. The performance of the one class classi cation based on the (4.18)
introduced in Section 4.5.2.1 is given in Table D.11. The decision constant; determined
on the validation sub-set to be equal to 2 symbols. Taking into account that, due to the
nature of the used trained model, the output estimation is real valued but not binary, at the
inference stage to measure the Hamming distance the nal estimatiorf is obtained after the
additional thresholding with a threshold 0.5.
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Table D.11 The one class classi cation error in % on the test sub-set with respect to the rst
scenario optimization problem.

Run Original Fake #1 white Fake #1 gray Fake #2 white Fake #2 gray

Pmiss Pta Pta Pta Pta
Based on the equation (4.18)
1 0.00 7.80 9.93 0.00 0.00
2 0.00 5.67 7.80 0.00 0.00
3 0.00 2.84 8.51 0.00 0.00
4 0.00 9.22 11.35 0.00 0.00
5 0.00 6.38 3.55 0.00 0.00
mean 0.00 6.38 8.23 0.00 0.00

std 0.00 2.40 2.95 0.00 0.00
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Fig. D.3 The general scheme of the system used in the second scenario and trained with
respect to the D, and Dy terms. The gray shadowed regions are not used.

D.2.2.4 The PGC authentication in the second scenario

The optimization problem (4.15) introduced in Section 4.5.2 and schematically shown in Fig.
D.3is:
L2( a5 )= tDyg+ Dt (D.10)

Taking into account the remark (4.9) in Section 4.5.2:

h i
Lo( a0 )= ¢ ahEp(t;x) Eq @x [kt g (@kz] + Dk (Po(t)kp (1))
|

= aEpux) Eq A (ajx) [kt g .(a)kz] + Dk (Po(t)kp (1)) ;

11)

where g , (a) denotes the decoder.

In practical implementation the parameter , is setto 1, ; equals to 0.01. The KL-
divergence term is implemented in a form of density ratio estimator L32. The architecture
of the estimator model trained with respect to the D4 term is given in Table D.9. The
architecture of the discriminator model trained with respect to the D; term is given in Table
D.10. At the inference stage to measure the Hamming distance the nal estimatiorf is
obtained after the additional thresholding with a threshold 0.5. The performance of the one
class classi cation based on the (4.18) introduced in Section 4.5.2.1 is given in Table D.12.
The decision constant ; determined on the validation sub-set to be equal to 2 symbols.
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Table D.12 The one class classi cation error in % on the test sub-set with respect to the
second scenario optimization problem.

Run Original Fake #1 white Fake #1 gray Fake #2 white Fake #2 gray

Pmiss Pta Pta Pta Pta
Based on the equation (4.18)
1 0.00 5.67 7.80 0.00 0.00
2 0.00 7.80 7.80 0.00 0.00
3 0.00 9.22 8.51 0.00 0.00
4 0.00 5.67 8.51 0.00 0.00
5 0.00 5.67 2.84 0.00 0.00
mean 0.00 6.81 7.09 0.00 0.00

std 0.00 1.63 2.40 0.00 0.00
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Fig. D.4 The general scheme of the system used in the third scenario and trained with respect
to the D,y and Dyz terms. The gray shadowed regions are not used.

D.2.2.5 The PGC authentication in the third scenario

The optimization problem (4.16) introduced in Section 4.5.2 and schematically shown in Fig.
D.3is:
La( & t x)= tDyp x Dxz (D.12)

Taking into account the remark (4.9) and the equation (4.11) in Section 4.5.2:

h i
La( a0 66 x)= ¢t aBpu) rllfq Laix) [kt g (a)ka]

|
x ;]Ep(t;x) Ep i [kx g, (Dka]
|
= aEp(t;X) Er? A (@ix) [kt gt(a)kz]
|
+ tEpix) Ep tix) [kx g, (Dke] ;

(D.13)

where g , (a) denotes the decoder with respect to the latent space& and g , (t) denotes the
reconstruction model from thet to x.

In practical implementation the parameter , is setto 1. To ensure the proper recon-
struction quality the parameter  is set to 25. The architecture of the estimation and
reconstruction models trained with respect to theD s and Dy terms correspondingly is given
in Table D.9. At the inference stage to measure the Hamming distance the nal estimationf
is obtained after the additional thresholding with a threshold 0.5. The performance of the
one class classi cation is given in Table D.12. The decision constant; in (4.18) and (4.19)
determined on the validation sub-set to be equal to 2 symbols. The , in (4.19) determined
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Table D.13 The one class classi cation error in % on the test sub-set with respect to the
third scenario optimization problem.

Original Fake #1 white Fake #1 gray Fake #2 white Fake #2 gray

Run
Pmiss Pfa IDl‘a Pfa Pfa
Based on the equation (4.18)
1 0.00 1.42 0.71 0.00 0.00
2 0.00 2.13 1.42 0.00 0.00
3 0.00 1.42 0.71 0.00 0.00
4 0.00 1.42 2.13 0.00 0.00
5 0.00 1.42 0.00 0.00 0.00
mean 0.00 1.56 0.99 0.00 0.00
std 0.00 0.32 0.81 0.00 0.00
Based on the equation (4.19)
1 0.00 0.00 0.00 0.00 0.00
2 0.00 0.00 0.00 0.00 0.00
3 0.00 1.42 0.00 0.00 0.00
4 0.00 0.00 0.00 0.00 0.00
5 0.00 0.00 0.00 0.00 0.00
average  0.00 0.28 0.00 0.00 0.00
std 0.00 0.64 0.00 0.00 0.00
Based on the OC-SVM

1 0.00 0.00 0.00 0.00 0.00
2 0.00 0.00 0.00 0.00 0.00
3 0.71 0.00 0.00 0.00 0.00
4 0.71 0.00 0.00 0.00 0.00
5 0.00 0.00 0.00 0.00 0.00
mean 0.28 0.00 0.00 0.00 0.00
std 0.39 0.00 0.00 0.00 0.00

to be equal to 0.0017. The detailed information about the OC-SVM training is given in
Appendix D.2.2.2.
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Fig. D.5 The general scheme of the system used in the fourth scenario and trained with
respect to the D¢, D¢, Dyx and Dy terms. The gray shadowed regions are not used.

D.2.2.6 The PGC authentication in the fourth scenario

The optimization problem (4.17) introduced in Section 4.5.2 and schematically shown in Fig.
D.5is:
La( o 63 x)= tDyp + D¢ xDxg + xDx (D.14)

Taking into account the remark (4.9) and the equation (4.11) in Section 4.5.2:

h [
La( & 66 x)= ¢ aBpe th Jax) [kt g (@)ka] + Dk (Po(t)kp (1))

|
X ;]Ep(t;x) Ep i) [kx g, (ko] + xDkr (Po(X)kp , (X))
|
aEp(t;x)th Laix) [kt g (@)ka] + Dy (Po(t)kp (1))
|
tEptx) Ep i) [kx g, (t)ka] + xDke (Po(X)kp (X)) ;

+

(D.15)
where g , (a) denotes the decoder with respect to the latent spaca& and g , (t) denotes the
reconstruction model from thet to x.

In practical implementation the parameter , is setto 1. To ensure the proper recon-
struction quality the parameter . is set to 25. The parameters ; and  equal to 0.01
The architecture of the estimation and reconstruction models trained with respect theD;
and D,z terms is given in Table D.9. The KL-divergence terms are implemented in a form
of density ratio estimator [132. The architecture of the discriminator models trained with
respect to the Dy and Dy terms is given in Table D.10.
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Table D.14 The one class classi cation error in % on the test sub-set with respect to the
fourth scenario optimization problem.

Original Fake #1 white Fake #1 gray Fake #2 white Fake #2 gray

Run
Pmiss Pfa Pfa Pfa Pfa
Based on the equation (4.18)
1 0.00 1.42 1.42 0.00 0.00
2 0.00 4.26 2.84 0.00 0.00
3 0.00 1.42 4.26 0.00 0.00
4 0.00 3.55 2.13 0.00 0.00
5 0.00 1.42 0.00 0.00 0.00
mean 0.00 2.41 2.13 0.00 0.00
std 0.00 1.38 1.59 0.00 0.00
Based on the equation (4.19)
1 0.00 0.00 0.00 0.00 0.00
2 0.00 0.00 0.00 0.00 0.00
3 0.00 0.00 0.71 0.00 0.00
4 2.84 0.00 0.00 0.00 0.00
5 0.00 0.00 0.00 0.00 0.00
mean 0.57 0.00 0.14 0.00 0.00
std 1.27 0.00 0.32 0.00 0.00
Based on the OC-SVM

1 0.00 0.00 0.00 0.00 0.00
2 0.00 0.00 0.00 0.00 0.00
3 0.00 0.00 0.00 0.00 0.00
4 0.71 0.00 0.00 0.00 0.00
5 0.00 0.00 0.00 0.00 0.00
mean 0.14 0.00 0.00 0.00 0.00
std 0.32 0.00 0.00 0.00 0.00

Similarly to the previous scenarios, at the inference stage to measure the Hamming
distance the nal estimation f is obtained after the additional thresholding with a threshold
0.5. The performance of the one class classi cation is given in Table D.12. The decision
constant ; in (4.18) and (4.19) determined on the validation sub-set to be equal to 2 symbols.
The 3 in (4.19) determined to be equal to 0.008. The detailed information about the
OC-SVM training is given in Appendix D.2.2.2.
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D.3 ML fakes authentication

D.3.1 ML fakes production: technical details of training

The ML fake production is performed with respect to the (4.25) introduced in Section 4.6.1
as:
L( ; )=argmin Dy¢: (D.16)

Taking into account the remark (4.9) in Section 4.5.2 and (4.23) in Section 4.6.1

h i
L( ;)= Ep(t;x) Eq (ajx) [kt gi(a)kz]

= Epux) Eq (ajx) [kt g (a)kz]

(D.17)

where g (a) denotes the decoder.

In practical implementation the parameter is setto 1. The performance of the estimator
model is investigated under two architectures: (i) LinearBN introduced in Table D.15 and
(i) ConvBN given in Table D.16. The practical validation is performed on the DP1C and
DP1E datasets that are split into three sub-sets: (i) training with 100 codes, (ii) validation
with 50 codes and(iii) test sub-set with 234 codes. Taking into account the su ciently small
amount of data available for the training, the codes in the training sub-sets are split into
non-overlapping blocks of size 24 24. To avoid the bias in the choice of training and test
data, the estimation models are trained three times on the randomly shifted data. Each
time the models are trained with the learning rate equal to 1le-3, the batch of size 64 and
the MSE loss. The Adam is used as an optimizer. At the inference stage, to guarantee the
binarity of the estimated codes, the outputs of the estimation models are binarized via simple
thresholding method with an optimal threshold estimated on the validation sub-sets.

The estimation error in % on the test sub-sets with respect to the symbol wise Hamming
distance between the original digital templates and the corresponding estimations for both
datasets is given in Table D.17.



190

Copy detection patterns

Table D.15 The architecture of the LinearBN estimation model.

LinearBN
Size Layer
576 (24 24 1) Input
256 Linear, BatchNorm1d, Tanh
128 Linear, BatchNorm1d, ReLU
36 Linear
128 Linear, BatchNorm1d, Tanh
256 Linear, ReLU
576 Linear, ReLU

Table D.16 The architecture of the ConvBN estimation model.

ConvBN
Size Layer
24 24 1 Input
22 22 64 Conv2d, BatchNorm2d, Tanh
10 10 32 Conv2d, BatchNorm2d, Tanh
8 8 16 Conv2d, BatchNorm2d, RelLU
4 4 8 Conv2d, BatchNorm2d, Tanh
6 6 16 ConvTranspose2d, BatchNorm2d, RelLU
12 12 32 ConvTranspose2d, BatchNorm2d, Tanh
24 24 1 ConvTranspose2d, BatchNorm2d, RelLU
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Table D.17 The estimation error in % on the test sub-sets with respect to the symbol wise
Hamming distance between the original digital templates and the corresponding estimations.

DP1E DP1E
Trainon  Run SA LX CA HP SA LX CA HP
Hand-crafted
Full area 288 521 148 1.93 288 521 148 1.93
Half area 085 1.76 0.66 0.88 085 1.76 0.66 0.88
LinearBN
1 0.14 097 0.12 0.32 0.14 1.47 0.20 0.56
2 0.14 1.15 0.13 043 0.16 1.45 0.20 0.67
SA 3 0.16 1.26 0.14 0.39 0.18 153 0.22 0.59
mean 0.15 1.13 0.13 0.38 0.16 1.48 0.21 0.61
std 0.01 0.15 0.01 0.06 0.02 0.04 0.01 0.06
1 0.30 0.36 0.19 0.37 0.35 0.74 0.33 0.70
2 0.30 0.34 0.21 0.37 041 0.65 0.41 0.73
LX 3 0.24 031 0.21 0.39 045 0.74 0.36 0.70
mean 0.28 0.34 0.20 0.38 040 0.71 0.36 0.71
std 0.03 0.03 0.01 o0.01 0.05 0.05 0.04 0.02
1 0.25 1.09 0.12 0.34 0.17 1.21 0.13 0.50
2 0.22 096 0.13 0.35 0.17 142 0.13 0.44
CA 3 0.20 149 0.13 0.39 0.16 1.32 0.13 0.48
mean 0.22 1.18 0.13 0.36 0.16 1.32 0.13 0.47
std 0.03 0.27 0.01 0.03 0.01 0.10 0.00 0.03
1 0.35 1.67 0.17 0.40 0.16 1.19 0.15 042
2 0.30 1.23 0.12 0.27 0.27 1.27 0.15 0.64
HP 3 0.25 1.04 0.13 0.27 0.24 121 0.15 o0.61
mean 0.30 1.31 0.14 031 0.22 1.23 0.15 0.56
std 0.05 0.32 0.03 0.08 0.06 0.04 0.00 0.12
ConvBN

1 0.10 0.60 0.17 0.34 0.12 1.16 0.24 0.62
2 0.11 1.02 0.26 0.54 0.10 1.67 0.40 1.02
SA 3 0.14 0.70 0.22 0.40 0.24 123 0.25 0.73
mean 0.12 0.77 0.21 0.43 0.15 1.35 0.30 0.79
std 0.02 0.22 0.04 0.10 0.08 0.28 0.09 0.21
1 0.52 0.13 0.44 0.84 0.53 0.23 0.78 1.25
2 0.85 0.27 0.83 1.27 046 046 0.65 1.35
LX 3 0.54 0.28 0.53 0.81 0.30 057 0.29 0.87
mean 0.64 0.23 0.60 0.97 043 042 058 1.16
std 0.18 0.08 0.20 0.26 0.12 0.17 0.25 0.25
1 0.24 1.06 0.09 0.31 0.15 0.79 0.09 041
2 032 152 0.13 0.35 0.25 1.02 0.17 0.49
CA 3 0.30 0.85 0.14 0.43 0.23 0.99 0.14 0.59
mean 0.29 1.14 0.12 0.36 0.21 0.93 0.13 0.50
std 0.04 0.34 0.02 0.06 0.05 0.12 0.04 0.09
1 0.19 164 0.10 0.18 0.11 0.81 0.09 0.17
2 0.27 0.61 0.17 0.20 0.10 0.73 0.07 0.17
HP 3 0.25 1.07 0.23 0.26 0.12 0.71 0.07 0.20
mean 0.23 1.11 0.17 0.22 0.11 0.75 0.08 0.18

std 0.04 052 0.07 0.04 0.01 0.05 0.01 0.02
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D.3.2 One class classi cation with respect to the ML fakes

The one class classi cation of the PGC based on the OC-SVM with respect to the ML fakes
produced by the ConvBN is performed in a way similar to the one class classi cation of the
PGC with respect to the HC fakes discussed in Section 4.5.2.4 and Appendix D.2.2. The
obtained performance of the one class classi cation is given in Table D.18. The examples of
the OC-SVM decision boundaries for the di erent printers in the DP1E dataset are given in
Fig. D.6. For the DP1C dataset the examples of the OC-SVM decision boundaries are given
in Fig. 4.31 in Section 4.6.3.

(a) SA. (b) LX.

(c) CA. (d) HP.

Fig. D.6 The examples of the OC-SVM decision boundaries for the di erent printers in the
DP1E dataset.



D.3 ML fakes authentication 193

Table D.18 The OC-SVM classi cation error in % on the test sub-sets of DP1C and DP1E
datasets with respect to the ML attacks based on theConvBN model.

DP1C DP1E
Run Pmiss Psa Pmiss Psa

1 420 93.80 7.30 81.20

2 9.90 88.90 9.90 86.50

SA 3 11.60 84.30 7.30 72.90
4 5.20 90.40 8.90 79.70

5 6.80 79.70 8.30 70.80
average 754 87.42 8.34 78.22

std 3.13 5.0 1.11 6.38

1 8.90 72.50 19.80 51.90

2 30.70 39.30 9.90 60.90

LX 3 39.60 33.20 6.20 75.50
4 6.20 86.80 17.70 49.50
5 20.30 57.30 18.80 64.10
average 21.14 57.82 14.48 60.38

std 1419 22.39 6.06 10.40

1 470 43.80 12.00 4.70

2 11.50 31.80 31.80 7.30

CA 3 17.20 26.70 6.20 6.20
4 5.20 47.40 7.80 18.80

5 16.10 28.10 9.40 17.70
average 10.94 35.56 13.44 10.94

std 587 9.44 1048 6.75

1 7.80 73.90 6.20 86.80

2 10.60 59.80 6.20 79.20

HP 3 470 89.50 8.30 75.90
4 5.30 88.60 6.20 79.70

5 7.30 87.20 7.80 83.30
average 7.14 79.80 6.94 80.98

std 2.33 12.86 1.03 4.18
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D.3.3 Supervised classi cation with respect to the ML fakes

The supervised classi cation with respect to the ML fakes produced by theConvBN model
is performed in the same way as described in Section 4.4 with only one di erence that for
each printer there exists only one type of fakes. The obtained classi cation error is given in

Table D.19.

Table D.19 The supervised classi cation error in % on the DP1C and DP1E test sub-sets
with respect to the ML attacks based on the ConvBN model.

DP1C DP1E
Run Pmiss Pta Pmiss Pta

1 23.44 14.58 1354 3541

2 4792 32.29 22.92 35.42

SA 3 35.94 41.67 2552 29.17
4 41.14 37.50 2447 35.42

5 2240 18.75 34.37 23.95
average 34.17 28.96 2416 31.87

std 11.12  11.79 7.42 5.19
1 31.25 42.19 11.46 16.67

2 35.42 11.98 4.69 6.77

LX 3 23.44 3281 9.89 2.08
4 30.73 39.06 11.45 17.70

5 31.25 36.98 16.15 7.81
average 30.42 32.60 10.73 10.21

std 434 12.02 411 6.73

1 0.00 14.58 1.04 4.68

2 2.08 10.42 0.00 5.21

CA 3 5.73 1.56 0.00 1.56
4 1.04 10.93 0.00 1041

5 260 9.37 0.00 5.73
average 2.29 9.37 0.21 5.52

std 1.33 4.20 162 3.38

1 11.98 18.23 8.33 21.35

2 3.13 2292 3.13 19.79

HP 3 1250 7.29 13.02 4.17
4 7.29 25.52 11.97 21.35

5 7.81 29.17 4.17 9.89
average 8.54 20.62 8.12 1531

std 3.84 845 4.46 7.85
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D.4 Digital templates estimation

To be coherent with the results obtained in Appendix D.3.1 and discussed in Section 4.6.2
the digital templates estimation from the printed counterparts is based on the (D.17) in
Appendix D.3.1.

In practical implementation the parameter in (D.17) is set to 1. The architecture of the
estimation model used for the estimation of the codes with the symbol size 55and 4 4 is
given in Table D.20, and in Table D.21 for the codes with the symbols of size 3 3. The
experiments are performed on thelndigo scannerdataset that is split into three sub-sets:
the training with 40% of data, validation with 10% of data and 50% of data is used for the
test. To avoid the bias in the choice of training and test data, the estimation models are
trained three times on the randomly shifted data. Each time the models are trained with the
learning rate equals to le-4, the batch of size 18 and the MSE loss. The Adam is used as an
optimizer. Taking into account the su ciently small amount of data available for the training,
each code is split into 4 sub-blocks of the size suitable as input to the corresponding training
models, namely, the codes with the symbol size 5 5 and 4 4 are split into blocks of size
256 256 and the codes with the symbol size 3 3 are split into blocks of size 128 128. To
each sub-block additionally there are applied the next data augmentation:

" the rotation on 90°, 180° and 270°;
" the gamma correction with 2 [0:5; 1] with step 0.35.

The obtained results are given in Tables D.22 - D.24
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Table D.20 The architecture of the model used for the digital templates estimation from the
printed counterparts with the symbol size 5 5and 4 4.

UNet model
Size Layer

256 256 1 Input

256 256 64 Conv2d, RelLU

256 256 64 Conv2d, ReLU

128 128 64 MaxPooling2D
128 128 128 Conv2d, ReLU
128 128 128 Convad, RelLU

64 64 64 MaxPooling2D

64 64 128 Convad, RelLU

64 64 128 Convad, RelLU

32 32 128 MaxPooling2D

32 32 256 Convad, RelLU

32 32 256 Conv2d, RelLU

32 32 256 Dropout

16 16 256 MaxPooling2D

16 16 256 Conv2d, ReLU

16 16 256 Convad, RelLU

16 16 256 Dropout

32 32 256 Conv2DTranspose, RelLU
32 32 512 Concatenate

32 32 256 Convad, RelLU

32 32 256 Convad, RelLU

64 64 128 Conv2DTranspose, RelLU
64 64 256 Concatenate

64 64 128 Conv2d, RelLU

64 64 128 Convad, RelLU
128 128 128 Conv2DTranspose, RelLU
128 128 256 Concatenate
128 128 128 Convad, RelLU
128 128 128 Conv2d, RelLU

256 256 64 Conv2DTranspose, RelLU
256 256 128 Concatenate

256 256 64 Conv2d, RelLU

256 256 64 Conv2d, RelLU

256 256 16 Conv2d, ReLU

256 256 1 Conv2d, Sigmoid
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Table D.21 The architecture of the model used for the digital templates estimation from the
printed counterparts with the symbol size 3 3.

UNet model
Size Layer

128 128 1 Input
128 128 64 Conv2d, RelLU
128 128 64 Conv2d, ReLU

64 64 64 MaxPooling2D

64 64 128 Conv2d, RelLU

64 64 128 Convad, RelLU

32 32 128 MaxPooling2D

32 32 128 Conv2d, RelLU

32 32 128 Convad, RelLU

16 16 128 MaxPooling2D

16 16 256 Convad, ReLU

16 16 256 Conv2d, RelLU

16 16 256 Dropout

8 8 256 MaxPooling2D

8 8 256 Conv2d, ReLU

8 8 256 Convad, RelLU

8 8 256 Dropout

16 16 256 Conv2DTranspose, RelLU
16 16 512 Concatenate

16 16 256 Conv2d, RelLU

16 16 256 Convad, RelLU

32 32 128 Conv2DTranspose, RelLU
32 32 256 Concatenate

32 32 128 Conv2d, RelLU

32 32 128 Conv2d, RelLU

64 64 128 Conv2DTranspose, ReLU
64 64 256 Concatenate
64 128 128 Convad, RelLU
64 128 128 Conv2d, RelLU
128 128 64 Conv2DTranspose, RelLU
128 128 128 Concatenate
128 128 64 Conv2d, RelLU
128 128 64 Conv2d, RelLU
128 128 16 Conv2d, ReLU

128 128 1 Conv2d, Sigmoid
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Table D.22 The estimation error in % based on the symbol wise Hamming distance between
the original digital templates with the symbol's size 5 5 and the corresponding estimations.

Scanned codes RUN Average % of % of codes with % of codes with % of codes with

symbol size error symbols error symbols =0 error symbols 2 error symbols> 2
ML trained on the HC half area estimations

1 0.3910 40.00 25.33 34.67

2 0.6512 6.76 17.57 75.68

77 3 0.6727 8.11 15.54 76.35
mean 0.5716 18.29 19.48 62.23

std 0.1568 18.82 5.17 23.87

1 0.0135 71.62 22.30 6.08

5 5 2 0.0206 68.24 22.97 8.78
3 0.0073 77.03 21.62 1.35

mean 0.0138 72.30 22.30 5.41

std 0.0067 4.43 0.68 3.76

ML trained on the original digital template

1 0.0261 72.30 20.27 7.43

77 2 0.0313 77.03 16.22 6.76
3 0.0185 75.00 16.22 8.78

mean 0.0253 74.77 17.57 7.66

std 0.0065 2.37 2.34 1.03

1 0.0016 93.92 6.08 0.00

5 5 2 0.0016 93.24 6.76 0.00
3 0.0012 95.27 4,73 0.00

mean 0.0015 94.14 5.86 0.00

std 0.0002 1.03 1.03 0.00
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Table D.23 The estimation error in % based on the symbol wise Hamming distance between
the original digital templates with the symbol's size 4 4 and the corresponding estimations.

Scanned codes RUN Average % of % of codes with % of codes with % of codes with

symbol size error symbols error symbols =0 error symbols 2 error symbols> 2
ML trained on the HC half area estimations

1 2.3454 0.00 0.00 100

5 5 2 2.3811 0.00 0.00 100
3 2.2964 0.00 0.67 99.33

mean 2.3410 0.00 0.22 99.78

std 0.0425 0.00 0.38 0.38

1 3.0582 0.00 0.00 100

4 4 2 3.2698 0.00 0.00 100
3 3.0638 0.00 0.00 100

mean 3.1306 0.00 0.00 100

std 0.1206 0.00 0.00 0.00

ML trained on the original digital template

1 0.0015 96.00 3.33 0.67

5 5 2 0.0014 96.00 3.33 0.67
3 0.0020 93.33 6.00 0.67

mean 0.0016 95.11 4.22 0.67

std 0.0003 1.54 1.54 0.00

1 0.0014 96.00 3.33 0.67

4 4 2 0.0018 94.00 5.33 0.67
3 0.0017 94.67 4.67 0.67

mean 0.0016 94.89 4.44 0.67

std 0.0002 1.02 1.02 0.00
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Table D.24 The estimation error in % based on the symbol wise Hamming distance between
the original digital templates with the symbol's size 3 3 and the corresponding estimations.

Scanned codes R Average % of % of codes with % of codes with % of codes with
symbol size error symbols error symbols =0 error symbols 2 error symbols> 2
ML trained on the HC half area estimations

1 10.1771 0.00 0.00 100

4 4 2 10.0940 0.00 0.00 100
3 10.4815 0.00 0.00 100

mean 10.2509 0.00 0.00 100

std 0.2040 0.00 0.00 0.00

1 8.5802 0.00 0.00 100

3 3 2 8.2882 0.00 0.00 100
3 8.7097 0.00 0.00 100

mean 8.5260 0.00 0.00 100

std 0.2159 0.00 0.00 0.00

ML trained on the original digital template

1 0.0069 76.67 21.33 2.00

4 4 2 0.0115 72.00 24.67 3.33
3 0.0341 73.33 23.33 3.33

mean 0.0175 74.00 23.11 2.89

std 0.0146 2.40 1.68 0.77

1 0.0093 70.00 28.00 2.00

3 3 2 0.0118 69.33 27.33 3.33
3 0.0109 68.67 26.67 4.67

mean 0.0107 69.33 27.33 3.33

std 0.0013 0.67 0.67 1.33




